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Preface

It is our pleasure to welcome you to the first edition of the International Sym-
posium on Engineering Secure Software and Systems.

This unique events aims at bringing together researchers from Software En-
gineering and Security Engineering, helping to unite and further develop the two
communities in this and future editions. The parallel technical sponsorships from
the ACM SIGSAC (the ACM interest group in security) and ACM SIGSOFT
(the ACM interest group in software engineering) and the IEEE TCSE is a clear
sign of the importance of this inter-disciplinary research area and its potential.

The difficulty of building secure software systems is no longer focused on
mastering security technology such as cryptography or access control models.
Other important, and less controllable, factors include the complexity of mod-
ern networked software systems, the unpredictability of practical development
lifecycles, the intertwining of and trade-off between functionality, security and
other qualities, the difficulty of dealing with human factors, and so forth. Over
the last few years, an entire research domain has been building up around these
problems. And although some battles have been won, the jury is still out on the
final verdict.

The conference program included two major keynotes from Axel Van Lam-
sweerde (U. Louvain) and Wolfram Schulte (Microsoft Research) and an inter-
esting blend of research, industry and idea papers.

In response to the call for paper, 57 papers were submitted. The Program
Committee selected 10 papers as research papers (17.5%), presenting new re-
search results in the realm of engineering secure software and systems. It further
selected four industry reports, detailing concrete case studies in industry and
the lessons that practitioners and researchers can learn out of this experience.
We also included four ideas papers that the Program Committee judged as in-
teresting but not yet mature for a full paper presentation.

The program also featured a slate of tutorials by industry representatives
on “Security by Construction” by Rod Champan (Praxis), “Management in
Practice – Model – Based Security Risk Analysis with the CORAS Method” by
Heidi E. I. Dahl and Mass Soldal Lund (SINTEF), “Inside the Biggest of the
OWASP Top-10 Issues” by R. van Wyk (KRvW Associates, LLC), and a research
tutorial on “Security – Philosophy, Patterns and Practices” by Munawar Hafiz
(University of Illinois at Urbana-Champaign).

Many individuals and organizations contributed to the success of this event.
First of all, we would like to express our appreciation to the authors of the
submitted papers, and to the Program Committee members and external refer-
ees, who provided timely and relevant reviews. Many thanks go to the Steering
Committee for supporting this and future editions of the symposium, and to all
the members of the Organizing Committee for their tremendous work and for
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excelling in their respective tasks. Nicola Zannone did a great job by assembling
the proceedings for Springer.

We owe gratitude to ACM SIGSAC/SIGSOFT, IEEE TCSE and LNCS for
supporting us in this new scientific endeavor.

Last but not least, we would like to thank all sponsors, and the DistriNet
research group of the K.U.Leuven in particular, for covering the financial aspects
of the event.

November 2008 Bart De Win
Fabio Massacci
Sam Redwine
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Verification of Business Process Entailment
Constraints Using SPIN

Christian Wolter1, Philip Miseldine1, and Christoph Meinel2

1 SAP Research
Vincenz-Priessnitz-Str. 1, 76131 Karlsruhe, Germany

{christian.wolter,philip.miseldine}@sap.com
2 Hasso-Plattner-Institute (HPI) for IT Systems Engineering

University of Potsdam, Germany
meinel@hpi.uni-potsdam.de

Abstract. The verification of access controls is essential for providing secure
systems. Model checking is an automated technique used for verifying finite state
machines. The properties to be verified are usually expressed as formula in tem-
poral logic. In this paper we present an approach to verify access control security
properties of a security annotated business process model. To this end we utilise
a security enhanced BPMN notation to define access control properties.

To enhance the usability the complex and technical details are hidden from the
process modeller by using an automatic translation of the process model into a
process meta language (Promela) based on Coloured Petri net (CPN) semantics.

The model checker SPIN is used for the process model verification and a trace
file is written to provide visual feedback to the modeller on the abstraction level
of the verified process model. As a proof of concept the described translation
methodology is implemented as a plug-in for the free web-based BPMN mod-
elling tool Oryx.

Topics: Business Processes, Access Control, Verification, Model Checking,
SPIN.

1 Introduction

Business Process Management systems coordinate activities, resources, and data based
on the formal representation of process logic defined by a process model. Different
kinds of resources are associated with a process model. Passive resources, such as
physical materials or information, are related to the flow of data in a process model,
while active resources, such as humans, perform activities at runtime and are related
to the flow of control, which deals with the order of activity occurrences in a process
model [1].

Traditional access controls for active resources include mandatory access control
(MAC), discretionary access control (DAC), and role-based access control (RBAC). To
implement access controls, access control lists (ACLs), capability lists, or policy-based
mechanisms are often adopted [2].

Several extensions for those access controls have been developed capturing organi-
sational aspects, temporal dependencies, and task and history-based concepts [3,4,5,6].

F. Massacci, S.T. Redwine Jr., and N. Zannone (Eds.): ESSoS 2009, LNCS 5429, pp. 1–15, 2009.
c© Springer-Verlag Berlin Heidelberg 2009



2 C. Wolter, P. Miseldine, and C. Meinel

These extensions allow access control requirements to be specified at a finer-grained
level than can be achieved using traditional access control models. Typically, this is
realised by enriching access control policies by adding constraints defining rules, oblig-
ations, or exceptions [5,7]. The addition of access control constraints however, signifi-
cantly increases the complexity, so it quickly becomes difficult to understand the policy
expressed, such that changes can lead to potential unwanted side-effects, inconsisten-
cies, and security breaches [8,9].

Controlling access in a business process is a recognised fundamental principle of
user interaction in computer security. Organisational goals must be complemented by
control goals such as realised through access constraints [7]. One of the earliest access
constraints is the four-eyes principle that first appeared in Saltzer and Schroeder [10].
Later the term Separation of Duty was introduced as a principle for preserving integrity
and a mechanism for error control and fraud prevention. These concepts are applied to a
process by limiting a user’s access rights statically at the point of the process definition
and dynamically at process runtime. The later concept is further refined by Crampton
et al. in [11] by entailment and cardinality constraints that restrict access to process
activities depending on the execution history of a user in a running process.

The existing verification methodologies for access control properties in the context of
business processes as discussed in [11,12,13] are based on simulations and the identifi-
cation of an execution trace that does not violate the defined authorisation requirements.
At runtime the process must exactly follow this plan, which is unlikely in case exe-
cution behaviour is not predictable, due to arbitrary cycles or choice-based branching.
Therefore, a complete state space exploration is necessary to guarantee that any possible
runtime behaviour violates the authorisation properties. Existing state space exploration
approaches for business processes focus on control-flow related property verification,
such as deadlocks, and do not cover authorisation related properties [14,15,16]. Accord-
ingly, the contributions of this paper are as follows:

– This paper presents an approach for automated model-checking and analysis of
entailment constraints, such as Separation of Duty, in the context of business
processes to detect deadlocks and security property violations.

– Authorisation artifacts are added to the process modelling standard BPMN [17]
that is widely accepted in the industry and academia to ease the specification of
authorisation requirements. A formal semantic for these artifacts is defined by using
Coloured Petri nets (CPN) allowing the automated processing of security properties
defined in the business processes.

– To verify the security properties, we define a translation of a process model into
the the Process Meta Language (Promela) based on the given formal semantics.
Promela specficiations can be used as input for the model checker SPIN [18]. Re-
lated security properties are verified against a set of linear temporal logic formulae.

– The results appear to be promising enough to develop a model checking plug-in for
the free web-based process modelling tool Oryx1 allowing an automated translation
of security annotated process models into Promela, simulation and verification of
security properties defined in a simple dialogue, and reporting verification results
to the modeller.

1 See http://oryx-editor.org
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The rest of the paper provides some required background about the formal execution
semantics of business process models and access control requirements in Section 2 by
utilising classical and Coloured Petri nets (CPNs). Section 3 describes the translation
of the process model into Promela code for automated verification of reachability and
security properties. We also briefly present the model checking plug-in developed for
Oryx. In Section 4 we give an overview about related work in the domain of model
checking for business processes and security properties. The results of our work along
with a conclusion and future research directions are given in Section 5.

2 Formalisation of Access Controls in Process Models

Existing process modelling notations, such as BPMN, UML 2.0 AD, or BPEL provide
poor support for expressing access control properties [19,20]. Such properties assert
who is allowed or must perform a certain activity in the context of a running business
process. Fine-grained specification of authorisation constraints has been investigated for
a long time in literature [7,21,11]. Concepts were presented investigating how authori-
sation, risk assessment, and compliance artefacts can be specified as part of a business
process model [22,23]. To verify such properties directly in the context of process mod-
els we first provide a formal semantic of a general business process as a Petri net and
then extend these nets by the concepts of token colours turning the net into a CPN for
formally defining authorisation concepts in a business process.

2.1 Formalising Control Flow Behaviour

BPMN essentially provides a graphical notation for business process modelling, with
an emphasis on control-flow. In general a business process diagram consists of nodes
and edges. A node can be typed as an activity, an event or a branching node, such as a
parallel split, a parallel join, an option split, a merge join, and data or external event-
based choices. An edge links two nodes in a diagrams and shows the execution order in
terms of a sequence flow or message exchange.

Therefore, a process model can be defined as a tuple (N,F, ns, ne) where:

– N is a set of general nodes objects
– F ⊆ N × N , defines the flow relation, i.e. edges connecting nodes,
– ns is the start node of the process,
– ne is the end node of the process.

For any node n ∈ N , the input nodes of n are given by in(n) = {m ∈ N |mFn} and
the output nodes are given by out(n) = {m ∈ N |nFm}. ∀n ∈ N, ∃ns, ∃ne, nsFn ∧
nFne. i.e. every node is on a path from the start node sn to the end node en.

We will use this definition to provide a formal definition in terms of a Petri net
fragment for a selected set of BPMN nodes. Petri nets were initially proposed by C.A.
Petri in 1962 [24] for describing information processing systems, characterised as being
concurrent, asynchronous, distributed, parallel, non-deterministic and stochastic. Petri
nets are used in many different application areas for modelling and analysis of systems.
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A Petri net is a tuple N = (P, T, F, i, o, α), where P = p1, p2, ..., pn is a finite set
of places, T = t1, t2, ..., tm is a finite set of transitions, satisfying P ∩ T = �, F ⊆
(P × T ) ∪ (T × P ) is the flow relation and m0 : P → N is the initial marking.
α : T → A is a labelling function where A is a transition label. The symbols •t,t•, •p,
p• define the pre-set and post-set of every place p or transition t respectively. A marking
of a Petri net is an assignment of a non-negative integer to each place, called a token.
The structure of the Petri net defines a set of firing rules that determine the behaviour
of the net. A transition t is enabled when each p ∈ •t has at least one token. The Petri
net moves from one marking to another by firing one of the enabled transitions. When
a transition t fires, one token is removed from each place p ∈ •t and one token is added
to each place p ∈ t•. If m1 and m2 are markings, we will denote by m1 [t〉m2 the
fact that m2 is reached from m1 after transition t being fired. Accordingly, the formal
semantics are defined [25]:

Fig. 1. Mapping BPMN to Petri nets [25]
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Generally, a node such as a task or an intermediate event is interpreted as a transition
with one input place and one output place and any sequence flow is mapped to a place.
Similarly, a start event and an end event is a transition signalling the process’s start and
end. Branches are mapped to one or two transitions capturing their routing behaviour.

2.2 Expressing Access Control in CPN

A Coloured Petri net (CPN) is a specialised Petri net containing the classical elements,
but also adds textual inscriptions next to the places, transitions, and arcs. The inscrip-
tions are written in the CPN ML language [14]. CPN ML is a type-safe programming
language and can be used for functional programming. A CPN is not bounded, which
means each place can be marked with one or more tokens. In contrast to classical Petri
nets, CPN tokens are allowed to not only represent a single integer value, but can con-
tain arbitrary complex data types called token colour.

A place p in a CPN is a tuple (icolour, imarking) where, icolour is an inscription
defining the token colour of tokens that are allowed to be put into p and imarking is an
inscription defining the initial set of tokens put into p at the beginning. When a transition
fires its arc inscriptions determine which coloured tokens are to be removed from input
places and which tokens have to be added to the output places.

Arc inscriptions can be also used to express data modifications, such as incrementing
a data value of a token when a transition fires or testing the containment of a specific
data value to determine which token is to be consumed in case several tokens are avail-
able. Compared to classical Petri nets a transition’s enablement is determined based on
the tokens present in the input places and the evaluation of the arc inscriptions, thus
these inscriptions can be considered as transition guards.

In order to capture human interaction and related authorisation requirements we have
to extend the formal semantic of BPMN. As shown in Figure 2 during the modelling
process annotations and additional attribute values have to be defined to specify that
a task must be performed by a person acting in a specific functional role or providing
a specific capability, such as speaking English. This concept refers to role-based and
attribute-based access control [4].

Using CPN we can use an unbound place representing the resource repository ac-
cepting tokens of the colour set USER. An unbound place may contain an arbitrary num-
ber of tokens. This token repository is an input and output place of every human activity
in the process model with an appropriate arc inscription based on the role and attribute
requirements expressed in the diagram, such as English speaking clerk. Therefore, the
arc inscription represents the authorisation decision. In order to support dynamic Sepa-
ration of Duty and Binding of Duty requirements the history of the token consumed by
the transition is modified to keep track of the participation of the token in a particular
transition firing. As depicted in Figure 2, we express Separation and Binding of Duty
requirements by defining transition guards that evaluate to true if a specific transition id
is present, or absent respectively in a token’s history list.

Therefore, the overall colour set USER is defined as USER ⊆ id×role×history×
A, where id is an unique identifier, role represents the assigned functional role at run-
time, history is a list of all transitions this token was consumed by, and A be the set of
different attribute types defined in the process model.
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Fig. 2. Formal Semantic of Authorisation Annotations

3 Authorisation Verification

The previous section outlined how a business process model extended with support
for representing authorisation constraints could be mapped to a CPN model. As this
provides a formalised, rigorous model of the process model without ambiguity, as-
sertions can be checked against this model that allow verification of the authorisation
constraints. This section details how such analysis can take place by using the model
checker SPIN [18] which previous work has shown, allows verification against Petri net
models [26].

SPIN, an acronym for Simple Promela Interpreter, is a generic model checking tool
to formally analyse the logical consistency of distributed systems, which are defined
using the Process Meta Language Promela. The process meta language Promela is an
abstract system design specification language. Promela is not an implementation lan-
guage, but rather focuses on synchronisation and coordination, targeted to the descrip-
tion of concurrent software systems rather than on hardware. The basic building blocks
of Promela are asynchronous processes, buffered and unbuffered message channels,
synchronisation statements and structured data. There is only a very limited number of
computational functions.

3.1 Translation Rules

There exist different approaches in translating Petri nets into a Promela specification.
We base our approach on the concepts presented in [26] by Ribeiro and Fernandes. In
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order to correctly specify a Coloured Petri net transition in Promela, two primary issues
must be addressed.

1. First, determine when a transition t is enabled according to in(t) ∧ out(t).
2. Second, for each firing the marking must be modified according to m1 [t〉m2.

In Promela we represent the control-flow related marking of a Petri net as a boolean
array bool p[]. Meaning, either there is a token in place pi or not. Further, this implies
that all control flow places are 1-bounded. Therefore, we represent the enablement of a
transition t with pi = 1∀pi ∈ in(t)∧pj = 0∀pj ∈ out(t) in Promela as a propositional
symbol with in(t) = p1 and out(t) = p2:

ready t p[1] && !p[2]

Accordingly the firing of t is specified as:

fire t atomic{p[1] = 0; p[2] = 1; }

The firing of a transition results in the modification of several data values and the
movement of several tokens to create the new marking m2. Because each token move-
ment would lead to a new state in SPIN all movements must be performed in an atomic
block to represent the state transition from m1 [t〉m2 properly.

The coloured tokens representing human resources are defined as a complex data
structure TOKEN in Promela. Each user attribute is a member of that structure. In ad-
dition a global process history is defined as a buffered channel acting as a data storage.
In Figure 3 the history list and the resource repository are defined as channels holding
up to size entries of TOKENs or a tuple (transition id, token id):

chan resources = [size] of { TOKEN };
chan history = [size] of { int, byte };
/* generic colour list */
typedef TOKEN {byte id;mtype role;mtype language;}

Fig. 3. TOKEN type definition

By utilising Promela channels we are able to randomly select or query the existence
of a specific token based on its data values. In Promela we can determine the existence
of a token with a specific colour (i.e. data values) of the colour set {id, role, language}
by using a channel poll:

resources ?? [ , Clerk, ]

The underscore represents the don’t care variable acting as a wild card, while the
term Clerk is a constant. This expression evaluates true in case a token with any id, the
role attribute value equals Clerk, and any language is present in the channel. Accord-
ingly, we can extend the enablement of a human task t requiring a clerk by:

ready t p[1] && !p[2] && resources ?? [ , Clerk, ]
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In case we want to modify the data values of a token stored in a channel we have to
remove the token from the channel, modify its data values and put it back into the chan-
nel. To be side-effect free this set of operations must be wrapped into an atomic block:

atomic{ resources? token; token.id+1; resources!token}

In order to specify a Separation of Duty a simple channel poll is not enough to find
a token fulfilling all attribute-based properties as well as not violating the Separation
of Duty constraint. That means for each token that satisfies the attribute constraints, we
also have to inspect its history data. Therefore, for each enabled transition that must
satisfy an entailment constraint we must iterate over all tokens that potentially satisfy
the attribute requirements and poll if their history channel contains the excluded activity
or not. Accordingly, the first token satisfying the attribute-based requirements and not
violating the Separation of Duty constraint will be selected (cf. Figure 4):

inline checkHistory(transition_id,oldtransition_id){ atomic{
do
::oldtransition_id > 0 && nempty(history) ->
do /* get excluded token */

::history ?? [eval(oldtransition_id), tmp] ->
history ? eval(oldtransition_id), tmp;
/* remove token from potential owner list */
resourceplaces ??
eval(tmp),excludedToken.role, excludedToken.language;
excluded ! tmp, excludedToken.role, excludedToken.language;

::else -> break;od;
::empty(history) -> break;od;
do /* get abac satisfying token */
::resourceplaces ??

[_,eval(currentToken.role),eval(currentToken.language] ->
resourceplaces ?? <currentToken.id,eval(currentToken.role),
eval(currentToken.language)>;
logHistory(currentToken.id,transition_id);
t[transition_id]= currentToken.id;break;

::else -> break;od;
do /* restore the original resource */
::nempty(excluded) ->

excluded ? currentToken; resourceplaces ! currentToken;
history ! oldtransition_id, currentToken.id;

::empty(excluded) -> break;od;}}

Fig. 4. Potential Owner Determination for Entailment Constraints

3.2 Property Verification in Oryx

By applying formal semantics to the annotated process model it is possible to translate
a business process and its authorisation requirements into a Promela specification to
verify its security properties. As an example consider the process given in Figure 5.
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Assume this process diagram has been modelled by a business process expert. It defines
the process of handling a purchase order in a company’s British branch. In case the
order value is above 5000 it must be reviewed, e.g. to prevent wrong order placement.
In addition, the branch manager must approve the order and it must be verified that the
ordered goods are available before the process ends properly.

Fig. 5. Erroneous Purchase Order

Further, we assume in this company exists a document defining corporate security
and governance guidelines that the company and all its processes must comply to. Such
guidelines are typical defined by security experts and mandated by law regulations.
By using a formal verification method it is possible to verify a process model against
such guidelines. We assume, the corporate guidelines demand that every order must be
reviewed. In addition, a creator of an order can not review his own order.

Given the example process we can use the translation rules described in the previous
section to verify the Promela specification against general reachability and deadlock
properties, such as:

– Does the process always terminate: []<>endstate
– Find at least one path that reaches the end: <> endstate
– All tasks are eventually enabled: ∀t ∈ T ([]<> rd t)

This list can be extended by security and governance based state and temporal proper-
ties:

– Compliance Violation: Every order must be reviewed:
[]( rd create order → <> rd review order ) ∧ <> rd create order

– Attribute Violation: A clerk must execute the task Review Order (id=2):
[] <> abac create order, with abac create order being a propositional symbol:
abac create order history?? [2,t id] && resources ?? [eval(t id),Clerk, ] )

– SoD Violation: Create Order (id =1) and Review Order (id=2) must be performed
by different clerks:[] ! sod create review,
with sod create review history??[1,t id] && hist??[2,eval(t id)]

The described formalisation and translation is implemented for a process modeller. Au-
thorisation requirements are captured either by using swimlanes representing an or-
ganisational role, which contains tasks assigned to that role or by adding authorisation
annotations to one or more tasks in the model, for instance to represent an attribute-based
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Fig. 6. Verification with Oryx
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requirement or a Separation of Duty annotation. These visual elements are translated
into rules when generating the Promela specification. The previously described security
properties that a process model must comply to are defined in a simple user dialogue in
terms of natural language representation of the formal properties. In case of entailment
constraints the modeller defines a group of conflicting tasks that shall or shall not be
executed by the same user. The input is translated into a LTL formula and is fed along
the Promela code to SPIN. The Promela code is enriched with C-like printf statements
that are printed whenever a user is assigned to a manual activity or a transition fires. The
printf traces are send back to the browser and rendered on top of the process diagram.
Several verification results visualised in Oryx based on the discussed process example
are shown in Figure 6. In test case a a deadlock is detected due to the wrong usage of an
exclusive split and a parallel join. In test case b the process terminates and the potential
sound execution path is visualised if desired. In case c a Separation of Duty violation is
detected between the tasks Create Order and Review Order, because a related security
annotation is missing preventing the assignment of the same user token to both tasks.
The last case d shows a proper annotated process model with regards of the discussed
security requirements.

4 Related Work

The verification of access controls is essential for verifying security properties of a
system. Model checking is an automatic technique used for state space exploration and
analysis. The basic idea is to compute all reachable states and state changes.

The computation and verification of reachable states of business process control-
flow behaviour has been actively discussed. In [27], Aalst et al. provide a mapping of
all control-flow constructs of BPEL into Petri nets. Later a similar mapping of BPMN
to Petri nets was discussed in [25] on which our approach is based. To verify the be-
haviour of business processes a number of researchers have developed a mapping from
BPEL to Promela [28,29]. Next to the control-flow behaviour, Fu, Bulant and Su [30,31]
also provide a mapping to formal XML schemas, effectively allowing the verification
of data manipulation. Their work resulted in the Web Service Analysis Tool (SWAT).
In [32], a tool called VERBUS, an acronym for verification for business processes, is
presented supporting the translation of BPEL into Promela and SMV the input lan-
guage for NuSMV. A major difference compared to our approach is that they all focus
on control-flow related property verification and therefore do not address any kind of
authorisation verification.

Some work exists considering the verification of authorisations in the context of
business processes, but most of them only address role-based access control require-
ments, without any consideration of attributes and entailment properties. In [11], the
verification of access control properties for general workflows by proving the absence
of security implied deadlocks is presented. Similarly, in [33] the SAL model checker
is used to verify role-based authorisations. They derive security configurations from a
RBAC enhanced BPEL process description and assert the existence of an execution path
that does not lead to a policy implied deadlock. Slightly different, in [34] X-GTRBAC
policies are used to generate a behavioural model that is translated into a finite state
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machine to verify the access control policies. The model checker NuSMV in combina-
tion with LTL formulae is used in [7] and [16] to verify a process model by translating
it into a finite state machine.

The existing fine-grained authorisation verification approaches do not explore the full
state space, and are satisfied with the detection of a single execution trail that success-
fully reaches the end state. In [35,36] a formal model and an algorithm that calculates a
single process execution path that is deadlock free is presented. Wang and Li discussed
a role-relation-based access control model for workflow systems in [12]. They exam-
ined the workflow resiliency problem and outlined an approach to determine a valid set
of users that must execute activities in a process to successfully reach the end state of
the process. All these approaches are able to assert that there exists at least one secu-
rity violation free execution path and therefore the behaviour at runtime must exactly
follow this path to avoid violations, which is infeasible in most of today’s dynamic and
event-driven business scenarios.

5 Conclusion

In this paper we presented an approach to automatically verify access control properties
defined on the abstract level of business processes. We discussed that this is helpful in
order to detect potential deadlocks, due to modelling errors, as well as to verify security
properties, that could be derived from corporate governance documents and general law
regulations.

Existing modelling notations lack the support of role-, attribute and entailment-based
authorisation requirements. We developed an extension [9] for BPMN to capture such
requirements on a very abstract level suitable for business analysts. To verify such an-
notated models, we formally specified these extensions by using CPN ML to capture
user roles, capabilities in terms of attributes and define entailment rules, such as Sepa-
ration of Duty. This allows us to automatically analyse the process model and directly
translate it into a Promela specification. The results of the model checking are traced
and visual feedback is provided on the process diagram hiding the complexity of the
model checking output from the modeller. A prototype has been implemented for the
Oryx modelling tool demonstrating the applicability of the proposed formal seman-
tics and translation into Promela. The following Table 1 provides some insight into the
computation time and state vector size for the four test cases shown in Figure 6.

The results indicate SPIN’s state space optimisation depending on the property to be
verified. To conduct a first evaluation of the scalability of our approach we modelled a

Table 1. Model Checking Experiments

No. States Computation
Time (Sec)

State Vector
(Byte)

a) 15 0.01 88
b) 59 0.01 88
c) 64 0.01 92
d) 59 0.02 100
e) 45177 0.33 168
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Fig. 7. Simple Scalability Test

process with several concurrent human tasks (cf. Figure 7). The results listed in the table
show that while the state space grows significantly, state vector and time consumption
are still very small. Therefore, our approach is able to deal with a process size well
suited for the domain of authorisation verification. The experiment was conducted using
the latest version of the SPIN tool executed under a Debian operating system on a recent
computer.

Explicit state space verification becomes difficult when dealing with potentially un-
bounded states spaces, for instance because of arbitrary cycles. In future work we plan
to apply unrolling techniques to support the verification of annotated cycles. We also
plan to investigate into alternative model checking techniques such as bounded model
checking. At the moment the resource repository is initialised with a fixed set of user
tokens calculated based on the Cartesian product of all defined roles and attribute types
in a process model. We plan to automatically adjust the number of generated tokens in
order to identify a minimal set of user tokens that are necessary to execute the process
without implying a deadlock with respect to defined security properties. As demon-
strated in [31], Information flow is an essential part of common process modelling no-
tations, thus we plan to integrate the concept of data flow into the proposed Coloured
Petri net semantics to detect integrity and confidentiality violations. In the end we will
integrate the model checking techniques described in this paper with a model-driven
approach to generate platform-specific security policies to provide a tool chain support-
ing security specification, security verification, security policy deployment and security
policy enforcement.
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Abstract. We present an approach that addresses both formal specification and
verification as well as runtime enforcement of RBAC access control policies in-
cluding application specific constraints such as separation of duties (SoD). We
introduce TemporalZ, a formal language based on Z and temporal logic, which
provides domain specific predicates for expressing RBAC and SoD constraints.
An aspect-oriented language with domain specific concepts for RBAC and SoD
constraints is used for the runtime enforcement of policies. Enforcement aspects
are automatically generated from TemporalZ specifications hence avoiding the
possibility of errors and inconsistencies that may be introduced when enforce-
ment code is written manually. Furthermore, the use of aspects ensures the mod-
ularity of the enforcement code and its separation from the business logic.

1 Introduction

Ensuring that software exhibits certain security properties is crucial in many applica-
tion domains. Static verification, while the most reliable means for this purpose, may
not always be feasible. Runtime verification is an alternative in such cases. There are
two aspects of runtime verification: (a) a formal specification of the properties to be
verified, and (b) mechanisms to enforce the formally specified properties on particular
program runs (aka runtime monitoring). We propose an approach to runtime verification
of security properties that addresses both aspects and supports automatic generation of
enforcement code from formal specifications.

Schneider [1] uses Büchi automata to characterize the class of security properties
enforceable by runtime monitoring. Schneider’s automata are also called truncation au-
tomata [2], since they only support the truncation of execution action sequences that
violate security properties. Our approach supports all policies modeled by security au-
tomata [1]. However, to keep the discussion focused, this paper specifically addresses
role-based access control (RBAC for short) [3] with application specific constraints over
execution action sequences known as separation of duty properties (SoD for short) [4].

There are three ingredients in our proposal. First, we present TemporalZ , a formal
specification language combining elements of Z [5] and temporal logic (LTL) [6]. To
enable a direct and declarative specification of security policies, TemporalZ embeds
domain-specific formal predicates. Second, we propose to encode runtime enforcement
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logic in aspect modules in the aspect-oriented language ALPHA [7], which has expres-
sive logic-based means to reason about the program execution. ALPHA is also extended
with domain-specific language constructs to enable more direct and declarative encod-
ing of runtime monitoring of security policies. Third, an automatic mapping of for-
mal specifications to enforcement aspects is described as a mapping of domain-specific
specification language constructs to domain-specific programming language constructs.

The proposal makes several contributions to the state of the art of runtime verification
of security properties.

First, the proposed specification language is well suited for several reasons. In fact,
set theoretic and predicate logic foundations of Z directly support the expression of
concepts such as roles, rights, and related constraints. Moreover, the temporal opera-
tors of LTL are important for declaratively expressing temporal constraints on system
behavior. In addition, complementing the general-purpose means of Z and LTL with
domain-specific predicates increases the level of abstraction and declarativeness of the
specifications. Finally, tools for verification and theorem proving such as Z-eves [8] can
be used for verifying the consistency of formally specified security policies.

Second, the use of aspects ensures that the enforcement logic for a particular prop-
erty is encapsulated in one module, separated from the functional code and from the
enforcement code for other properties. Compared to many other AO languages, ALPHA

is particularly well-suited for implementing security monitors. First, it exposes a rich
model of the execution. Second, reasoning about execution action traces is expressed as
logic queries. These features enable declarative and concise expression of constraints
over execution history and facilitate the construction of security-specific predicates.
Together the AO modularity and the specific features of ALPHA make it easy to map
between specifications and respective enforcement code. As a result, enforcement code
can be maintained incrementally when the formal specifications change. Further, it is
possible to dynamically switch certain security policies on/off.

Finally, the automatic generation of enforcement aspects from formal specifications
avoids the risk that faults and inconsistencies are introduced when enforcement logic
for a formally specified policy is integrated manually with the application code. Other
approaches that generate enforcement code from models [9,10] do not maintain the
modularity of the specification, i.e., code responsible for enforcing different policies is
not encapsulated in separated modules.

The remainder of the paper is organized as follows. Sec. 2 presents a running ex-
ample and some prerequisites. Sec. 3 shows how TemporalZ is used for the formal
specification of RBAC policies and SoD. Sec. 4 explains how formal specifications are
automatically mapped to ALPHA aspects. Sec. 5 reports on related work. Sec. 6 con-
cludes the paper and discusses areas of future work.

2 Example and Prerequisites

We introduce a simple loan approval process (LAP) (inspired from [11]) and then give
brief introductions to RBAC and to SoD. After that, we introduce TemporalZand AL-
PHA, which will be used respectively for formal specification and enforcement of RBAC
and stateful access control policies.
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2.1 Loan Approval Process

Initial application: A teller discusses with the customer to identify an appropriate
loan program and verifies the application documents.

Rating process: Two types of rating are performed. An internal rating performed by
a financial clerk verifies that the customer situation fits with the loan program being
applied for. An external rating performed by a teller involves an external agency to
check whether the customer has financial problems with other companies. Finally, a
supervisor verifies both ratings to reduce the risk of error.

Bank decision: Based on the internal and external ratings, a supervisor takes a decision
on the application. If the latter is approved, he gives the order to create the contract;
otherwise, the process is canceled.

Sign contract: After the loan has been approved, a contract is sent to the manager and
to the customer for signature.

Loan closing: The teller who entered the application data transfers the money to the
customer’s account. To avoid errors, a supervisor verifies this transfer step.

2.2 RBAC and Separation of Duties

RBAC is an authorization mechanism in which access decisions are based on the roles
that users hold within an organization. The permissions to execute a set of operations
are grouped in roles and users are assigned to one or more roles. SoD policies reduce
the risk of frauds in business processes by a fine-grained control over the privileges for
workflow tasks. Two categories are distinguished: static and dynamic SoD [4].

Static SoD (SSoD): Specifies that two mutually exclusive roles must never be assigned
to the same user simultaneously, e.g., a bank employee cannot be assigned the roles
Supervisor and Manager .

Dynamic SoD (DSoD): Describes a class of policies that take the dynamics of the sys-
tem execution into account for managing roles and role membership. Four variations
are found in the literature:

Simple Dynamic SoD (SDSoD): Two mutually exclusive roles must never be activated
by a user at the same time, e.g., a bank employee can be statically assigned both roles
Teller and FinacialClerk , but cannot activate them simultaneously.

Object-Based SoD (ObjDSoD): A user can activate two exclusive roles at the same
time, but he cannot act upon the same object via both roles. E.g., if a user in LAP can
be Supervisor and Teller , then he can execute the operations of the role Teller and
verify his own work using his Supervisor role. E.g., an ObjDSoD constraint can be
defined stating that the user can activate the role Supervisor and Teller at the same
time as long as he does not act on the same loan application object.

Operational SoD (OpDSoD): A user can activate two exclusive roles at the same time,
but cannot have all required authorizations to execute all tasks in a workflow. E.g., the
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critical sub-processes (e.g., enterApplicationData, verifyRating, verifyTransfer) cannot
be executed by the same employee.

Operational Object-Based SoD (OpObjDSoD): Combines operational and object-
based SoD; a user can activate two exclusive roles at the same time and can have the
authorizations to execute all tasks in a workflow process, as long as these tasks do not
act upon the same object.

2.3 TemporalZ
In the following, we define the syntax and semantics of TemporalZ [12], which is a for-
mal language that integrates linear temporal logic into the Z framework. A TemporalZ
formula is either (a) a domain specific predicate, or (b) constructed from other formu-
las using the temporal operators: �(always), �(eventually), ©©©(next), −�(up till now),
−�(previously), ©©−©(atlast), U (until), and S (since).

The semantics of TemporalZ is defined in Fig. 1 as an evaluation according to a
temporal model - a function from a time point t to the set of predicates that hold at t.

Three axiomatic functions are defined to evaluate temporal formulas at different ab-
straction levels. EvalMT interprets each formula at a given time point t using the tempo-
ral model m. EvalMT evaluates domain-specific predicates without temporal operators
to True (E1), if the predicate holds at time point t according to m. For composed for-
mulas, a variant of EvalMT is defined for each temporal operator; for brevity, only the
evaluation of formulas composed with always � (E2) and until U (E3) is shown in
Fig. 1. The function EvalM (E4) generalizes the evaluation by abstracting away the
time parameter. Eval (E5) also abstracts away the model parameter. We also define
equivalence relationships between each temporal operator and its evaluation (Fig. 1
(E6) shows these relations exemplarily for Always and Until). This allows specifying
temporal constraints in a convenient way and facilitates their translation to code.

Time == x : N

Model == Time → F Formula
E1:

EvalMT : P(Formula × Model × Time)

∀ p : DSpredicate; m : Model ; t : Time

• EvalMT(p, m, t) ⇔ p ∈ m(t)
E2:

∀ f : Formula; m : Model; t : Time

• EvalMT((�f ), m, t)

⇔ (∀ t1 : Time | t1 ≥ t • EvalMT(f , m, t1))
E3:

∀ f 1, f 2 : Formula; m : Model; t : Time

• EvalMT((U (f 1, f 2)), m, t)

⇔ (∀ t1 : Time • ∃ t2 : Time | t2 ≥ t1 ≥ t

• EvalMT(f 1, m, t1) ∧ EvalMT(f 2, m, t2))

. . .

E4:

EvalM : P(Formula × Model)

∀ f : Formula; m : Model • EvalM (f , m)

⇔ (∀ t : Time • EvalMT(f , m, t))
E5:

Eval : P Formula

∀ f : Formula • Eval(f ) ⇔ (∀m : Model • EvalM (f , m))
E6:

∀ f : Formula • Eval(�f ) ⇔ �f

∀ f , g : Formula • Eval(U (f , g)) ⇔ f U g

. . .

Fig. 1. Evaluation of TemporalZ Formulas
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2.4 AOP and ALPHA

Aspect-oriented programming (AOP) [13] allows to modularize crosscutting concerns.
The enforcement of security policies is an example of such concerns. Important AOP
concepts are pointcut, join point model, and advice. Pointcuts are predicates over pro-
gram execution actions – called join points. That is, a pointcut defines a set of join points
related by some property; a pointcut is said to be triggered or to match at a join point, if
the join point is in that set. An advice is a piece of code associated with a pointcut – it is
executed whenever the pointcut is triggered, thus implementing crosscutting function-
ality. There are three types of advice, before, after, and around, relating the execution
of advice to that of the action that triggered the pointcut the advice is associated with.

ALPHA1 [7] belongs to the family of AO languages that use logic queries (a sub-
set of valid Prolog queries) as pointcuts to reason about related actions in the program
execution. ALPHA has a rich join point model: its pointcut queries are run against sev-
eral models of the program execution including the static program structure (AST), the
complete history of the execution , and the object store at each moment in execution.

The availability of the execution trace is one of the features that distinguishes ALPHA

from other AO languages. The execution trace can be thought of as a list containing
representations of all join points that occurred in the execution of the program so far.
In ALPHA, this list structure is only implicit. Instead, all join point representations
carry a time stamp which corresponds to their position in that list. There are different
types of join points corresponding to different types of execution events of an object-
oriented program, such as method calls, or field accesses. For each type of join point,
there is a relation which has a time stamp as its first argument, the join point specific
information as further arguments. Method calls, e.g., are stored in the database as pairs
of calls/52 and endCall/3 facts denoting the beginning resp. the end of a method
call. For example, calls(ID, ExpID, Receiver, Method, Arg) describes
a method call execution action that occurred at time stamp ID, the method Method is
called on the receiver Receiver with Arg as the input argument; ExpID identifies
the lexical position of the expression that caused the action. The unary relation now/1
has – at every point in the execution – only one fact in the database that contains the
current time stamp as its argument.

The following properties of ALPHA prove to be useful in the context of encoding
stateful access control policies into aspects: First, the availability of the execution trace
gives access to all relevant execution actions and associated data in a natural way. Fur-
thermore, the ability to add or remove facts during runtime allows a flexible binding
between the data objects and the elements in our domain. Second, the pointcut language
allows to precisely and declaratively specify temporal relations between actions and re-
lations between objects that are part of or related to these actions. This avoids the need
for manually implementing the bookkeeping logic for relating this data. Third, ALPHA

allows to define new predicates/relations, which enables building up an abstraction of
predicates specific for our domain – access control policies.

1 http://www.st.informatik.tu-darmstadt.de/pages/projects/alpha
2 |/n| specifies the arity of the relation.
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3 Formal Specification

In this section, we apply TemporalZ in the specification of RBAC models and stateful
access control policies exemplified by SoD. We extend the syntax and semantics de-
finition that was presented in Section 2 with domain-specific security predicates. The
syntax definition of these predicates is shown in Fig. 2 whereas their semantics is de-
fined using the evaluation function EvalMT as shown in Fig. 3.

The predicate include(u,r) (Fig. 3, E7) tells whether u is one of the users of the
RBAC system assigned to the role r. The predicate active(u,r) (Fig. 3, E8), verifies that
u has activated the role r, i.e., the user should be already in the role r and should have
connected to that role within a session s . Fig. 3, E9 and E10, define the semantics of ex-
ecOp, resp. execOpObj. The predicate execOp(u,op) tells whether the user u has already
executed the operation op by verifying whether u has activated a role that includes op.

SDPredicate ::= include〈〈USER × ROLE〉〉 | active〈〈USER × ROLE〉〉
| execOp〈〈USER × ROLE × OPERATION 〉〉
| execOpObj〈〈USER × ROLE × OPERATION × OBJECT〉〉
| execSeqOp〈〈USER × seq OPERATION 〉〉
| execSeqOpObj〈〈USER × seq OPERATION × OBJECT〉〉

Fig. 2. Syntax of Security Predicates

E7:
∀m : Model; t : Time • ∀ u : USER; r : ROLE • EvalMT((include(u, r)), m, t)

⇔ (∀ system : RBAC • u ∈ system.users ∧ r ∈ system.roles ∧ u ∈ system.RoleUser(| {r} |))
E8:

∀m : Model; t : Time • ∀ u : USER; r : ROLE • ∃ s : SESSION • EvalMT((active(u, r)), m, t)

⇔ (∀ system : RBAC • EvalMT((include(u, r)), m, t) ∧ s ∈ system.sessions

∧ s ∈ system.UserSession(| {u} |) ∧ s ∈ system.RoleSession(| {r} |))
E9:

∀m : Model; t : Time • ∀ u : USER; r : ROLE ; op : OPERATION • EvalMT((execOp(u, r , op)), m, t)

⇔ (∀ system : RBAC • EvalMT((active(u, r)), m, t)

∧ op ∈ system.operations ∧ op ∈ system.RoleOperation(| {r} |))
E10:

∀m : Model; t : Time • ∀ u : USER; r : ROLE ; op : OPERATION ; obj : OBJECT

• EvalMT((execOpObj (u, r , op, obj )), m, t)

⇔ (∀ system : RBAC • EvalMT((execOp(u, r , op)), m, t)

∧ obj ∈ system.objects ∧ obj ∈ system.OperationObject(| {op} |))
E11:

∀m : Model; t : Time • ∀ u : USER; Sop : seq OPERATION

• EvalMT((execSeqOp(u, Sop)), m, t)

⇔ (∀ i : N | 1 ≤ i ≤ #Sop • (∃ r : ROLE • EvalMT((�(execOp(u, r , (Sop(i))))), m, t)))

∧ (∀ i : N | 1 < i ≤ #Sop • ((∃ r1 : ROLE • EvalMT((execOp(u, r1, (Sop(i)))), m, t))

⇒ (∃ r2 : ROLE • EvalMT((−�(execOp(u, r2, (Sop(i − 1))))), m, t))))
E12:

∀m : Model; t : Time • ∀ u : USER; Sop : seq OPERATION ; obj : OBJECT

• EvalMT((execSeqOpObj (u, Sop, obj )), m, t)

⇔ (∀ i : N | 1 ≤ i ≤ #Sop • (∃ r : ROLE • EvalMT((�(execOpObj (u, r , (Sop(i)), obj ))), m, t)))

∧ (∀ i : N | 1 < i ≤ #Sop • ((∃ r1 : ROLE • EvalMT((execOpObj (u, r1, (Sop(i)), obj )), m, t))

⇒ (∃ r2 : ROLE • EvalMT((−�(execOpObj (u, r2, (Sop(i − 1)), obj ))), m, t))))

Fig. 3. Semantics of Security Predicates



22 S. Kallel et al.

The predicate execOpObj refines execOp by checking whether u has already executed
op with obj as parameter. The predicates execSeqOp and execSeqOpObj (Fig. 3, E11
and E12), introduce the concept of an ordered operation sequence. The predicate ex-
ecSeqOp(u,sop) tells whether the user u executes the sequence of operations sop in the
order defined by the sequence. The predicate execSeqOpObj(u,sop,obj) refines execSe-
qOp(u,sop) to express that all operations are executed on the same object obj.

3.1 RBAC and Administrative Operations

The specification of the base RBAC system in TemporalZ is shown in the Z Schema
RBAC in Fig. 4. The upper part defines sets of roles, operations, and objects, as well as
relations between them. Each role has a set of operations associated with it, defined by
RoleOperation [D1]. A user should have the role, as defined by the relation RoleUser
[D2], to be allowed to execute the operations of that role. A session is a mapping of a
user to a subset of his roles as defined by ([D3], [D4], [C2], and [C3]).

The relation OperationObject [D5] maps operations to objects they operate on. The
lower part of Fig. 4 defines constraints on the range and domains of the relations defined
in the upper part [C1] and RBAC constraints ([C2], [C3]). Further, constraints on RBAC
concepts and their relationships are specified in terms of first-order predicates.

For example, the SystemConstraints schema in Fig. 5 defines constraints on LAP that
restrict the number of (a) roles [C4], (b) users assigned to the role Teller [C5], and (c)
operations a role can have [C6]. We can also define other types of constraints, e.g., an
operation cannot be included in more than one role [C7].

Each administrative operation, e.g., assigning a role to a user, is specified by an
operation schema, which defines its input parameters and its pre- and post-conditions.
For example, in LAP, we can specify that an employee cannot be a member in any role
unless he had activated the role Teller some time in the past [C8], as shown in Fig. 6.

RBAC

roles : F ROLE ; users : F USER; sessions : PSESSION

operations : F OPERATION ; objects : F OBJECT

RoleOperation : ROLE ↔ OPERATION [D1]

RoleUser : ROLE ↔ USER [D2]

RoleSession : ROLE ↔ SESSION [D3]

UserSession : USER ↔ SESSION [D4]

OperationObject : OPERATION ↔ OBJECT [D5]

dom RoleOperation ⊆ roles ∧ ran RoleOperation ⊆ operations [C1]

∀ u : users, r : roles • (r , u) ∈ RoleUser

⇔ ∃ s : sessions • (r , s) ∈ RoleSession ∧ (u, s) ∈ UserSession [C2]

∀ u1, u2 : users | u1 �= u2 • ∃ s : sessions [C3]

• (u1, s) �∈ UserSession ∨ (u2, s) �∈ UserSession

. . .

Fig. 4. RBAC Model
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SystemConstraints

RBAC

#roles < 10 [C4]

#(RoleUser(| {Teller} |)) ≤ 5 [C5]

∀ r : roles • #(RoleOperation(| {r} |)) ≤ 7[C6]

∀ p : operations; r1, r2 : roles | r1 �= r2

• p �∈ RoleOperation(r1)

∨ p �∈ RoleOperation(r2) [C7]

Fig. 5. System Constraints

assignUserToRole

ΔRBAC

u? : USER; r? : ROLE

u? �∈ users

−�(include(u?, Teller)) [C8]

users′ = users ∪ {u?}
RoleUser ′ = RoleUser ∪ {r?, u?}
. . .

Fig. 6. Prerequisite Constraints

3.2 SoD Properties

In the following, we present examples of formal specification of SoD for LAP (cf.
Section 2) using TemporalZ . Using the predicate include (Fig. 3, E7), the specification
StaticSoD states that an employee in LAP cannot be a Manager and a Supervisor at
the same time.

StaticSoD

SystemConstraints

ExclusiveRole(Supervisor ,Manager) ⇔ ∀ u : USER

• ¬ include(u, Supervisor) ∨ ¬ include(u, Manager)

The specification DynamicSoD uses the predicate active (Fig. 3, E8) to state that an
employee can be a Teller and a FinancialClerk, but not simultaneously.

DynamicSoD

SystemConstraints

∀ u : USER • �(¬ (active(u, teller) ∧ active(u, financialClerk)))

Using the predicates execOp and execOpObj (Fig. 3, E9 and E10), the specification
ObjectBasedSoD states that a user who has executed checkInternalRating in the Finan-
cialClerk role can never in the future execute verifyRating in the Supervisor role for the
same customer cst.

ObjectBasedSoD

SystemConstraints

∀ u :USER; cst : Customer • �((execOpObj(u,financialClerk , checkInternalRating, cst))

⇒ (¬ (�(execOpObj(u, supervisor, verifyRating, cst)))))

The specification OperationalSoD uses execSeqOp (Fig. 3, E11) to disallow an em-
ployee from executing the critical sequence (enterApplicationData, verifyRating, veri-
fyTransfer). The specification OperationalObjectBasedSoD uses execSeqOpObj (Fig. 3,
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E12) to disallow executing the operations of the rating subprocess (checkInternalRat-
ing, checkExternalRating, verifyRating) on the same customer application ctr.

OperationalSoD

SystemConstraints

SeqOp : seq OPERATION

∀ u : USER

| SeqOp = 〈enterApplicationData,

verifyRating, verifyTransfer〉
• �(¬ (execSeqOp(u,SeqOp)))

OperationalObjectBasedSoD

SystemConstraints

SqOO : seq OPERATION

∀ u : USER; ctr : Customer

| SqOO = 〈checkInternalRating,

checkExternalRating,verifyRating〉
• �(¬ (execSeqOpObj(u,SqOO, ctr)))

3.3 Ensuring the Consistency of the Specification

To ensure consistency, we verify that the specification of the base RBAC system and its
constraints does not contain any contradiction by proving with Z-EVES an initialization
theorem, which states that there exists a state of the RBCA system that fulfills all con-
straints. One may still argue that SoD constraints can introduce other inconsistencies.
However, as we follow a prohibition-based approach3 [14], SoD constraints, which are
safety properties, cannot produce any inconsistencies in the already consistent RBAC
system. If a SoD constraint is evaluated to True, the user is prohibited from executing
the respective operation. Another reason for choosing the prohibition-based approach
is that we cannot force the users to do certain actions to comply with the constraints;
we can only prohibit them from executing operations that may break the constraints.

4 Aspect-Based Security Monitors

In this section, we present the mapping of the formally specified security policies
into enforcement aspects. First, we present the mapping of TemporalZ predicates into
domain-specific ALPHA predicates used in the pointcuts of enforcement aspects. Then,
we outline the generation schema of aspects that enforce pre-conditions and RBAC
constraints related to administrative operations and also of aspects that enforce SoD
policies. We developed a prototype implementation4 that incorporates the presented
mapping and generates enforcement aspects from the formal specification and deploys
them into the ALPHA runtime.

4.1 Mapping TemporalZ Predicates to Domain Specific ALPHA Predicates

A library of domain specific predicates has been defined in ALPHA to facilitate the
process of mapping formal specifications to enforcement aspects. These predicates are
used in the pointcuts of these aspects. The library includes a Prolog predicate for each
temporal operator; RBAC and SoD specific predicates are also part of the library.

3 Defined by the axioms ¬ ϕ and ϕ ⇒ ¬ ψ . . .
4 The prototype is a proof-of-concept. Efficiency issues will be addressed in future work.
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The temporal operator −� is mapped to the Prolog predicate before/2. The oper-
ator � is mapped to the Prolog predicate eventually/2 which verifies that the first
time stamp corresponds to an action after the action corresponding to the second time
stamp. PredicatesjustBefore/2 and next/2 correspond to ©©−© and ©©©, respectively.
The latter are restricted versions of before/2, resp. eventually/2: not only does
the first time stamp correspond to an action before, resp. after, the second time stamp;
there is also no action in-between. The operators U and S are mapped to until/2
and since/2 predicates, respectively. There is no need for a predicate corresponding
to �; the use of time stamp variables in Prolog predicates states that a property should
hold at any time, i.e., always.

There is also a mapping of the logical conjunctives, e.g., the formal conjunction
operation (∧) is mapped to the and operator (,) of Prolog. Any parameter declared in
the formal specification with the quantifier for all (∀) is translated to a Prolog variable.

4.2 Aspects for Administrative Operations

For each administrative operation we generate an aspect for enforcing the correspond-
ing pre-conditions and system constraints. The pseudo-code in List. 1 shows the over-
all structure of such an aspect in a generic way. The pointcut (line 2) uses the
ALPHA predicate calls to intercept calls to the administrative operation at hand5. If
one of the pre-conditions of the administrative operation uses past temporal operators,
the pointcut would have a second part (denoted by temporalConstraintsQuery)
that uses domain specific ALPHA temporal predicates. E.g., the pointcut of the as-
pect enforcing the pre-condition of assignUserToRole in Fig. 6 would have a
temporalConstraintsQuery part that uses the predicate before/2.

1 class AspectForAdministrativeOperation {
2 void around calls(N,_,_,administrativeOperation,_),temporalConstraintsQueries(){
3 if (zOperatorMethod(parameters, systemState)) { ... }
4 if (constraint_i()) { ... }
5 if (allConstraints) {
6 proceed();
7 updateSystemState();
8 }
9 else { ... }

10 }
11 public boolean constraint_i() { ... }
12 public void updateSystemState() { ... }
13 }

Listing 1. Template of Aspect Generation

The advice of this aspect (lines 3–10) has an around advice, that is executed instead
of the method calls to administrativeOperation captured by the pointcut. The
advice verifies the Z predicates specified for the administrative operation and a condi-
tional statement is generated for each Z predicate (lines 3 and 4). If all Z predicates are
fulfilled (allConstraints is true), the administrative operation will be executed

5 administrativeOperation is a placeholder for a concrete administrative operation.



26 S. Kallel et al.

using proceed() in line 6 and the state of the RBAC system is updated by calling
updateSystemState (line 7); otherwise, the aspect truncates the execution.

To allow the mapping of the Z parts of the formal specifications to Java, we have
implemented a meta-model of Z as a Java library: Each operator, mathematical object,
etc., has a corresponding class and/or methods in the library. Formal constraints with-
out quantification are checked by directly calling the respective method in the Java Z
library. The zOperatorMethod (lines 3) is a representative of library methods for
such constraints. Formal constraints with quantification operators are mapped to helper
methods, denotated by constraint i (line 11).

4.3 Aspects for SoD Properties

For each formally specified SoD property, an ALPHA aspect is generated. This aspects
uses an around advice to stop the execution if the property does not hold.

Simple Static SoD. The generation of aspects for SSoD properties maps each pair
of predicates ExclusiveRole(r1,r2)6 and include(user,r1) to the following conjunction
of ALPHA predicates: now(T), calls(T, , ,assignUserToRole,<User,r1>),

roleUser(r2,User). For illustration, the aspect generated from the specification
StaticSoD in Sec. 3.2 is shown in List. 2. The pointcut matches in two cases (note
the use of the Prolog operator or). First (lines 3–4), assignUserToRole is called
to assign an arbitrary user (the parameter User) the role manager, while that user
has the role supervisor (see the query roleUser in line 4). Second (lines 5–6),
assignUserToRole is called to assign an arbitrary user the role supervisor,
while that user is a member of the role manager (see the query roleUser in line 6).
If any of these execution states is reached, the SSoD property is violated; hence, the
around advice displays an error and stops the execution (no call to proceed).

1 class SimpleStaticSoD {
2 void around
3 now(T), calls(T,_,_,assignUserToRole,<User,manager>),
4 roleUser(supervisor,User);
5 now(T), calls(T,_,_,assignUserToRole,<User,supervisor>),
6 roleUser(manager,User).
7 {
8 System.out.print("Violation of a SSoD property");
9 }

10 }

Listing 2. Example Aspect for SSoD

Simple Dynamic SoD. The generation of aspects for SDSoD properties maps the for-
mal predicate active(u, r) to the following conjunction of ALPHA predicates:

calls(T, , ,Op, ),callingUser(T,u), roleOperation(r,Op),

roleUser(r,u).

6 The predicate ExclusiveRole is used only in Static SoD to ease the translation of the SoD
propety to Alpha code.
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To verify a SDSoD property for two exclusive roles r1, r2 for any user, the pointcut
of the generated aspect should be triggered whenever there is a pair of time stamps
(T1,T2), such that operations Op1 and Op2 are called by User at T1, resp. T2,
whereby Op1 and Op2 are associated with roles r1 and r2 resp. If such a pair is found,
and T1 or T2 denotes the current time stamp (now(T1);now(T2))7, a violation of
the SDSoD constraint is found. For illustration, List. 3 shows the aspect generated from
the specification DynamicSoD in Sec. 3.2, which states that any user that is a member
of the two exclusive roles Teller and FinancialClerk cannot activate them at the same
time8.

class SimpleDynamicSoD {
void around

%One of timestamps is the current time
(now(T1);now(T2)),

%Translate from the predicate active(User, teller)
calls(T1,_,_,Op1,_), callingUser(T1,User),
roleOperation(teller,Op1),
roleUser(teller,User),

%Translate from active(User,financialclerk)
calls(T2,_,_,Op2,_), callingUser(T2,User),
roleOperation(financialClerk,Op2),
roleUser(financialClerk,User).

{
System.out.print("Violation of a SDSoD property");

}
}

Listing 3. Example Aspect for SDSoD

Object-Based SoD. The specifications of ObjSoD properties use the formal predicate
execOpObj (u, r , op, obj ). In Sec. 3.2, this predicate is used twice in ObjectBased-
SoD (with concrete bindings of op to checkInternalRating, resp. verifyRating and of
r to financialClerk, resp. supervisor). The evaluation of execOpObj (u, r , op, obj ) to
true (E10 in Sec. 3) requires that execOp(u, r , op) evaluates to true for any obj in
the set of objects on which op operates (obj ∈ OperationObject(op)); The predicate
execOp(u, r , op), in turn, is true if active(u, r) is true and op is one of the operations
assigned to r (E9 in Sec. 3). Following this reduction of the evaluation of execOpObj
to active, the two uses of execOpObj in ObjectBasedSoD are mapped to the conjunc-
tion of ALPHA predicates shown e.g., in lines 3–5 and 7–9 of List. 4. The condition
obj ∈ OperationObject(op) used in execOpObj is mapped to having the calls pred-
icates in the pointcut explicitly relate op and obj .

This listing shows the aspect generated for the ObjectBasedSoD property specified
in Sec. 3.2: a user who has executed checkInternalRating as a FinancialClerk can
never in the future execute verifyRating for the same customer as a Supervisor . The
pointcut is triggered whenever a user in a supervisor role is about to verify the rating
(at present time T2) and the same user has checked the internal rating of the same
Customer as a financial clerk at T1 in the past (eventually(T2,T1)); in this
case, the advice signals a violation and truncates the execution (no proceed).

7 If none of them denotes the current time, the violation must have been found earlier.
8 With the Prolog variable User in List. 3 we state that the property should hold for all users.
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1 class ObjDynamicSoD {
2 void around
3 calls(T1,_,_,checkInternalRating,Customer),
4 callingUser(T1,User), roleUser(financialClerk,User),
5 roleOperation(financialClerk,checkInternalRating),
6

7 now(T2), calls(T2,_,_,verifyRating,Customer),
8 callingUser(T2,User), roleUser(supervisor,User),
9 roleOperation(supervisor,verifyRating),

10

11 eventually(T2,T1). %checkInternalRating is called before verifyRating
12 {
13 System.out.print("Violation of a ObjDSoD property");
14 }}

Listing 4. Example Aspect for ObjDSoD

Unlike the conjunction generated for active in List. 3, which uses variables Op1 and
Op2 to express that the corresponding SDSoD property holds for any pair Op1, Op2,
concrete operation names are used in the conjunction sequences in List. 4 to reflect the
fact that execOpObj in ObjectBasedSoD refers to concrete operations. Also, in addition
to the User variable, the Customer variable is used in the calls predicate in List. 4
to express that the property should hold for any customer object.

Operational SoD. The generated aspect has a pointcut that verifies whether the user is
about to execute the last of a critical sequence of operations. E.g., given the sequence
(enterApplicationData, verifyRating, verifyTransfer) passed to the
formal predicate execSeqOp in OperationalSoD in Sec. 3.2, the pointcut9 shown in
List. 5 is generated. It is triggered on a call to the last operation of the sequence and
checks if the user has called the other operations of that sequence in the respective order.
In this case, a violation is signaled and the last operation is not executed.

class OperatSoD {
void around
calls(T1,_,_,enterApplicationData,_),
callingUser(T1,User),
verifyAccess(User,enterApplicationData),

calls(T2,_,_,verifyRating,_),
callingUser(T2,User),
verifyAccess(User,verifyRating), eventually(T2,T1),

now(T3), calls(T3,_,_,verifyTransfer,_),
callingUser(T3,User),
verifyAccess(User,verifyTransfer), eventually(T3,T2)

{
System.out.print("Violation of a OpDSoD property");
}}

Listing 5. Example Aspect for OpDSoD

Operational Object-Based SoD. The generation of aspects for OpObjDSoD properties
is similar to that for operational SoDs except that the last parameter of the generated
calls predicates is a variable rather than unbound. This is to reflect that object-based

9 verifyAccess checks if a user is allowed to execute an operation independent of his role.
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operational SoD properties are specified for any obj ∈ OBJECT . By using the same
variable in all generated calls predicates, Prolog unification ensures that the pointcut
is triggered only when the critical sequence is executed on the same object.

5 Related Work

In [15], we presented an approach for specifying and enforcing architectural constraints
in distributed object-oriented applications. In that work, we used Z and Petri nets for
formal specification and we generated AspectJ aspects for enforcement. In [16], we
presented an extension of the approach shown in the current paper supporting delegation
models and their characteristics such as permanence and monotonicity.

In works like [17,18], informal methods such as UML are used to specify RBAC
systems. E.g., Song et al. [17] propose an aspect-oriented modeling approach based on
UML and OCL, which addresses only basic RBAC system constraints but not temporal
constraints. A major advantage of our approach over works that use informal languages
is that TemporalZ is formal, i.e., unambiguous, precise, and verifiable.

Others used several formal methods to specify RBAC systems and their constraints
such as temporal logic [11], automata [2], Z, Petri Nets, and process algebra. In [19],
Z is extended with temporal logic operators. However, the temporal operators are used
only to reason about sequences of Z schema states, where two consecutive states cor-
respond to “before and after” states of an already specified Z schema operation. In our
work, we extend the Z mathematical notation with temporal operators. Thus, tempo-
ral operators can be applied to any Z formula, which is not necessarily about Z states.
Moreover, the semantics that we provide for temporal formulas within the framework
of Z, enables us to use the existing Z tools for syntax checking and theorem proving.

None of the works mentioned so far addresses runtime enforcement, unlike our ap-
proach. Next, we discuss works on enforcing security policies.

Works such as [9,10] address the translation of access control properties to enforce-
ment code. In [9], a UML-based security modeling language is presented and transfor-
mation functions are defined to map such models to particular technologies for access
control in application platforms.Temporal constraints are not supported because of OCL
and the generated code is not modular and incomplete (only skeletons).

In [20], an approach to enforce trace properties by program transformation is pre-
sented. A transformation takes the original program and the properties in input and
generates an equivalent program that enforces the specified properties. That approach
is based on graphs and automata transformation. Like our approach, the properties to be
enforced are specified formally and declaratively in this work. However, the generated
programs are not modular since the code enforcing the formal properties is mixed with
the functional code.

Stolz et al. [21] propose a runtime verification tool for Java based on LTL and AOP.
LTL over joinpoints is defined to specify the properties to verify at runtime. AspectJ is
used as the target language for translating LTL specifications. The lack of a rich join-
point model and the restricted expressiveness of AspectJ’s pointcut language lead to
complex aspects, since logic for simulating the automata corresponding to LTL formu-
las has to be encoded in the aspect.
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In [22,23] AO techniques are used to model and enforce access control policies.
As a representative, we discuss the work presented in [23]. This approach only sup-
ports simple access control constraints; SoD properties and administrative operations
are not supported. In addition, compared to ALPHA, the aspect languages used for im-
plementing the policies are based on less powerful pointcut languages. This leads to
less modular aspects especially when temporal constraints are to be enforced [7].

6 Conclusion and Future Work

In this paper, we presented an approach that covers the formal specification and en-
forcement of RBAC models and their constraints including separation of duties. We
also described the translation of these specifications into the AOP language ALPHA and
developed a supporting tool. The use of aspects makes the policy enforcement code
well-modularized and separated from the business logic. The automatic generation of
the enforcement aspects brings major benefits. First, programmers do not have to do the
translation manually. Second, as the translation is automated no human errors may be
introduced. Third, the enforcement code is in sync with the specification as this code
will be simply regenerated whenever the specification is changed. As future work, we
will investigate the extension of our approach to support edit automata [2] and we intend
to cover other access control policies such as Chinese wall.
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Abstract. Through first-responder access to sensitive information for
which they have not been pre-vetted, lives and property can be saved. We
describe enhancements to a trusted emergency information management
(EIM) system that securely allows for extraordinary access to sensitive
information during a crisis. A major component of the architecture is
the end-user device, the security of which is enhanced with processor-
level encryption of memory. This paper introduces an approach to more
efficiently use the processor-encryption feature for secure data storage,
as well as ISA instructions for the management of emergency state.

1 Introduction

During crises, first-responders can more effectively save lives and property if
given access to certain restricted information relating to physical security (e.g.,
blueprints); individual privacy (e.g., medical records); and classified informa-
tion (e.g., continuity of government plans), etc. However, the large number of
potential first responders makes it infeasible to pre-screen them all, e.g. via na-
tional security clearances. Yet, if sensitive information is made available but not
protected adequately, extensive damage could result. We describe a policy and
operational model for emergency information management (EIM), and an ar-
chitectural foundation for the realization of EIM in a modern IT environment
where transient trust is possible [1]. We introduce a technique for leveraging
processor-level encryption of data in memory to protect data in persistent stor-
age; and we describe a set of new processor features for secure distributed state
management, and describe how they are used to in the EIM context [2]. The
target platform for this research is a dual-use hand-held computer, the E-device.

2 Model for Emergency Information Management (EIM)

In the emergency-response milieu we consider the following roles, each of which
has a direct stake in effectiveness of the E-device. First responders, are, e.g.,
members of medical, police, fire, transportation, communication, construction,
maintenance and other organizations, who may be called on at the scene of a dis-
aster. The Authority is an organization that coordinates emergency response in a
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given context, such as the Department of Homeland Security, non-governmental
organization, or a selected enterprise department. The Third Party is one or
more data providers that supply emergency information. As a simplification for
our initial work, we consider Third Parties to be mutually trusting and are rep-
resented simply as a single Third Party. Emergency information is information
designated to be available to emergency first responders, which they may not
have been vetted or cleared to see.

Emergency information is owned by third parties, who may not wish it to be
generally distributed or shared, or may be constrained from doing so (currently)
due to regulatory hurdles.The E-device is initialized with certain emergency
information, which can be updated in the field. The collection of E-devices, and
the Authority’s and the Third Parties’ trusted systems, comprise the Emergency
Network. For simplicity, we characterize the emergency state of the Emergency
Network as either on or off. The Authority manages the emergency state, and
communicates state changes to E-devices and Third Parties.

3 Transient Trust Policy and Stakeholder Trust Model

We assume a strict policy regarding the authorized accesses of users to data
objects that is consistent across the emergency network. The Authority defines
an emergency policy that allows additional, extraordinary accesses by end users
to emergency information, which may occur only (transiently) during an emer-
gency. While such accesses do not violate the security policy, per se, they are
beyond the pale of usual MAC and DAC controls [3]. Together the strict pol-
icy and the emergency policy describe the complete emergency network security
policy. The temporal constraint on extraordinary accesses is a key element of
this policy, as it reduces the window of opportunity for inappropriate use of
information resulting from adverse security events outside of the control of the
trusted computing base, e.g., inadvertent password disclosure, or malicious in-
sider behavior. The natural variability of mobile device connectivity means that
the emergency network stakeholders must agree on a revocation policy should an
E-device lose connectivity during an emergency, e.g., an upper bound on delayed
revocation [4].

Operational agreements define the information sharing policies and levels of
protection to be afforded to shared information, including the level of assurance
provided by the E-device. The agreements may provide for Third Party trusted
applications to be hosted in the E-device’s Trusted Partition (see below). The
Third Parties rely on the Authority to declare the start and end of the emergen-
cies, and to correctly configure the E-devices, including communication keys.

4 Security Architecture for EIM

The foundation of our solution is the SecureCore security architecture [5]. Its
Trusted Management Layer (TML) comprises the Least Privilege Separation
Kernel [6][7] and the Trusted Services Layer (TSL) layer [8]. The LPSK partitions
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the platform’s physical resources and controls interactions between the partitions
in the form of a lattice-flow policy; controlling access to data while it is in transit;
at rest (on disk); and when processed (in both on-chip and on-board memory).
The TSL layer virtualizes certain LPSK resources for the use of applications
(e.g., commercial OSs), and associates MLS security labels with the kernel’s
exported resources.

Users have interactive sessions with one partition at a time. The Trusted Par-
tition provides high integrity services, such as logon-on and partition selection
provided by the Trusted Path Application (TPA), and other services that may
be provided by Third Parties, such as for the secure sealing of documents. Nor-
mal Partitions host a commercial OS and typical office applications, providing
familiar and functionally rich user interfaces. Emergency information is stored
and accessed in the Emergency Partition. The TML ensures that the only way a
user can ever access emergency information is through an Emergency Partition
during an emergency. When an emergency ends, the TML renders the Emer-
gency Partition inaccessible to the E-device user; and it can transmit updated
emergency data to the Third Party. Now to our hardware protection scheme.

We utilize several hardware cryptographic primitives like those postulated
for the Secret Protected (SP) processor [9]1. The processor provides a special
“crypto mode”, in which access to both the cryptographic primitives and sev-
eral non-volatile processor registers (DRK, SRK and CEM) are available to
software. Three crypto-transform functions are provided: sp derive hashes two
words with the DRK; secure store marks a cache line for transformation (i.e.,
hash and encryption with the DRK) upon eviction from the processor cache;
and secure load decrypts memory as it is loaded into the processor cache and
validates its hash. To this, we introduce the code integrity check (CIC) proces-
sor mode, which supports privileged supervisor program protection: at compile
time, the TML code is hashed with the DRK, and when this code is executed the
inline hash values are validated, and execution halts if the validation fails. As a
result of using CIC, TML code can only be executed on the intended device, and
any unintended changes to TML code are immediately detected, thus adding to
the TML’s high assurance self-protection mechanisms.

5 Secure Storage Solution

The sp secure store instruction is intended to be used for transient memory
encryption. Yet, we also need to efficiently encrypt data as it is transferred
between memory and the disk, and the built-in hardware encryption function
appears ideal for this purpose. However, the secure load instruction decrypts
data as it is loaded into the processor. The solution presented here addresses
this by marking data for encryption with secure load, pushing it out of cache
(e.g., with clflush with the x86 ISA), and then using device DMA to move it,
encrypted, onto the disk. Alternatively, if it is desired to use programmed I/O
1 While we characterize these features as part of the hardware instruction set, some

may be suitably instantiated through an off-chip device [10].
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to write to disk, data previously marked with secure store can be moved from
memory into the processor with a normal load instruction, which will cause it
to arrive in the processor register encrypted. On re-accessing the encrypted data
from disk, it is decrypted using secure load, and its integrity can be validated
relative to memory-segment and disk-volume seals generated upon storage.

6 Emergency State Management Solution

The security of the Emergency Network depends on how securely the emergency
state is managed. Although TML functions to receive, store, and respond to
emergency status updates could be implemented in software, to make emergency
management more robust, we extend the processor ISA with key state manage-
ment primitives: two new instructions, hw update state and hw get state; a
local state counter: e counter; and a state bit: e state, described next [5].

The Authority associates a sequential number with each emergency state
change. To announce a change to the emergency state, the Authority gener-
ates a point-to-point message for each E-device and sends them over a trusted
channel. The message contains the new emergency state and the corresponding
state-change number, as well as the hash of this payload. Each message is also
encrypted with the target E-device’s DRK (secure broadcast is left for future
work). When the TML receives an emergency message it submits it to the proces-
sor using hw update state. The processor validates the message hash against
the payload and decrypts it with the DRK; it checks that the new counter value
is greater than the previous value, to prevent message replay; and finally writes
the payload state to the hardware e-state register. If the hw update state opera-
tion is successful, the TML sends an acknowledgement to the Authority and uses
hw get state to retrieve the new e-state value. The TML then either announces
a new emergency to the user and makes the Emergency Partition available, or
terminates the existing emergency.

7 Related Work

Our work utilizes currently-proposed concepts for CPU-based cryptographic sup-
port. Although mechanisms for cryptographic support using coprocessors are
available, e.g. the IBM 4758 co-processor [11] and the TCG Trusted Platform
Module [10], these off-chip schemes are more vulnerable to internal attack by
elements within the platform architecture.

Anderson proposed a model for patient medical information protection, which
accommodates extraordinary access to information under certain conditions [12].
In this model, access control lists restrict access to patient records. Usually,
changes to the lists require user consent; if an emergency results in an over-ride
of the access list mechanism, the user is “notified.” In contrast, our approach
provides the ability to control when emergency overrides may occur, control the
extent of emergency override, and revoke permissions to information in real time.
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8 Conclusions

We have described a system for secure dissemination and control of sensitive
information during crises, and two significant enhancements to emergency infor-
mation management: transient-memory encryption for secure data storage, and
new hardware instructions to support distributed emergency state management.

Acknowledgments. This material is based upon work supported by the Na-
tional Science Foundation under Grant No. CNS-0430566 and CNS-0430598 with
support from DARPA ATO. This paper does not necessarily reflect the views of
the National Science Foundation or of DARPA ATO.
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Abstract. In this paper we propose an application of action refinement theory for
enforcing security policies at different levels of abstraction. Indeed we assume to
have a (high level) specification of a secure system with a possible untrusted
component. It is controlled by a controller program, in such a way the system
is secure. We show that it is possible to guarantee that the refinement of this
system at a lower level of abstraction is still secure, regardless the behavior of the
implementation of the untrusted component.

1 Introduction

In the development of software components, it is quite often required to pass from the
specification level (high level of abstraction) to the implementation level (low level of
abstraction). This passage is referred as refinement.

Here we consider the theory on action refinement given in [3]. The action refinement
function converts a specification of an action on a system into an implementable pro-
gram (e.g., a procedure). Our goal is to present how the action refinement technique
combined with our framework on process algebra controller operators for enforcing se-
cure system( see, e.g., [7]), allows to enforce security properties at different levels of
abstraction.

In particular, we consider a controller operator, denoted by �T , that works by mon-
itoring a possible untrusted component of the system, called target system, and termi-
nating its execution that is about to violate the security policy being enforced.

In our scenario, let S be a system that cooperate with a possible untrusted component
(the target) X . Exploiting �T , we are able to control each action of the target before
executing it, i.e., there exists a controller operator Y that controls X according to the
semantics rule of �T , Y �T X for short.

Let us consider a security policy P , represented by a process describing the “correct”
(expected) behavior of the considered system, i.e., a system is secure if the behavior of
the system S is compliant w.r.t. the behavior described by P . To establish if S behaves
as P requires, we exploit the weak simulation behavioral relation, denoted by �, (see
[8]) for comparing the behavior of the system and the policy. According to [4], the
simulation relation guarantees that the system does not perform actions that are not

� Work partially supported by EU-funded project “Software Engineering for Service-Oriented
Overlay Computers”(SENSORIA) and by EU-funded project “CONSEQUENCE”.
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allowed by the policy. Hence, at high level of abstraction, the problem of enforcing
security policy by �T is specified as follows:

∀X ∈ EActA S‖A(Y �T X) � P (1)

where EActA represents the set of high level processes and ‖A is the CSP process alge-
bras parallel operator on a set of actions A (e.g., see [5]).

Starting form the secure system in Statement 1, we show a method, based on action
refinement, that provides a secure system also at a lower level of abstraction, regard-
less the behavior of the implementation of the possible malicious components. To do
this, first we show that the refinement function is a congruence w.r.t. the parallel opera-
tor and the controller operator �T , thus we conclude that a possible implementation of
S‖A(Y �T X) is r(S)‖Ar(Y ) �T r(X) where r(S), r(Y ) and r(X) are the implemen-
tation of S, Y and X respectively, through a refinement function r. Successively, we
show that the high level system and the low level one are vertical bisimilar up to r (see
[3]), where r is a refinement function. This permits us to conclude that:

∀r(X) r(S)‖A(r(Y ) �T r(X)) � r(P )

and more generally that

∀X ∈ EActC r(S)‖A(r(Y ) �T X) � r(P )

where EActC represents the set of lower level processes. Thus, since the implementation
of each component, S, Y and X , of the system is independent one each other, the
refined systems can be made secure by the refinement of the controller operator r(Y )
regardless the behavior of the implementation of the target, that has to be at the same
level of abstraction of r(Y ).

2 The Action Refinement Theory

Referring to [3], we assume a set of action names Act, ranged over by a, b, c . . . and an
invisible action τ that models the internal (silent) action. The set of actions Act has as
subsets the set of abstract actions, denoted by ActA, and the set of concrete actions, de-
noted by ActC . For the sake of simplicity we consider that ActA∩ActC = ∅. In addition
we use a termination predicate � and a set of processes E ranged over by P, Q, E, F . . ..
We denote with EActA (EActC ) the set of high (low) level processes, whose actions are
in ActA (ActC). The syntax of the considered process algebra is the following:

P ::= 0 | a.P | P ; P | P + P | P‖AP | P [f ] | P/A

where A ⊆ Act and the relabelling function f : Act 	→ Act must be such that f(τ) =
τ . The semantics of this operators is the standard semantics of the CSP process algebra
(see [5]). Informally, 0 is the term that does nothing; a (closed) term a.P represents
a process that performs an action a and then behaves as P . The term P ; P states that
two processes are performed in sequence, one after the other. The term P + P states
that choosing the action of one of the two components the other is dropped; the term
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P‖AP is the synchronous parallel operator on the set of action A. Any action in A is
performed when all component processes perform it. The process P/A behaves like P
but the actions in A are forbidden and replaced by τ ; the process P [f ] behaves like P ,
but its actions are renamed through relabelling function f .

The usual concept of derivation in one step, P
a−→ P ′, means that process P evolves

in one step into process P ′ by executing action a ∈ Act. Given a process P , Sort(P )
is the set of names of actions that syntactically appear in the process P .

The basic idea of action refinement is that, given a refinement function r mapping
abstract actions to concrete processes.

In order to avoid unnecessary complications, we single out the fragment of refine-
ment terms, R, made of 0 and the prefix, choice and sequence operators. The refinement
function r is of the form r : ActA → RC where RC is the set of term on concrete ac-
tions and it is ranged over by PC , QC , . . .1. We overload notation by using r(P ) to
denote a refined process P , i.e., given a process P , the process r(P ) is the result of the
application of the function r to each action in Sort(P ).

2.1 Vertical Bisimulation

One of the central concept of the refinement procedure is the notion of vertical imple-
mentation relation parameterized w.r.t. a refinement function r. It describes the relation
that exists between a process at high specification level and its refinement at a lower
specification level. The notion of vertical implementation was introduced in [3,10]
in combination with a more standard ”horizontal” implementation relation sometimes
referred to as the basis of the vertical one. In this paper we are interested to a partic-
ular vertical implementation relation that has the weak simulation relation [9] as ba-
sis: The vertical bisimulation. It is formed of three components: a down-simulation, in
which each abstract move must be matched by a sequence in the implementation, an up-
simulation in which each move of the implementation should find a justification either
as the initial action of a new refined action or as a continuation of a pending refinement,
and a residual simulation requiring that each move of the pending refinements must be
present in the implementation.

According to [3], the vertical bisimulation is a congruence w.r.t. the operators of the
considered language.

3 Application of Refinement to Enforcement

In this section we show how the action refinement theory is suitable, when combined
with our framework on controller operators, for enforcing security properties at lower
level of abstraction.

Let us consider the controller operator �T whose semantics definition, according to
[7], is the following:

E
a→ E′ F

a→ F ′

E �T F
a→ E′ �T F ′

1 We denote by PA, QA, . . . terms on the abstract actions.
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Informally, its semantics rule states that if E and F perform the same action, thus such
action is allowed. Hence, the controlled process E�T F performs the action a, otherwise
it halts.

Let us consider a systems S made secure by a controller program Y that controls
possible unknown malicious component of the system, said X , trough a controller op-
erator �T . Formally, the (high level) specification of the scenario we are going to study,
is the following:

∀X S‖A(Y �T X) � P (2)

where P is the policy that describes the correct behavior of the considered system and
� is the weak simulation relation (see [9]). According to [4], the simulation relation
guarantees that all action executed by the system is also executed by the policies, i.e.,
the system does not perform actions that are not allowed by the policy. This guarantees
that the system is secure.

Our goal is to present a framework that guarantees that whether a system is secure at
the high specification level, after the application of an action refinement function, we are
able to guarantee, without check it again, that also the system at a lower specification
level is secure regardless the behavior of the implementation of the target, under the
assumption that we are always speaking at the same level of abstraction.

Let us consider an action refinement function r. We aim that, after the application of
r to all components of the system, S, Y and X , and also to the policy P , the relation
between this components is the same that we have at the specification level.

Theorem 1. Let S‖A(Y �T X) be a secure system w.r.t. a policy P described at a
high specification level. Let r be the refinement function w.r.t. the implementations are
vertical bisimilar to the respective specification then:

∀X ∈ EActC r(S)‖A(r(Y ) �T X) � r(P )

To do this we note that, under particular assumption (see [3]), the refinement function
is a congruence w.r.t. �T . As a matter of fact, according to [3], the following rule holds:

PA �r PC QA �r QC r preserves and is distinct on A
PA‖AQA �r PC‖r̃(A)QC

(3)

where r̃(A) is the set of refined actions obtained by applying r to each action in A.
Assume that r is distinct on A means assuming that the refinement of two distinct action
cannot lead to the same resulting process. Referring to them semantics definition we
know ‖A is semantically equivalent to �T when A = Act. Hence the implementation
of the controller program Y , obtained by using a refinement function r, does not depend
on the behavior of the implementation of the target X . Hence r(Y ) makes the system
secure for all possible r(X) an, in particular for all processes defined at the same level
of abstraction of r(Y ). Successively, it is possible to note that proving that the weak
simulation is preserved by the vertical bisimulation, we have the Theorem 1.
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4 Conclusion and Related Work

In this paper we have presented a way for applying action refinement theory for the
enforcement of security properties at different specification level. By starting from our
theory on process algebra operators (see [7]), we have shown how it is possible to refine
a system, including the existing controller programs, by guarantying that the resulting
one is yet secure (w.r.t. to the refined security policy).

Much work has been done in developing process refinement theories.
In [11] the authors present a case study on analysis of refinement. Indeed, using

Event-B they refine controller for a security property along the different network layer
of the TCP/IP stack and prove that such refinement is valid. Our approach allows to treat
several scenarios, from mobile phone applications to security web services composition.

Referring to the framework of policies refinement, in [2] is introduced KAOS, that
is a goal oriented methodology to analyze and refine requirements, especially, security
requirements. An advantages of our work w.r.t. KAOS is that we are able to refine en-
forcement mechanisms. In KAOS the enforcement is not treated specifically. Also in [1]
the authors refer to the policy refinement problem as the passage from the high speci-
fication level of a system to the implementation of the system itself guaranteeing that
the goals are achieved. There are no considerations neither investigation about security
aspects. In [6] a slightly different notion of refinement of policies is given. It is a pro-
jection of a big policy into small ones whose composition gives the big one.

Acknowledgments. We would like to thank the anonymous reviewers for their helpful
comments.
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Abstract. We present an approach to security requirements engineer-
ing, which makes use of special kinds of problem frames that serve to
structure, characterize, analyze, and solve software development prob-
lems in the area of software and system security.

In this paper, we focus on confidentiality problems. We enhance previ-
ously published work by formal behavioral frame descriptions, which en-
able software engineers to unambiguously specify security requirements.
Consequently, software engineers can prove that the envisaged solutions
provide functional correctness and that the solutions fulfill the specified
security requirements.

1 Introduction

As a consequence of an increasing demand for security, software engineers are
not only confronted with functional requirements, but also with security require-
ments, although they are not experts in security engineering. In the early phases
of software development, functional as well as security requirements have to be
elicited and analyzed. This task alone is difficult enough, but the software engi-
neers are then faced with realizing the requirements. Clearly, they need methods
and techniques that help them to elicit, analyze, specify and finally realize secu-
rity requirements in a feasible and correct way.

In earlier publications (cf. [4, 5, 6, 7]), we introduced a security engineering
process that focuses on the early phases of software development. The basic
idea is to make use of special patterns defined for structuring, characterizing,
and analyzing problems that occur frequently in security engineering. Similar
patterns for functional requirements have been proposed by Jackson [11]. They
are called problem frames. Accordingly, our patterns are named security problem
frames. Furthermore, for each of these frames, we define a set of concretized
security problem frames that take into account generic security mechanisms to
prepare the ground for solving a given security problem.

In this paper, we concentrate on the (concretized) security problem frames
that deal with confidentiality. We present the following enhancements of our
security requirements engineering approach:

F. Massacci, S.T. Redwine Jr., and N. Zannone (Eds.): ESSoS 2009, LNCS 5429, pp. 43–59, 2009.
c© Springer-Verlag Berlin Heidelberg 2009
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– We underlay the (concretized) security problem frames with a formal behav-
ior description to gain an unambiguous comprehension of the frames, and
to clarify their semantics.

– As a prerequisite for software development based on stepwise refinement,
we prove that the step from security problem frames to concretized security
problem frames is a functionally correct refinement, which preserves the
confidentiality requirement.

– We provide a point of contact to the formal probabilistic (and possibilis-
tic) security requirement descriptions by Santen [18]. This allows software
engineers to express security requirements in a well-defined way.

Furthermore, the work in this paper constitutes a basis to analyze the instan-
tiation process of the (concretized) security problem frames and to investigate
necessary applicability conditions for the frames.

The bottom line of these enhancements is a security engineering approach
that focuses on the early phases of secure software development. Furthermore,
it yields a formal specification of the software to be built, which constitutes a
starting point for software design and implementation.

In the following, we first present Jackson’s problem frames as well as security
problem frames and concretized security problem frames in Sects. 2 and 3. In
Sect. 4, we briefly introduce the formal specification language CSP (Communi-
cating Sequential Processes) [9], which we subsequently use to create formal be-
havior descriptions of (concretized) security problem frames for confidential data
transmission (using encryption). Furthermore, we analyze these formal models
with respect to confidentiality-preserving refinement in Sect. 5. Section 6 dis-
cusses related work, and the paper closes with a summary and perspectives in
Sect. 7.

2 Problem Frames

Problem frames are a means to analyze and classify software development prob-
lems. Jackson [11] describes them as follows: “A problem frame is a kind of pat-
tern. It defines an intuitively identifiable problem class in terms of its context and
the characteristics of its domains, interfaces and requirement.” Problem frames
are described by frame diagrams, which basically consist of rectangles and links
between these (see frame diagrams in Figs. 1 and 2). The task is to construct a
machine that improves the behavior of the environment it is integrated in.

Plain rectangles denote domains (that already exist), a rectangle with a single
vertical stripe denotes a designed domain physically representing some informa-
tion, and a rectangle with a double vertical stripe denotes the machine to be
developed. Requirements are denoted with a dashed oval. The connecting lines
represent interfaces that consist of shared phenomena. Shared phenomena may
be events, operation calls, messages, and the like. They are observable by at
least two domains, but controlled by only one domain. For example, if a user
types a password to log into an IT-system, this is a phenomenon shared by the
user and the system, which is controlled by the user. A dashed line represents a
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Fig. 1. Security problem frame for confidential data transmission

requirements reference, and the arrow shows that it is a constraining reference.
Furthermore, Jackson distinguishes causal domains that comply with some phys-
ical laws, lexical domains that are data representations, and biddable domains
that usually are people.

In the frame diagram depicted in Fig. 1, a marker “X” indicates a lexical
domain, “B” indicates a biddable domain, and “C” indicates a causal domain.
The notation “SM!E1” means that the phenomena of interface E1 are controlled
by the machine domain Sender machine.

Problem frames greatly support developers in analyzing problems to be solved.
They show what domains have to be considered, and what knowledge must be
described and reasoned about when analyzing the problem in depth. Developers
must elicit, examine, and describe the relevant properties of each domain. These
descriptions form the domain knowledge.

The domain knowledge consists of assumptions and facts. Assumptions are
conditions that are needed, so that the requirements are realizable. Usually,
they describe required user behavior. For example, it must be assumed that a
user ensures not to be observed by a malicious user when entering a password.
Facts describe fixed properties of the problem environment regardless of how the
machine is built.

Requirements describe the environment, the way it should be, after the ma-
chine is integrated. In contrast to the requirements, the specification of the ma-
chine gives an answer to the question: “How should the machine act, so that
the system, i.e., the machine together with the environment, fulfills the require-
ments?” Specifications are descriptions that are sufficient for building the ma-
chine. They are implementable requirements.

3 (Concretized) Security Problem Frames

To meet the special demands of software development problems occurring in the
area of security engineering, we introduced security problem frames (SPF) [4, 5].
SPFs are a special kind of problem frames, which consider security requirements.
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Fig. 2. Concretized security problem frame for confidential data transmission using
encryption

The SPFs we have developed strictly refer to the problems concerning security.
They do not anticipate a solution. For example, we may require the confidential
transmission of data without mentioning encryption, which is a means to achieve
confidentiality.

Solving a security problem is achieved by applying generic security mecha-
nisms (e.g., encryption to keep data confidential), thereby transforming security
requirements into concretized security requirements. The generic security mech-
anisms are represented by concretized security problem frames (CSPF). The
benefit of considering security requirements without reference to potential so-
lutions is the clear separation of problems from their solutions, which leads to
a better understanding of the problems and enhances the re-usability of the
problem descriptions, since they are independent of solution technologies.

Figure 1 shows the frame diagram of the SPF for confidential data transmis-
sion. The domain Sent data denotes the data that is sent by a sender, represented
by the machine domain Sender machine. Analogously, the domain Received data de-
notes the data that is received by the domain Receiver machine. The data is trans-
mitted over some network, which is represented by the domain Communication
medium. Informally speaking, the sender machine generates the transmitted data
from the sent data, and the receiver machine generates the received data from
the communication medium. In this scenario, a potential attacker represented
by the domain Malicious subject can eavesdrop on the Communication medium. The
informal security requirement SR is described as follows:

Malicious subject should not be able to infer Sent data and Received data
except for their length by eavesdropping on Communication medium.

One of the CSPFs for confidential data transmission considers (symmetric and
asymmetric) encryption. Its frame diagram is shown in Fig. 2. In transforming
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the security requirement for confidential data transmission into a concretized
security requirement CSR, the domains Secret1 and Secret2 are introduced for
the encryption mechanism. The informal concretized security requirement CSR
is described as follows:

Malicious subject should not be able to infer Sent data and Received data ex-
cept for their length without Secret1 and Secret2 by eavesdropping on Com-
munication medium. Malicious subject should not be able to obtain Secret1
and Secret2.

In the subsequent Sects. 4 and 5, we first equip the frame diagrams of the
(C)SPFs depicted in Figs. 1 and 2 with formal behavior descriptions, and second
we analyze these formal descriptions with respect to confidentiality-preserving
refinement.

4 Formal Foundation of (C)SPFs

The software development principle of stepwise refinement is popular in soft-
ware engineering, and is also well supported by formal methods. When per-
forming stepwise refinement, a software engineer develops software by creating
intermediate levels of abstraction. Starting with the requirements, an abstract
specification is constructed, which is refined by a more concrete implementation.
Then, the implementation must be verified against the specification, and fur-
ther refinement steps are accomplished until the desired level of abstraction is
achieved.

Refinement is traditionally either data-refinement or behavior-refinement.
Since the (C)SPFs deal with interfaces and communicating domains rather than
with states, we decided to describe them using CSP (Communicating Sequen-
tial Processes) [9]. CSP is a model-based formal method to describe parallel
processes that communicate synchronously via message passing. Furthermore,
with the model-checker FDR2 (Failure-Divergence Refinement) [14] sophisti-
cated tool support is available for CSP.

In Sect. 4.1, we present a general procedure to create a formal CSP model
for a given (C)SPF. In Sect. 4.2, we apply the procedure described in Sect. 4.1
to create CSP models for the (C)SPFs shown in Figs. 1 and 2. Furthermore, we
formalize the (concretized) security requirements of the (C)SPFs based on the
functional CSP models in Sect. 4.3.

In Sect. 5, we show that the CSPF model in Fig. 7 is a refinement of the
SPF model in Fig. 5, and we include the confidentiality requirements presented
in Sect. 4.3 in our analysis in order to show a confidentiality-preserving refine-
ment (CPR). Figure 3 describes that CPR is not only of interest on the pattern
level, but also on the instance level. It is desirable that once we have shown
the functional and confidentiality-preserving refinements on the pattern level,
they also apply (conditionally or not) to the instance level. We call the latter
confidentiality-preserving instantiation.

Applying CSP and stepwise refinement to the (C)SPF approach has several
benefits:
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– Enable a developer to unambiguously express security requirements captured
by (C)SPFs.

– Since problem frames and (C)SPFs as such only provide a static view of a
system 1, we obtain an understanding of the dynamic aspects of (C)SPFs.

– Allow one to verify that the functional and the security requirements of a
SPF are correctly implemented by an associated CSPF, i.e., that the func-
tionality and the security requirement are preserved.

– Verification is tool-supported by the model-checker FDR2.
– The CSP models provide a point of contact to the formal probabilistic (and

possibilistic) security requirement descriptions by Santen [18].

Note that the enhancements described in this paper are not restricted to
(C)SPFs concerning confidentiality. In fact, also frames concerning integrity and
authentication problems can be translated into CSP models to formally express
the security requirements they capture.

4.1 Formal (C)SPF Models in CSP

We make use of the CSP ASCII notation named CSPM since this is a prerequisite
for formal verification using the model-checker FDR2.

Using CSPM notation, we define processes that interact only by communicat-
ing. Communication takes the form of visible events or actions. A sequence of
events produced by a process is called a trace. The set of all traces that can be
produced by a process P are denoted traces(P). Let a be an action and P be a
process; then a− > P is the process that performs a and behaves like P after-
wards. This is called prefixing. A process can have a name, e.g., Q = a− > P .
Recursion makes it possible to repeat processes and to construct processes that
go on indefinitely, e.g., Q = a− > Q .

We can make use of input and output data: the expression in?x binds the
identifier x to whatever value is chosen by the environment, where x ranges
over the type of channel in. The expression out !y binds an output action to the
identifier y, where y ranges over the type of channel out . The variables x and y
1 A formal metamodel covering the static nature of problem frames is already devel-

oped (cf. [8]).
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can then be used in the process following the prefix. By convention, ? denotes
input data and ! denotes output data.

A process acts in a nondeterministic way when its behavior is unpredictable
because it is allowed to make internal decisions that affect its behavior as ob-
served from outside. The replicated internal choice operator |∼| models these
internal decisions: let P be a process and X a finite and non-empty data type,
then |∼| a : X • P(a) behaves according to the selected a. This operator gives
the environment no control over which data item is chosen. In contrast, the repli-
cated external choice operator [] models external decisions: let P be a process
and X a non-empty data type, then [] a : X • P(a) behaves according to the a
selected by the environment.

To formalize a given (C)SPF, we describe each of its domains as a recursive
CSP process. The interfaces and the control direction of the shared phenomena
(control flow) of a domain are translated into CSP channels as well as input and
output events. For lexical shared phenomena, we define data types and declare
the corresponding channels to be of one of these data types.

Note that when using a model-checker such as FDR2 to analyze real-world
problems, we have to address the state explosion problem. A common approach
to keep the model-checking effort manageable is to simplify the system to be
analyzed. For that reason, we usually must define simplified data types.

We describe a (C)SPF as a CSP process consisting of the CSP processes
of all of its domains. The processes are combined using synchronized parallel
communication denoted by [| |]. The synchronization is accomplished over the
channels modelling the interfaces that connect the domains.

The described procedure can be applied to express any (C)SPF as a formal
CSP model.

4.2 CSP Models of (C)SPFs Confidential Data Transmission (Using
Encryption)

As examples, we present in Figs. 5 and 7 the CSP models of the (C)SPFs confi-
dential data transmission (using encryption) shown in Figs. 1 and 2.

Figure 4 shows type and function definitions as well as channel declarations
for the CSP model in Fig. 5. We define a simple data type named Plaintext
with four values p1, p2, p3, p4. Then, we declare the channels SD Y 1, RM Y 2,
SM E1 S , and CM C1 S (see Fig. 1) to be of this data type, i.e., all events
communicated over these channels are p1, p2, p3, or p4.

We represent the interface between the Malicious subject domain and the Com-
munication medium domain by a channel CM monitor S of the data type Length.
The data items leaked over this channel are defined by a leakage function f . As
an example, the leaked data items are short and long, and they correspond to the
lengths of the plaintexts sent over the channels of the process CM monitor S
(see definition of function f in Fig. 4).

We describe each domain of the SPF in Fig. 1 as a recursive CSP process, e.g.,
the process SM S in Fig. 5 is a formal representation of the domain Sender ma-
chine of the SPF confidential data transmission. The process SD S in Fig. 5 offers
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-- Data type definitions
datatype Plaintext = p1 | p2 | p3 | p4
datatype Length = short | long

-- Channel declarations
channel SD_Y1, RM_Y2, SM_E1_S, CM_C1_S: Plaintext
channel CM_monitor_S : Length

-- Function definition
f(p) = if p==p1 or p==p2 then short else long

Fig. 4. Type and function definitions as well as channel declarations for the CSP model
in Fig. 5

-- Process for domain Sent data
SD_S = |~| pt : Plaintext @ SD_Y1!pt -> SD_S

-- Process for domain Sender machine
SM_S = SD_Y1?pt -> SM_E1_S!pt -> SM_S

-- Process for domain Communication medium
CM_S = SM_E1_S?pt -> CM_monitor_S!f(pt) -> CM_C1_S!pt -> CM_S

-- Process for domain Malicious subject
MS_S = CM_monitor_S?l -> MS_S

-- Process for domain Receiver machine
RM_S = CM_C1_S?pt -> RM_Y2!pt -> RM_S

-- Process for domain Received data
RD_S = RM_Y2?pt -> RD_S

-- Process for SPF Confidential Data Transmission
SPF_CONF = ((((SD_S [| {|SD_Y1|} |] SM_S)

[| {|SM_E1_S|} |] CM_S) [| {|CM_monitor_S|} |] MS_S)
[| {|CM_C1_S|} |] RM_S) [| {|RM_Y2|} |] RD_S

Fig. 5. CSP model of SPF depicted in Fig. 1

a data item pt that might be internally processed (expressed using the replicated
internal choice operator) to the environment using the channel SD Y 1. Then,
the process SM S begins with reading in this data item pt over channel SD Y 1,
and pt might be passed over to the environment using the channel SM E1 S .

We specify the SPF in Fig. 1 as a process SPF CONF in Fig. 5 that combines
all formalized domains of the SPF confidential data transmission. For example,
the process SM S synchronizes over the channel SD Y 1 with the process SD S ,
or, informally speaking, the domain Sender machine reads data from the domain
Sent data.
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-- Data type definitions
datatype Ciphertext = c1 | c2 | c3 | c4
datatype Secret = s1 | s2 | s3 | s4

-- Channel declaration
channel S1_Y3, S2_Y4 : Secret
channel SM_E1_I, CM_C1_I : Ciphertext.Secret
channel CM_monitor_I : Ciphertext.Length

-- Function definition
encr(p1,s1) = c1 encr(p1,s2) = c2 encr(p1,s3) = c1 encr(p1,s4) = c2
encr(p2,s3) = c2 encr(p2,s4) = c1 encr(p2,s1) = c2 encr(p2,s2) = c1
encr(p3,s1) = c3 encr(p3,s2) = c4 encr(p3,s3) = c3 encr(p3,s4) = c4
encr(p4,s3) = c4 encr(p4,s4) = c3 encr(p4,s1) = c4 encr(p4,s2) = c3

decr(c1,s1) = p1 decr(c1,s2) = p2 decr(c1,s3) = p1 decr(c1,s4) = p2
decr(c2,s1) = p2 decr(c2,s2) = p1 decr(c2,s3) = p2 decr(c2,s4) = p1
decr(c3,s1) = p3 decr(c3,s2) = p4 decr(c3,s3) = p3 decr(c3,s4) = p4
decr(c4,s1) = p4 decr(c4,s2) = p3 decr(c4,s3) = p4 decr(c4,s4) = p3

Fig. 6. Type and function definitions as well as channel declarations for the CSP model
in Fig. 7

Figure 6 shows type and function definitions as well as channel declarations for
the CSP model in Fig. 7. We introduce data types Secret and Ciphertext , and the
functions encr and decr in Fig. 6 to model that encryption is used in the CSPF
confidential data transmission using encryption. The functions encr and decr
model a length-preserving cryptographic mechanism. Furthermore, we declare
the channels S1 Y 3 and S1 Y 4 to be of type Secret and the channels SM E1 I
and CM C1 I to be of the composed type Ciphertext .Secret . The role of the
Malicious subject’s monitoring channel has changed: the channel CM monitor I
not only leaks the lengths of the transferred data items to the environment, but
also the complete ciphertexts. For that reason, the channel CM monitor I is of
the composed type Ciphertext .Length.

We introduce two new processes S1 I (s) and S2 I (t) in the CSP model in
Fig. 7. They stand for the domains Secret1 and Secret2 of the CSPF confidential
data transmission using encryption. Both processes are equipped with parame-
ters that represent the secrets chosen by the environment. The process SM I
corresponds to the process SM S of the CSP model in Fig. 5, and is extended
by reading in a secret s over the channel S1 Y 3. Proceeding with the events of
the process SM I , the function encr is applied to a plaintext pt using a secret s ,
and the result as well as the secret s is passed over to CM I using the channel
SM E1 I . Afterwards, the ciphertext ct as well as the secret s are passed over
to the environment using the channel CM C1 I . In a similar way, the function
decr is used when receiving encrypted data (see process RM I ). The process
MS I corresponds to the process MS S of the CSP model in Fig. 5, and is
changed to be able to receive the ciphertexts and their lengths over channel
CM monitor I .
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-- Process for domain Sent data
SD_I = |~| pt : Plaintext @ SD_Y1!pt -> SD_I

-- Process for domain Secret_1
S1_I(s) = S1_Y3!s -> S1_I(s)

-- Process for domain Sender machine
SM_I = SD_Y1?pt -> S1_Y3?s -> SM_E1_I!encr(pt,s).s -> SM_I

-- Process for domain Communication medium
CM_I = SM_E1_I?ct.s -> CM_monitor_I!ct.f(decr(ct,s))

-> CM_C1_I!ct.s -> CM_I

-- Process for domain Malicious subject
MS_I = CM_monitor_I?ct.l -> MS_I

-- Process for domain Secret_2
S2_I(t) = S2_Y4!t -> S2_I(t)

-- Process for domain Receiver machine
RM_I = CM_C1_I?ct.s -> S2_Y4?t -> RM_Y2!decr(ct,t) -> RM_I

-- Process for domain Received data
RD_I = RM_Y2?pt -> RD_I

-- Process for CSPF Confidential Data Transmission using Encryption
CSPF_CONF_ENCRYPTION(s, t) = ((((

(SD_I [| {|SD_Y1|} |] SM_I) [| {|S1_Y3|} |] S1_I(s))
[| {|SM_E1_I|} |] CM_I) [| {|CM_monitor_I|} |] MS_I)

[| {|CM_C1_I|} |] (RM_I [| {|S2_Y4|} |] S2_I(t)))
[| {|RM_Y2|} |] RD_I

-- initialization: choosing secrets
INIT_CSPF_CONF_ENCRYPTION =

([] x : Secret, y : Secret, x == y @ CSPF_CONF_ENCRYPTION(x, y))

Fig. 7. CSP model of CSPF depicted in Fig. 2

We specify the CSPF in Fig. 2 as a process CSPF CONF ENCRYPTION
(s , t) in Fig. 7 that combines all formalized domains of the CSPF confidential
data transmission using encryption.

The parameters of the processes S1 I (s) and S2 I (t) provide a point of
contact to the (C)SPFs Distributing Secrets [5], which consider the problem to
communicate matching secrets to those subjects who are privileged to receive
them (cf. [4]). Since no CSPF Distributing Secrets is considered in this paper, we
simulate the mechanism using the replicated external choice operator to define
the process INIT CSPF CONF ENCRYPTION . Hence, the secrets are chosen
by the environment, and as an example for modelling a symmetric encryption
mechanism, the constraint x == y requires both secrets to be equal.
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Using FDR2, we successfully verified that the CSP models in Figs. 5 and 7
are deadlock-free and livelock-free.

4.3 Formal Description of Confidentiality Requirements

Confidentiality requirements can be expressed as information flow properties of
two flavors:

Possibilistic. Based on the fact that an IT system has a system behavior, which
produces observations visible to the environment, there must exist at least
one alternative possible system behavior that produces the same observation.

Probabilistic. Stochastic system behavior is taken into account.

In this section, we consider possibilistic information flow properties, and we
apply the framework for the specification of confidentiality requirements by San-
ten [18] to capture the confidentiality requirement of the (C)SPF confidential
data transmission (using encryption).

In general, we call the formal description of a confidentiality requirement a con-
fidentiality property (cf. Definition 9 in [18]). Since confidentiality properties are
predicates on sets of traces, they cannot be modelled in CSP, and thus cannot be
verified using FDR2. Nevertheless, we can specify a confidentiality property “on
paper” and prove that a given machine and environment satisfy the property.

There does not exist the confidentiality property that allows us to express
every (informal) confidentiality requirement. Instead, an adequate confidentiality
property depends on the confidentiality requirement that it formalizes (cf. [15]
for a comprehensive overview of possibilistic information flow properties).

The concept of indistinguishable traces (cf. [18, p. 223]) is the foundation
for defining confidentiality properties. Given a set of channels W , two traces s ,
t ∈ traces(P) of a process P are indistinguishable by W (denoted s ≡W t) if
their projections to W are equal: s ≡W t ⇔ s � W = t � W , where s � W is the
projection of the trace s to the sequence of events on W . The indistinguishability
class JP ,k

W (o) contains the traces of P with a length of at most k that produce
the observation o on W .

Applied to the CSP models presented in Sect. 4.2 this means that any distinc-
tion (e.g., data item length is short or long) the malicious subject can make about
the internal communication of the system (e.g., sending different plaintexts and
ciphertexts) based on the observations on CM monitor S and CM monitor I
is information revealed by the system. Conversely, any communication that can-
not be distinguished by observing CM monitor S and CM monitor I is con-
cealed by the system. We can determine two indistinguishability classes, one
that contains those traces that produce the observation short on the monitoring
channel, and another one that contains those traces that produce the observation
long on the monitoring channel.

An adversary model (cf. [18, p. 222]) is a system model that consists of the
machine to be developed, the honest user environment, the adversary enviro-
ment, and their interfaces. The CSP models presented in Sect. 4.2 constitute
valid adversary models.
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As defined by Santen (cf. Definition 11 in [18]), a mask M for an adver-
sary model is a set of subsets of the traces over the alphabets of the processes
modelling the machine to be developed, the honest user environment, and the
adversary enviroment such that the members of each set are indistinguishable
by observing the monitoring channel of the adversary enviroment W : ∀M :
M; t1, t2 : M • t1 ≡W t2.

If Malicious subject observes the single event CM monitor S .l (where l ∈
Length), then s/he knows that exactly one data transfer has taken place. All
traces of the form

t0(pt) =

{
〈SM E1 S .pt ,CM monitor S .short〉 if pt ∈ {p1, p2},
〈SM E1 S .pt ,CM monitor S .long〉 else,

where pt ∈ Plaintext , produce the observation CM monitor S .l for Malicious
subject. According to the informal confidentiality requirement as it has been
stated in Sect. 3, this observation should not allow Malicious subject to infer the
transferred plaintext.

Note: the leakage function f must not be injective. If the function f were
injective, i.e., f assigns exactly one plaintext to each length, the confidentiality
requirement could not be achieved.

A mask M0 supporting the confidentiality requirement needs to require that
for a given length l all variations of plaintexts pt in the parameter list of the
trace t0 are possible causes of the observation CM monitor S .l . Therefore, the
sets M0 = {t0(p1), t0(p2)} and M1 = {t0(p3), t0(p4)} should be members of M0.

If the traces in a set M ∈ M are indistinguishable by observing the moni-
toring channel, then the differences between these traces are kept confidential.
This confidentiality property is named concealed behavior (cf. [18, p. 228]). It
is formalized based on a set inclusion M ⊆ JQE ,k

W (o), where the process QE is
a variant (i.e., a purely deterministic process, cf. [18, p. 228]) of the adversary
model. It is required that members of M are either completely contained in an
indistinguishability class, or not at all. One says that the set of indistinguisha-
bility classes I covers M.

In general, a given adversary model satisfies a confidentiality property, which
is defined based on a basic confidentiality property (cf. [18, p. 225]), if there
exists a probabilistic deterministic realization of a machine that satisfies the basic
confidentiality property in all admissible environments. In the case of concealed
behavior, the question is if there is an adversary model that covers a given mask.

To show that the adversary model represented by the CSP model in Fig. 5
conceals the mask M0, a deterministic machine realization must be found such
that its composition with all realizations of the environment covers M0.

We choose the implementation of the CSP model in Fig. 5 that resolves the
nondeterministic choice of the process SM S in Fig. 5 by a probabilistic choice
with equal probabilities for all alternatives.

The admissible environments consist of realizations that deterministically pro-
duce traces according to the pattern t0(pt), where pt ∈ Plaintext , i.e., data
transmissions from Sender machine to Receiver machine.
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The members M0 and M1 of M0 are covered by the indistinguishability classes
of all resulting variants of SPF CONF , because the chosen machine realization
does not exclude any of the traces t0(pt), where pt ∈ Plaintext .

In summary, we formally described the (C)SPFs confidential data transmis-
sion (using encryption) by CSP models. Furthermore, we introduced a formal
description of a sample confidentiality requirement. The presented approach is
not limited to express an informal confidentiality requirement only by the con-
fidentiality property concealed behavior. In contrast, other confidentiality prop-
erties (e.g., ensured entropy [18, p. 229]) can be used. In the next sections, we
verify that the CSPF model is a correct refinement of the SPF model, and that
the confidentiality requirement is preserved under refinement.

5 Confidentiality-Preserving Refinement

Refinement is the transformation of an abstract specification into a concrete
specification (implementation). CSP supports three types of process refinements:

Trace refinement. A process Q trace-refines a process P , if all the possible
sequences of communications, which Q can perform, are also possible in P .

Failure refinement. Trace refinement extended by consideration of deadlocks.
Failure-divergence refinement. Failure refinement extended by considera-

tion of livelocks.

We first prove on a functional level that the CSPF confidential data transmission
using encryption failure-divergence refines the SPF confidential data transmission
(Sect. 5.1). Second, we show that the confidentiality requirement is preserved in
the CSPF confidential data transmission using encryption (Sect. 5.2).

5.1 (C)SPF Functional Refinement

To show that a CSPF refines a SPF, we make use of the failure-divergence
refinement. Since all structural elements of a SPF are preserved in an associated
CSPF, we can show a failure-divergence refinement after we reduce the structural
additions of the CSPF to the SPF structure:

– We hide events that can only be communicated in the CSPF model, i.e., all
events communicated over S1 Y 3 and S2 Y 4.

– We map those events that have a more concrete structure in the CSPF model
to events that are compatible with events of the SPF model, e.g., events
passed over SM E1 I are substituted by events passed over SM E1 S .
This mapping constitutes a data refinement.

– The data refinement is characterized by the fact that a plaintext is refined
by a pair consisting of a ciphertext and a secret. In the implementation,
two such pairs are indistinguishable if the ciphertexts are equal, because the
malicious subject can observe the ciphertexts and their lengths using channel
CM monitor I .
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We construct a CSP process ABS CSPF CONF ENCRYPTION using re-
lational renaming [[ < − ]] and hiding \ (the corresponding CSP artifacts are
not shown in this paper because of space limitations). This process failure-
divergence refines the CSP process SPF CONF , which we successfully verified
using FDR22. This kind of refinement is called behavior refinement of adversary
models (cf. [18, p. 232]).

5.2 (C)SPF Refinement of Confidentiality Requirements

After we have shown that the CSPF model in Fig. 7 is a functionally correct
refinement of the SPF model in Fig. 5, we include the confidentiality requirement
presented in Sect. 4.3 in our analysis in order to show that it is a confidentiality-
preserving refinement.

In the CSP model of the CSPF confidential data transmission using encryp-
tion depicted in Fig. 7, the monitoring channel CM monitor I has changed
compared to its specification CM monitor S . This harbors the danger that
leaks are introduced in the implementation through stepwise refinement.

To show that the confidentiality property concealed behavior, i.e., that the
CSP model of the SPF confidential data transmission in Fig. 5 conceals M0, is
preserved (and no further leaks are introduced), we must show that a similar
property applies for the CSP model of the CSPF confidential data transmission
using encryption in Fig. 7. Figure 8 informally describes the approach.

short ciphertexts
(CSPF)

short plaintexts
(SPF)

CSPF
CM monitor I

SPF
CM_monitor_S

p2

p1

(c1,s3)

(c2, s1)
(c2,s3)

(c2,s4)

(c1,s2)
(c1,s4)

(c1, s1)

(c2,s2)
encr

Fig. 8. Concretization and indistinguishability

Let p1 and p2 be indistinguishable plaintexts with respect to the channel
CM monitor S and the SPF model, i.e., p1 ≡SPF

CM monitor S p2. According
to the function encr , the plaintext p1 is represented by the pairs (c1, s1),
(c1, s3), (c2, s2), and (c2, s4), and the plaintext p2 is represented by the pairs
(c1, s2), (c1, s4), (c2, s1), and (c2, s3). Thereby, the pairs containing c1 as well
as the pairs containing c2 are indistinguishable with respect to the channel

2 FDR2 has to check 3.732.737 states with 10.323.200 transitions, which takes ∼ 3
minutes on a dual-core machine with 2 × 2 GHz and 2GB RAM.
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CM monitor I and the CSPF model. Similar facts apply to the long plaintexts
and ciphertexts.

In the concrete CSPF model, all traces of the form

〈SM E1 I .ct .s ,CM monitor I .ct .l ,CM C1 I .ct .s〉

where ct ∈ Ciphertext , and s ∈ Secret produce the observationCM monitor I .ct
for Malicious subject. In Sect. 5.1, the behavior refinement changed the monitoring
channel and refined the data communicated by the processes. Since the confiden-
tiality property concealed behavior refers to both, the monitoring channel and the
data, we must relate the concrete monitoring channel and the data back to the ab-
stract ones originally referred to by the confidentiality property. Applied to con-
cealed behavior, this general concept provides a basis for defining refined concealed
behavior (cf. [18, p. 239]).

After the re-abstraction, we must check if the re-abstracted traces are members
of M0: the re-abstracted traces are the same traces as the abstract ones. For that
reason, the CSP model of the CSPF confidential data transmission using encryp-
tion in Fig. 7 conceals M0, and the confidentiality property concealed behavior is
preserved in the CSPF confidential data transmission using encryption.

6 Related Work

In this section, we discuss our work in connection with other formal approaches to
security requirements engineering, as well as with other approaches to formalize
problem frames. Note that not all relevant publications are mentioned because
of space limitations.

Li et al. [13] use an extended CSP version [12] to systematically derive a
specification from requirements. Their work does not consider non-functional
requirements such as security requirements. Furthermore, biddable domains are
not formalized. Since biddable domains are used to model unpredictable parts
of the environment (such as honest and malicious users), we believe that this is
a key feature to security requirements engineering.

Nelson et al. [17] describe problem frames as well as requirements using Al-
loy [10]. Compared to our work, security requirements and their refinement to
specifications are not considered. Additionally, Alloy does not allow to express
security requirements in terms of information flow properties.

KAOS – Keep All Objectives Satisfied3 is a goal-driven requirements engineer-
ing approach that can also be used to address security requirements by means
of anti-goals [19]. A linear real-time temporal logic is used to formalize goals.
The goals and further ingredients such as domain properties as well as pre- and
postconditions form patterns that can be instantiated and negated to describe
anti-goals. This formal approach is also adopted by Secure Tropos [16].

SREF – Security Requirements Engineering Framework [2] is a framework
that defines the notion of security requirements, considers security requirements

3 C.f. http://www.info.ucl.ac.be/~avl/ReqEng.html
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in an application context, and helps answering the question whether the system
can satisfy the security requirements. Haley et al. [1] introduce the notion of a
trust assumption, which is “an assumption by an analyst that the specification
of a domain can depend on certain properties of some other domain in order
to satisfy a security requirement”. To decide whether a system can satisfy the
security requirements, Haley et al. make use of structured informal and formal
argumentation [3]. A two-part argument structure for security requirement satis-
faction arguments consisting of an informal and a formal argument is proposed.
In combination with trust assumptions, satisfaction arguments facilitate showing
that a system can meet its security requirements.

In contrast to our work, the approaches by van Lamsweerde (including Secure
Tropos) and SREF do not allow to express security requirements in terms of
information flow properties. Moreover, the refinement of security requirements
to specifications is not covered.

7 Conclusion and Future Work

The paper at hand constitutes an extension of the (C)SPF approach by a formal
foundation and a pattern-based refinement analysis, which is heavily based on
Santen’s work on the preservation of security requirements under refinement [18].
In fact, we combined his proposals for a formal security requirements analysis
approach with our hitherto informal (C)SPF approach.

The main benefits of the extension are the clear and unambiguous security re-
quirements descriptions and the support of verifiably correct and confidentiality-
preserving refinement steps.

In the future, we would like to consider probabilistic confidentiality proper-
ties, applicability conditions and environment patterns for (C)SPFs, and the
compositionality of confidentiality-preserving refinement.
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Abstract. This paper deals with architectural designs that specify com-
ponents of a system and the permitted flows of information between
them. In the process of systems development, one might refine such a
design by viewing a component as being composed of subcomponents,
and specifying permitted flows of information between these subcom-
ponents and others in the design. The paper studies the soundness of
such refinements with respect to a spectrum of different semantics for
information flow policies. These include Goguen and Meseguer’s purge-
based definition, Haigh and Young’s intransitive purge-based definition,
and some more recent notions TA-security, TO-security and ITO-security
defined by van der Meyden. It is also shown that refinement preserves
weak access control structure, an implementation mechanism that en-
sures TA-security.

1 Introduction

Architectural design is a high level of systems specification, concerned with iden-
tifying the components of a system and the patterns of their interaction. In this
paper, we consider the relationship between information flow security policies
and the architecture development process. We use ideas from the literature on
information flow security to give semantics to architectures, and study how such
semantics support a systems development process that refines high level archi-
tectural designs to more detailed architectures.

The type of information flow security policies that form the basis of this work
place constraints on the permitted flows of information, or causal effects, between
system components, and are referred to in the literature as non-interference poli-
cies. These policies can be represented as a binary relation on the set of com-
ponents. For classical multi-level security policies, this relation is transitive. It
has been proposed that extensions to multi-level security, such as downgraders,
require that the policy be intransitive [21]. An architectural interpretation of in-
transitive noninterference policies is gaining increased prominence through such
efforts as the MILS (Multiple Independent Levels of Security and Safety) ap-
proach to high-assurance systems design [1,24], which envisages the utilization
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of recent advances in the efficiency of separation kernels to increase the degree
of componentization of systems, enabling secure systems to be built from a mix
of small, trusted and more complex, untrusted components [22], with global se-
curity properties assured from the separation property and a verification effort
focussed on the trusted components.

During the process of system design, one may refine an architectural diagram
by specifying internal structure for some of the systems components, breaking
them down into sub-components, and specifying the permitted interferences of
these sub-components with each other and with other components in the design.
This leads to the following question: if one now builds a system according to the
refined architecture, is it guaranteed to be compliant to the original architectural
diagram? This property needs to hold in order for the process of architectural
refinement to be sound for designs of information flow secure systems.

In this paper, we answer this question for architectural designs interpreted us-
ing several different semantics for intransitive noninterference policies. We give
a formal definition of architectures and architectural refinement in Section 2. In
Section 3, we recall Goguen and Meseguer’s original semantics [6] for transitive
policies, Haigh and Young’s [8,21] semantics for intransitive noninterference poli-
cies and three alternate semantics for noninterference policies — TO-security,
ITO-security and TA-security - introduced in [13]. In Section 4, these definitions
are used to give semantics to architectures, enabling us to state precisely the
result that architectural refinement is sound with respect to all these semantics
for intransitive noninterference policies. Moreover, we consider access control as
a mechanism for the implementation of information flow policies, in Section 5,
and show that access control structure is also preserved under architectural re-
finement. Section 6 discusses related work on refinement for notions of security.

2 Architectural Refinement

We begin by formalising the notion of architecture, and defining a relation of
refinement between architectures. In this section, we leave the question of the
formal semantics of architectures open. In the following sections, we will show
that architectural refinement is sound with respect to several different semantic
interpretations of architectures.

The notion of architecture that we consider expresses only the highest levels
of a system design. Intuitively, an architecture specifies that the system is com-
prised of a set of components that generate and hold information, and constrains
the permitted flows of information between these components. Using terminology
from the security literature, we refer to these components as domains.

Define an architecture to be a pair A = (D, �), where D is a set of domains
and � is a reflexive binary relation over D. We call the relation � the informa-
tion flow policy of the architecture. Several related intuitions may be associated
with this relation. One is that information is permitted to flow from a domain
u to a domain v only if u � v. Another is that actions in domain u may have
directly observable effects in domain v only if u � v. The relation is assumed to
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Fig. 1. Refinement of a downgrader architecture

be reflexive because information flow from a domain to itself can never be pre-
vented. The security literature has frequently assumed information flow policies
to be transitive. The following example illustrates a case where this assumption
is not desirable.

Example 1. Consider the architecture A = ({H, D, L}, �) where � is the down-
grader policy depicted in the upper part of Figure 1 (we omit reflexive edges).
Here H represents the high security domain, L the low security domain and
D the downgrader. Information may flow from L to H , but any flow in the
other direction needs to be mediated by the downgrader (so we would not want
transtivity of �). Information flow from L to D is permitted, to allow for re-
quests by L to D for H information, e.g., freedom-of-information requests. ��

The process of systems design may take a component in a high level design, and
specify that it is to be implemented as the composition of a set of lower level
components. In this design step, the permitted flows of information between
the lower level components, and others in the design, should also be specified.
One way to understand this process is to view the design step as establishing a
relationship of refinement between low level and high level architectures.

Example 2. The architecture B = ({H1, H2, HDB, D, L1, L2}, �) (where the
policy � is depicted in the lower part of the diagram) represents a refinement
of A. We refine H into three components, two high level users H1 and H2 and
a database HDB. Similarly, we refine L into two low level users L1 and L2. We
assume that these may transmit information to each other, the high database,
and D, but that all information flow from H1 and H2 to L1 and L2 is mediated
by HDB and D. ��

To formalise the notion of architectural refinement, let A1 = (D1, �1) and
A2 = (D2, �2) be architectures. A refinement mapping from A1 to A2 is a
function r : D1 → D2 such that
1. r is onto D2, and
2. for all u, v ∈ D1, if u �1 v then r(u) �2 r(v).

In this case, we write A1 ≤r A2, and say that A1 is a refinement of A2.
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The requirement that r be surjective captures that intuition that if a de-
sign calls for the existence of a component, then a more detailed design should
include an implementation of that component. The second condition expresses
that the lower level policy should not permit information flow between two sub-
domains that was prohibited between their superdomains. That is, if in a high
level design, information were not permitted to flow directly from component U
to a component V , it should be incorrect to implement U and V using lower
level components u and v, respectively, with information permitted to flow from
u directly to v. (Note that the refinement mapping in Figure 1 satisfies this
condition.)

We note that the definition of refinement is transitive in the following sense:
if A1 ≤r A2 and A2 ≤s A3, then A1 ≤s◦r A3. This permits the development of
an architectural design to proceed in a number of stages, each of which refines
the previous, by guaranteeing that the final design is a refinement of the original
design.

Our main result in this paper is that the process of replacing a high level archi-
tecture by a lower level refinement is sound design step, in the sense that any con-
crete system that implements the refined architecture also implements the higher
level architecture. In order to make this claim formally precise, we first need to
define what counts as a concrete implementation of an architecture. As a step to-
wards this, we first consider a range of possible semantic interpretations of infor-
mation flow policies. We use these in the semantics of architectures in Section 4.

3 Semantics of Information Flow Policies

To give semantics to architectures, we recall in this section several classical
semantics for information flow policies [6,8,21], and several new definitions pro-
posed by van der Meyden [13]. These definitions can be given for both state-
and action-observed machines. We consider here the state-observed versions.
The content of this section is largely definitional, and drawn from [13].

The state-observed machine model [21] for these definitions consists of de-
terministic machines of the form 〈S, s0, A, step, obs, dom〉, where S is a set of
states, s0 ∈ S is the initial state, A is a set of actions, dom : A → D associates
each action to an element of the set D of security domains, step : S × A → S
is a deterministic transition function, and obs : S × D → O maps states to an
observation in some set O, for each security domain. We write s ·α for the state
reached by performing the sequence of actions α ∈ A∗ from state s, defined
inductively by s · ε = s, and s · αa = step(s ·α, a) for α ∈ A∗ and a ∈ A. Here ε
denotes the empty sequence.

Transitive information flow policies have been given a formal semantics using
a definition based on a “purge” function [6]. Given a set E ⊆ D of domains and
a sequence α ∈ A∗, we write α � E for the subsequence of all actions a in α with
dom(a) ∈ E. Given a policy �, define the function purge : A∗ × D → A∗ by

purge(α, u) = α � {v ∈ D | v � u}.
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For clarity, we may use subscripting of domain arguments of functions, writing
e.g., purge(α, u) as purgeu(α).

Definition 1. A system M is P-secure with respect to a policy � if for all
sequences α, α′ ∈ A∗ such that purgeu(α) = purgeu(α′), we have obsu(s0 ·α) =
obsu(s0 · α′).

While P-security is well accepted for transitive policies, it has been felt to be
inappropriate for intransitive policies, since it does not permit L to ever learn
about H actions if the policy is H � D � L, even if D is intended to be
a trusted downgrader of H information. To address this deficiency, Haigh and
Young [8] generalised the definition of the purge function to intransitive policies
as follows. Intuitively, the intransitive purge of a sequence of actions with respect
to a domain u is the largest subsequence of actions that could form part of a
causal chain of effects (permitted by the policy) ending with an effect on domain
u. More formally, the definition makes use of a function sources : A∗ × D ⇒
P(D) defined inductively by sources(ε, u) = {u} and

sources(aα, u) = sources(α, u) ∪ {dom(a) | ∃v ∈ sources(α, u)(dom(a) � v)}

for a ∈ A and α ∈ A∗. Intuitively, sources(α, u) is the set of domains v such
that there exists a sequence of permitted interferences from v to u within α. The
intransitive purge function ipurge : A∗×D → A∗ is then defined inductively by
ipurge(ε, u) = ε and

ipurge(aα, u) =
{

a · ipurge(α, u) if dom(a) ∈ sources(aα, u)
ipurge(α, u) otherwise

for a ∈ A and α ∈ A∗. The intransitive purge function is then used in place of
the purge function in Haigh and Young’s definition:

Definition 2. A system M is IP-secure with respect to a (possibly intransitive)
policy � if for all sequences α ∈ A∗, and u ∈ D, we have obsu(s0 · α) =
obsu(s0 · ipurgeu(α)).

These definitions are critiqued in [13], where it is shown that IP-security some-
times allows quite unintuitive flows of information. In response, several alterna-
tive definitions are proposed. Each is based on a concrete model of the maximal
amount of information that a domain may have after some sequence of actions
has been performed, and states that a domain’s observation may not give it more
than this maximal amount of information. The definitions differ in the modelling
of the maximal information, and take the view that a domain increases its infor-
mation either by performing an action or by receiving information transmitted
by another domain.

In the first model of the maximal information, what is transmitted when an
domain performs an action is information about the actions performed by other
domains. The following definition expresses this in a weaker way than the ipurge
function.



Architectural Refinement and Notions of Intransitive Noninterference 65

Given sets X and A, let the set T (X, A) be the smallest set T containing X
and such that if x, y ∈ T and z ∈ A then (x, y, z) ∈ T . Intuitively, the elements
of T (X, A) are are binary trees with leaves labelled from X and interior nodes
labelled from A.

Given a policy �, define, for each domain u ∈ D, the function tau : A∗ →
T ({ε}, A) inductively by tau(ε) = ε, and, for α ∈ A∗ and a ∈ A,

1. if dom(a) 
� u, then tau(αa) = tau(α),
2. if dom(a) � u, then tau(αa) = (tau(α), tadom(a)(α), a).

Intuitively, tau(α) captures the maximal information that domain u may, con-
sistently with the policy �, have about the past actions of other domains. (The
nomenclature is intended to be suggestive of transmission of information about
actions. ) Initially, a domain has information about what actions have been
performed. The recursive clause describes how the maximal information tau(α)
permitted to u after the performance of α changes when the next action a is
performed. If a may not interfere with u, then there is no change, otherwise, u’s
maximal permitted information is increased by adding the maximal information
permitted to dom(a) at the time a is performed (represented by tadom(a)(α)),
as well the fact that a has been performed. Thus, this definition captures the
intuition that a domain may only transmit information that it is permitted to
have, and then only to domains with which it is permitted to interfere.

Definition 3. A system M is TA-secure with respect to a policy � if for all
domains u and all α, α′ ∈ A∗ such that tau(α) = tau(α′), we have obsu(s0 ·α) =
obsu(s0 · α′).

Intuitively, this says that each domain’s observations provide the domain with no
more than the maximal amount of information that may have been transmitted
to it, as expressed by the functions ta.

The notion of TA-security can be shown to be a better fit to the intended
applications and theory of IP-security. On the other hand, it may still be too
weak for some applications. For example, it considers to be secure a system
where a downgrader transmits to L an email attachment that it received from H ,
without opening the attachment first (so that it does not know what information
it is transmitting!) The second of van der Meyden’s definitions is intended to
address this potential deficiency.

The definition uses the following notion of view. The definition uses an absorp-
tive concatenation function ◦, defined over a set X by, for s ∈ X∗ and x ∈ X ,
by s ◦ x = s if s 
= ε and x is equal to the final element of s, and s ◦ x = s · x
(ordinary concatenation) otherwise. Define the view of domain u with respect
to a sequence α ∈ A∗ using the function viewu : A∗ → O(A ∪ O)∗ (where O is
the set of observations in the system), defined by

viewu(ε) = obsu(s0), and

viewu(αa) =
{
viewu(α) a obsu(s0 · α) if dom(a) = u
viewu(α) ◦ obsu(s0 · α) otherwise
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That is, viewu(α) is the sequence of all observations and actions of domain u in
the run generated by α, compressed by the elimination of stuttering observations.
Intuitively, viewu(α) is the complete record of information available to domain u
in the run generated by the sequence of actions α. The absorptive concatenation
is intended to capture that the system is asynchronous, with domains not having
access to a global clock. Thus, two periods of different length during which a
particular observation obtains are not distinguishable to the domain.

Given a policy �, for each domain u ∈ D, define the function tou : A∗ →
T (O(A ∪ O)∗, A) by tou(ε) = obsu(s0) and

tou(αa) =
{
tou(α) when dom(a) 
� u,
(tou(α), viewdom(a)(α), a) otherwise.

Intuitively, this definition takes the model of the maximal information that an
action a may transmit after the sequence α to be the fact that a has occurred,
together with the information that dom(a) actually has, as represented by its
view viewdom(a)(α). By contrast, TA-security uses in place of this the maximal
information that dom(a) may have. (The nomenclature ‘to’ is intended to be
suggestive of transmission of information about observations.)

We will also consider a slight variant of this definition. Given a policy �,
for each domain u ∈ D, define the function itou : A∗ → T (O(A ∪ O)∗, A) by
itou(ε) = obsu(s0) and

itou(αa) =

⎧⎨
⎩
itou(α) when dom(a) 
� u,
(itou(α), viewdom(a)(α), a) if dom(a) = u.
(itou(α), viewdom(a)(αa), a) otherwise.

Intuitively, the definition of security based on this notion will allow that the
action a transmits not just the information observable to dom(a) at the time
that it is invoked, but also the new information that it computes and makes
observable in dom(a). This information is not included in the value itodom(a)(α)
itself, since the definition of security will state that the new observation may
depend only on this value. The nomenclature in this case is intended to be
suggestive of immediate transmission of information about observations.

We may now base the definition of security on either the function to or ito
rather than ta.

Definition 4. The system M is TO-secure with respect to � if for all domains
u ∈ D and all α, α′ ∈ A∗ with tou(α) = tou(α′), we have obsu(s0 · α) =
obsu(s0 · α′).

The system M is ITO-secure with respect to � if for all domains u ∈ D and
all α, α′ ∈ A∗ with itou(α) = itou(α′), we have obsu(s0 · α) = obsu(s0 · α′).

We remark that under certain circumstances, the definitions given by Roscoe
and Goldsmith [19] correspond either to P-security or to ITO-security— see [12]
for details. The following result shows how these definitions are related:
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Theorem 1 ([13]). With respect to a given policy �, P-security implies TO-
security implies ITO-security implies TA-security implies IP-security.

Examples showing that all these notions are distinct are presented in [13].

4 Soundness of Architectural Refinement

We are now in a position to assign a formal meaning to architectures, and to
state precisely the main result of the paper.

Let X-security be a notion of security for information flow policies, like those
discussed in the previous section. We say that a system M is X-compliant with
an architecture A = (D, �), where X is a definition of security, if

1. D is the set of domains of M , and
2. M is X-secure with respect to �.

Intuitively, M is X-compliant with an architecture if it has an implementation for
each of the components required by the architecture, and the information flows
between these implementation components is consistent with the architecture’s
policy (with consistency defined by X-security.)

Consider now the definition of architectural refinement introduced in Sec-
tion 2. In a system design process we may have started with a high level archi-
tecture A, refined this to a lower level architecture B, and then constructed a
system that implements B. In what sense have we then implemented the archi-
tecture A that formed the highest level specification of the system? For this, we
need to be able to view the system from the perspective of the set of domains of
the higher level architecture A rather than those of B. This is the intent of the
following definition.

Let M = 〈S, s0, A, step, obs1, dom1〉 be a system with set of domains D1, and
suppose r : D1 → D2 is surjective. Then we may construct a system r(M) =
〈S, s0, A, step, obs2, dom2〉 as follows:

1. the actions A, set of states S, initial state s0, and transition function step
of r(M) are exactly as in M ,

2. the set of domains of r(M) is D2

3. dom2(a) = r(dom1(a)) for each a ∈ A,
4. for u ∈ D2 and s ∈ S, the observation obs2

u(s) is the function f : r−1(u) →
O, given by f(v) = obs1

v(s) for v ∈ r−1(u).

Intuitively, each domain u ∈ D2 is viewed by the refinement mapping as being
broken down into the collection of subdomains r−1(u). An action of a subdomain
in M is interpreted in r(M) as belonging to its superdomain. The observation
of a superdomain in r(M) is taken to be the collection of all observations of its
subdomains.

We can now give a formal meaning to soundness of architectural refinement.
Say that a notion of compliance X is preserved under architectural refinement
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if whenever r : A1 → A2 is a refinement mapping, if M is a system that is
X-compliant with A1, then r(M) is X-compliant with A2. That, is, if the goal
of design was to construct a system that complies with architecture A2, we may
do so by building a system M that complies with architecture A1 and viewing
this system from the perspective of A2 through the mapping r.

Our main result is the following.

Theorem 2. The following notions are all preserved under architectural refine-
ment: P-compliance, TO-compliance, ITO-compliance, TA-compliance and IP-
compliance.

This result means that any of these semantics can be adopted as the meaning
of architectures, while retaining the ability to use architectural refinement as a
sound design transformation.

5 Access Control

The interpretations of policies discussed above are somewhat abstract. We now
consider a further, more concrete interpretation, that is closer to the level of
mechanisms for control of information flow. One of the key mechanisms for im-
plementation of secure systems is access control. Rushby [21] defined the notion
of access control system and showed that access control systems are IP-secure
with respect to a policy � if they are consistent with the policy in an appro-
priate sense. We present here a variant of Rushby’s definitions due to van der
Meyden, that strengthens Rushby’s result (see [13] for an explanation of how
this variant improves on Rushby’s.)

Define an access control structure for a machine 〈S, s0, A, step, obs, dom〉 with
domains D to be a tuple AC = (N, V, contents, alter, observe), where

1. N is a set, of names,
2. V is a set, of values,
3. contents : S × N → V , with contents(s, n) interpreted as the value of

object n in state s,
4. observe : D → P(N), with observe(u) interpreted as the set of objects

that domain u may observe, and
5. alter : D → P(N), with alter(u) interpreted as the set of objects whose

values domain u is permitted to alter.

We call the pair (M, AC) a system with structured state. For a system with
structured state, define for each domain u ∈ D, an equivalence relation on the
states S of M , of observable content equivalence, by s ∼oc

u t if contents(s, n) =
contents(t, n) for all n ∈ observe(u). That is, two states are related for u if
they are identical with respect to the values of objects that u may observe.

The following conditions are a variant of Rushby’s “Reference Monitor” con-
ditions.
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WAC1. If s ∼oc
u t then obsu(s) = obsu(t) .

WAC2. For all actions a, states s, t and objects n ∈ alter(dom(a)), if
s ∼oc

dom(a) t and contents(s, n) = contents(t, n) then contents(s · a, n) =
contents(t · a, n).
WAC3. If contents(s · a, n) 
= contents(s, n) then n ∈ alter(dom(a)).

Intuitively, WAC1-WAC3 capture the conditions under which the machine oper-
ates in accordance with the intuitive interpretations of the structure AC. WAC1
and WAC3 are identical to Rushby’s RM1 and RM3, respectively. WAC1 says
that a domain’s observation depends only on the values of the objects observable
to it. WAC2 (a modification of Rushby’s condition RM2) says that if an action
in domain u is permitted to change the value of an object n, then the new value
of n depends only on its old value and the values of objects of domain u. WAC3
says that if an action can change the value of an object, then the domain of that
action is in fact permitted to alter that object. We call the pair (M, AC) a weak
access control system if it satisfies WAC1-WAC3. We say that M admits a weak
access control interpretation if there exists an access control structure AC such
that (M, AC) is a weak access control system.

Plainly, if there is an object that domain u may alter and domain v may
observe, then information flow from domain u to v cannot be prevented. We say
that a policy � is consistent with a weak access control system if the following
condition is satisfied:

AOI. If alter(u) ∩ observe(v) 
= ∅ then u � v.

Write uf(M) for the unfolding of a system M : this is a bisimilar system in
which states record the entire history, but which otherwise behaves exactly like
M — we refer to [13] for details. The following result is shown in [13].

Theorem 3. The following are equivalent

1. M is TA-secure with respect to �,
2. uf(M) admits a weak access control interpretation consistent with �.

Moreover, if M admits a weak access control interpretation consistent with �,
then so does uf(M) (hence M is TA-secure).

This result shows that TA-security captures, in a precise sense, the notion of
information flow security that may be enforced by access control mechanisms.

We now consider the interaction of refinement and access control structure.
Suppose that M is a system for the set of domains D1, with access control struc-
ture AC1 = (N1, V1, contents1, observe1, alter1) with respect to which M is a
weak access control system. Let r : (D1, �1) → (D2, �2) be a refinement map-
ping. Define r(AC1) = (N2, V2, contents2, observe2, alter2) to be the access
control structure given by

1. N2 = N1 and V2 = V1 and contents2 = contents1,
2. observe2(u) = ∪v∈r−1(u) observe1(v),
3. alter2(u) = ∪v∈r−1(u) alter1(v).
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Intuitively, AC2 has the same set of objects, with the same contents at each state
of M as in AC1, and each domain of D2 observes and alters the objects in all
of its subdomains in D1. The following result shows that weak access control
structure is preserved under architectural refinement.

Theorem 4. Let r : (D1, �1) → (D2, �2) be a refinement mapping.

1. If (M, AC1) is a weak access control system then (r(M), r(AC1)) is a weak
access control system.

2. If AC1 is consistent with �1 then r(AC1) is consistent with �2.

It is worth noting that we could also work with a more refined notion of access
control structure in which the functions alter and observe take as inputs the
actions of a system M (rather than the domains.) Intuitively, this amounts to
specifying constraints on the objects that each action is permitted to read and
write. We will call an access control structure of this type an action-based access
control structure, and refer to the former type as a domain-based access control
structure.

Given AC = (N, V, contents, observe, alter), an action-based access con-
trol structure over actions A, and a domain mapping dom : A → D, we may
construct AC/dom = (N, V, contents, observe′, alter′), a domain-based access
control structure, by defining

observe′(u) = ∪{observe(a) | a ∈ A, dom(a) = u}

and
alter′(u) = ∪{alter(a) | a ∈ A, dom(a) = u}.

Given a system M , with domain u, let ∼oc
u be the relation defined above, with

respect to AC/dom, and for an action a define the relation ∼oc
a on the states of

M by s ∼oc
a t if contents(s, n) = contents(t, n) for all n ∈ observe(a).

The semantic conditions defining an action-based access control system can
now be stated as a variant of WAC1-WAC3.

WAC1a. For u ∈ D, if s ∼oc
u t then obsu(s) = obsu(t) .

WAC2a. For all actions a, states s, t and names n ∈ alter(a), if s ∼oc
a t and

contents(s, n) = contents(t, n) then contents(s·a, n) = contents(t·a, n).
WAC3a. If contents(s · a, n) 
= contents(s, n) then n ∈ alter(a).

Intuitively, WAC1a says that the observations of a domain depend only on the
contents of objects that actions in that domain may observe. The remaining
conditions are similar to the domain-based versions, except that we work at the
level of actions rather than domains.

Proposition 1. If M satisfies WAC1a-WAC3a with respect to the action-based
access control structure AC and �, then M satisfies WAC1-WAC3 with respect
to AC/dom and �.
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Example 3. To illustrate the interaction of architectural refinement and the im-
plementation of architectures using access control structure, we reconsider the
refinement of Example 2. As a further step of refinement towards the implementa-
tion of the system, we choose to implement architecture B using an action-based
access control structure (N, V, contents, observe, alter). The set N consists of
the following objects:

1. local states l1, l2, h1, h2, d, hdb for L1, L2, H1, H2, D, HDB, respectively,
2. high level files f1, f2

3. input buffers hin, dinh, dinl, lin for messages to H , D and L. (In the case of
D, we have separate buffers dinh and dinl to receive communications from
H and L respectively — this allows the sender to receive acknowledgements
without creating a covert channel from H to L.)

The table in Figure 2 gives the actions associated to each domain, and the
functions observe and alter.

Domain Actions observe alter Purpose

Li, i = 1, 2 request(Li) li dinl, li request information from D
send(Li, H) li hin, li send information to H
get(Li) lin lin, li read L input buffer
internal(Li) li li local computation

D geth(D) dinh dinh, d read D input buffer from H
getl(D) dinl dinl, d read D input buffer from L
query(D) d d, hdb send query to H database
respond(D) d d, lin send response to L request
internal(D) d d local computation

Hi, i = 1, 2 request(Hi) hi hi, hdb send query/update to HDB
internal(Hi) hi hi local computation

HDB get(HDB) hin hin, hdb read H input buffer
respond(HDB, Hi) hdb, f1, f2 hi, hdb respond to Hi request
respond(HDB, D) hdb, f1, f2 d, hdb respond to D request
internal(HDB) hdb, f1, f2 hdb, f1, f2 local computation

Fig. 2. Actions of an access control system

Finally, we define observations in the system using the pairs (Li, {li}), (D, {d}),
(Hi, {hi}), (HDB, {hdb, f1}). Here the first component of a pair gives u, and
Ou(s) is defined to be the sequence of values contents(s, n) where n is an
element of the second component. Note that we have not made f2 observable
- this might represent, e.g., that f2 is used for internal data structures of the
database and is not visible at the interface of the database.

It is straightforward to check that this action-based access control structure
induces a domain-based access control structure that is consistent with the policy
of B. Thus, by Theorem 3, any system M for this access control structure that
satisfies the conditions WAC1a-WAC3a is TA-compliant with B. Further, using
either the preservation of TA-compliance under refinement (Theorem 2), or the
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preservation of access control structure under refinement (Theorem 4) and then
Theorem 3, it also follows that r(M) is TA-compliant with A. Here r(M) is the
system where the observations are defined by the pairs (L, {l1, l2}), (D, {d}) and
(H, {h1, h2, hdb, f1}).

Note that this result applies to a class of systems, as we have not yet defined a
unique system. To do so we would need to also give the values V , and define the
effect that actions have on states. Once this is done, one way to ensure WAC2a

and WAC3a might be by using static analysis to verify that the code implement-
ing an action a reads only from observe(a) and writes only to alter(a). ��

6 Related Work

To the best of our knowledge, our work is the first consideration of the relation-
ship between architectural refinement and intransitive noninterference. However,
both formal theories of architecture refinement and refinement of noninterference
security properties have been presented in the past.

In general,work on architectural refinement [18,2] is concernedwithbehavioural
notions of refinement, and has not taken security into account. An interesting ex-
ception is a sequence of papers by Moriconi et al., [16,14], who develop a very ab-
stract formal account of architecture refinement in which architectural designs are
represented as logical theories and refinement is treated as a mapping of the sym-
bols of the abstract theory to those of the concrete theory that must satisfy the
logical condition of being a faithful interpretation. In order to apply this account
to a particular type of architectural design notation, it is necessary to concretize
the abstract theory by giving both a syntax for the architectural elements in the
notation, and to develop a logical theory that represents the semantics of this nota-
tion. (E.g. this is done in [14] for dataflowand shared-memoryarchitectural styles.)
In [15], the framework is applied to establish security properties of a number of
secure variants of the X/Open Distributed Transaction Processing architecture.
The security policy considered here is the Bell La-Padula policy [3], which lacks
the kind of information flow semantics that we have studied here, although it can
be related to noninterference for transitive policies [21]. It is not clear whether a
concretization of the Moriconi et al. theory could be developed that would enable
it to represent the content of our results, but this would be an interesting topic for
further study. Zhou and Alves-Foss [25] have also proposed a number of architec-
ture refinement patterns for Multi-Level Secure systems development, but do not
provide any formal semantics for their work.

That we have obtained positive results concerning refinement of security prop-
erties may be surprising to those familiar with the literature on formal security
properties, where it is folklore that such properties are not preserved under re-
finement [9], a fact known as the “refinement paradox”. However, our notion of
refinement differs from the notions of refinement usually studied. Refinement is
usually understood as a reduction in the set of possible behaviours of the sys-
tem, which would be contrary to our assumptions that systems are input-enabled
(actions always enabled) and deterministic.
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It is possible to identify conditions under which reduction of the possible
behaviours of a system preserves information flow security properties. Jacob [9]
presents a method in which an insecure system is first developed using a standard
refinement methodology for functional properties, then made secure by a further
deletion of behaviors in a fixpoint calculation. It is not guaranteed that this
last step terminates, nor that it produces a useful system. Mantel [11] defines
refinement operators that take as input a secure system, a set of transitions to
be disabled, and a type of unwinding relation on the system that establishes
the security property. The operators produce as output a refined system, as well
as a new unwinding relation that establishes the security of the refined system.
This is achieved by either disabling transitions other than those requested, or by
maintaining some transitions whose disablement was requested. He considers a
richer notion of information flow policy than we have treated, but with respect to
a semantics that seems appropriate only for transitive policies. The practicality
of these approaches has not been established.

A number of authors have also identified sufficient conditions under which
data-refinement preserves transitive information flow policies [7,17]. Bossi et al.
[5] develop conditions under which refinement of process algebra terms preserves
bisimulation-based information flow security properties using a simulation-based
notion of refinement. Only the two-domain policy L � H is considered in this
work. Roscoe [20] defines Low-determinism, a very strong notion of security,
which is always preserved under refinement, but at the cost of a significantly
restricted range of applicability. Some recent works have also sought to overcome
the refinement paradox by drawing a distinction between specification-level non-
determinism and non-determinism that is inherent in a system, with the latter
preserved under refinement [23,10,4]. These works also typically have confined
their attention to the two-domain policy.
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Abstract. Injection attacks and their defense require a lot of creativity
from attackers and secure system developers. Unfortunately, as attackers
rely increasingly on systematic approaches to find and exploit a vulner-
ability, developers follow the traditional way of writing ad hoc checks
in source code. This paper shows that security engineering to prevent
injection attacks need not be ad hoc. It shows that protection can be
introduced at different layers of a system by systematically applying
general purpose security-oriented program transformations. These pro-
gram transformations are automated so that they can be applied to new
systems at design and implementation stages, and to existing ones during
maintenance.

1 Introduction

Keeping systems secure is a game with a moving target. There are no bounds
on either the creativity of attackers in finding new vulnerabilities, or the cre-
ativity of secure system developers in writing patches to remove them. Since the
same vulnerability affects many types of software, attackers can use various tools
and be systematic in their approach. In contrast, writing patches is an ad hoc,
manual activity. For example, Bugtraq [5] lists 28 instances of buffer overflow
vulnerabilities affecting software from 22 different vendors in the first week of
September 2008. At least 17 of these incidents occur due to the use of unsafe
functions and the common fix is to validate the input or replace the function.
Despite the common problem and solution, there are no general purpose tools
that these developers can use. Moreover, developers work under time pressure
and write patches that are specific to a reported vulnerability. For example, Bug-
traq lists 32 instances of data injection vulnerabilities in Microsoft Word 2000.
Each time developers created a patch to remove the specific vulnerability, only
to let the same vulnerability resurface later in another part of the program. The
ad hoc nature of security engineering gives an attacker an advantage.

This paper shows that it is possible to think of applying security in terms
of general purpose program transformations. Our previous work [14] introduced
the concept of security-oriented program transformations and how using trans-
formations could overcome the problems of traditional approaches of security
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engineering. This paper describes how to use security-oriented program trans-
formations to protect systems from data injection attacks.

OWASP [28] lists 18 variants of data injection attacks that target different
programming environments, e.g. SQL injection attack affects a database access
language, LDAP injection attack affects a directory access protocol, cross site
scripting (XSS) injects malicious code through an HTTP payload, etc. Buffer
overflow attack and format string attack are also variants of injection attacks.
Overall, injection attacks are the source of most attacks, posing the most insid-
ious threat to modern software.

Current works on data injection attacks focus on three broad classes of at-
tacks: SQL injection, cross site scripting, and buffer overflow. Many sophisticated
static and dynamic analysis tools are available for automatically detecting in-
stances of these data injection vulnerabilities in the source code. Most of these
solutions stop one step short of solving the problem, because they still require
a programmer to manually add security checks in the program to prevent the
attack. People are bad at repetitive manual tasks – computers are much better.

We are interested in automated, general purpose program transformations
that remove security threats from programs. This paper introduces eight pro-
gram transformations to combat data injection attacks and describes three of
them in detail. The first one is an architectural transformation that centralizes
input checks at the system entry point. The second is a program-level trans-
formation that applies multiple policies to validate data variables. Our third
example, following the defense in depth principle [36], replaces the use of unsafe
library functions that cause various injection attacks with safe functions. In all
these transformations, developers specify the policy (e.g. specify where to add
an input validation component, which filters to add to validate input, which
unsafe functions to replace), while the mechanism is executed automatically by
the transformation.

This paper makes the following contributions:

• We present a suite of security-oriented program transformations to counter
data injection attacks.

• We differentiate the steps of applying a program transformation that are
part of an automated tool (mechanism) from the steps that are done man-
ually (policy). This separation of policy from mechanism makes eliminating
security threats more systematic.

• We demonstrate these security-oriented program transformations by building
proof-of-concept tools and using them to remove injection vulnerabilities from
existing programs.

The next section introduces security-oriented program transformations. Then
we describe the security-oriented program transformations that add protection
against data injection attacks. We discuss three example program transforma-
tions in detail. This is followed by a discussion on the diversity of input valida-
tion policies supported by these transformations. Finally, we discuss how general
purpose tools can be built to automate the program transformations.
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2 Security-Oriented Program Transformation

A program transformation is a function that maps programs to programs. A
security-oriented program transformation maps programs to security-augmented
programs, i.e. it introduces a security solution to make programs more secure. We
have compiled forty four security-oriented program transformations [14]. For their
short description, see http://netfiles.uiuc.edu/mhafiz/www/sopt.pdf

Program transformations are “general purpose”, but no transformation will
work with every program. They usually expect a certain programming language
or a certain platform, because the exact details are language-specific. By general
purpose transformations, we mean that a transformation for a certain program-
ming language should be applicable to all programs written in that language.

Our security-oriented program transformations make structural changes that
do not depend on detailed understanding of the application logic. This prop-
erty makes them similar to refactoring [12], altering the internal structure of
code without changing its external behavior. Both refactoring and security-
oriented program transformations are types of program transformations. How-
ever, security-oriented program transformations are not behavior-preserving the
way refactorings are. A security-oriented program transformation preserves the
correct behavior and fixes the incorrect behavior caused by a security vulnera-
bility. Our program transformations are behavior-preserving when the system is
used correctly; they preserve the good path behavior. Only attackers see change
in the behavior, because security-oriented program transformations eliminate
the source of vulnerabilities the attackers want to exploit.

Security-oriented program transformations could be automated, because they
separate policy from mechanism. To use a security-oriented program transforma-
tion, a developer has to follow three steps–1) identify the program points where to
apply a transformation, 2) determine which transformation to apply, and 3) use
a tool to automatically transform the program. The first two tasks are manual;
a developer identifies where to apply a transformation and which transformation
to apply. Usually, a developer supplies these parameters to a program transfor-
mation with a manual specification. For example, a program transformation that
adds checks to validate input variables requires that the developer specify input
validation policies. The transformation does not determine which inputs to vali-
date nor which input validation policies to apply. A developer manually specifies
these. A developer’s specification is the policy. The tools implement the mecha-
nism; they automatically execute structural changes. With this separation, pro-
gram transformations can automate new security protections without encoding
deep understanding of program behavior in the transformation.

All of our program transformations separate policy from mechanism in this
way. For each program transformation, we describe what a developer has to
specify and what the tool does to apply the changes.

Each program transformation is different; so is the implementation strategy
of a transformation tool. The strategy depends on the context (language and/or
platform). This paper focuses on describing the mechanism of each program
transformation. We comment on the implementation issues in section 8.
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3 Program Transformations to Prevent Injection Attacks

This paper concentrates on eight program transformations (from our list of forty
four1) that could be used to prevent various types of data injection attacks.
Table 1 lists these transformations. Our description of the mechanics of each
transformation has two parts: 1) what a developer needs to specify and 2) what
structural changes are made by the transformation.

Suppose Alice, a developer who wants to secure a system from SQL injection
attacks, has these transformations available. She need not write input validation
checks manually. These checks follow some input validation policies to determine
if an input is valid; some actively rectify an input to make it valid2. With program
transformations, Alice can specify what validation policies to apply, while a
transformation would automatically add filters that implement the policies.

Suppose Alice wants to factor out validation policies that are common for
all inputs and apply them on data as they enter the system. She would specify
the system entry points and apply an Add Perimeter Filter architectural trans-
formation that would create a policy enforcement point to validate all incoming
inputs. Some policies are specific to each input. Both common and input-specific
policies would have to be applied to an input variable. A Decorated Filter trans-
formation adds a series of filters to an input variable to apply a group of policies.

It might be impossible to completely filter all malicious inputs. In that case,
Alice could use safe functions that are designed to robustly handle malicious
data. She could apply a Safe Library Replacement transformation to replace all
instances of unsafe library functions in a program with safe library functions.

These transformations modify user inputs which might lead a program to an
invalid state. Alice could apply an Exception Shielding transformation to add ex-
ceptions to handle the aberrant states. The transformation additionally replaces
the error messages with a generic error message to hide internal information.

Other transformations limit the consequences of injection attacks. To prevent
data corruption of important files, Alice could apply a chroot Jail transformation
to run a program in a constrained environment. Some data corruption attacks
originate when multiple processes write to a system file with a faulty file locking
mechanism. Here, Alice could use an Unique Location for each Write Request
transformation that modifies a program to use individual files instead of sharing.

Finally, a system should securely keep log and audit data for forensics. Alice
could apply two architectural transformations, Add Audit Interceptor and Secure
Logger, to introduce components that perform these tasks securely and reliably.

Some of our transformations are architectural, while some apply at the pro-
gram level. Some are programming language or platform specific, e.g. an Ex-
ception Shielding transformation applies to programs written in languages that
support exceptions. Some program transformations apply to the source code,
while some apply to binaries. Some transformations are less conventional. For
example, a chroot Jail transformation makes very few changes to a program’s

1 The list is available at http://netfiles.uiuc.edu/mhafiz/www/sopt.pdf
2 We use the term validation to mean both active and passive validation.
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Table 1. Security-oriented program transformations to prevent injection attacks

Name Problem Mechanics of Transformation
1. Add Audit How can you make it Developer specifies where to intercept data to

Interceptor easy to add and change audit, and how to create audit data.
auditing events? Transformation adds a component that intercepts

requests and responses, and creates audit events.
2. Add How can you enforce input Developer specifies where the input is

Perimeter validation policies on incoming checked and what are validation policies.
Filter data? Transformation adds a policy enforcement

component and delegates requests to it.
3. chroot Jail How can you prevent an Developer specifies the constrained environment

attacker from corrupting for a program.
important files ? Transformation creates a jail environment for

a process and runs it inside a chroot jail.
4. Decorated How can you apply multiple Developer specifies the target input and

Filter input validation policies? validation policies.
Transformation adds a decorator [13] to the input.

5. Exception How can you preserve Developer specifies exception type and
Shielding application behavior when insertion point.

rectified user inputs cause Transformation inserts exception, and obfuscates
an unexpected state? the error message produced by the exception.

6. Safe How can you prevent injection Developer specifies the unsafe functions and
Library attacks when sanity checks fail safe alternatives.
Replace- to sufficiently validate inputs Transformation searches and replaces unsafe
-ment and the function that uses the functions with safe functions.

inputs are also vulnerable?
7. Secure How can you ensure that Developer specifies the messages to log, and

Logger system events are logged policies to retain confidentiality and integrity.
timely and in a secure manner? Transformation adds a logging component

that encrypts and signs logged data.
8. Unique How can you prevent data Developer specifies the section of a program that

Location corruption caused by writes to a shared file and new file creation policy.
for each insufficient locking mechanism Transformation modifies the write request so
Write when multiple processes that a new file is created for each write request.
Request write to the same file?

source code or binary. Instead, it transforms the runtime environment of a pro-
gram to create a jail environment and then run the program inside the jail.

The next three sections describe three example security-oriented program
transformations: Add Perimeter Filter, Decorated Filter and Safe Library Re-
placement. To describe the transformations, we have augmented Fowler’s for-
mat [12] for describing refactoring.

4 Add Perimeter Filter Transformation

You want to scan and check incoming data for malicious content before it is used
in the system.

Add a policy enforcement point at the system entry point to validate data.

4.1 Motivation

For every application, there are some input validation policies that are common
for all inputs. Writing checks for these policies for every input variable duplicates
a lot of code. One way of eliminating duplication is to move the checks at the
application entry point inside a policy enforcement point component.
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However, there are policies that are either input-specific or require knowledge
of the business logic; these policies cannot be factored out.

4.2 Pre-condition

A program with the following characteristics benefits from this transformation.

• There are systemwide policies applicable to all incoming data and the policies
can be enforced without knowledge of the business logic.

• Program has a few entry points. Before applying this transformation, a de-
veloper could apply a Single Access Point transformation (part of our larger
catalog of forty four transformations) to minimize the number of entry points.
A Single Access Point transformation makes a Façade [13] in the object-
oriented world or introduces a wrapper component with the same API.

4.3 Mechanics

A developer specifies where to insert a perimeter filter and what policies to apply.
The program transformation adds a secure base action component [32] that

acts as a policy enforcement point [3]. A secure base action component central-
izes authentication, authorization and input validation functionality; here we
concentrate on input validation. The transformation creates a policy validation
component [32] that contains the filters implementing input validation policies.
The program transformation adds a request at the entry point to delegate in-
put validation to the secure base action component which then passes the input
through the filters to validate the input.

4.4 Example

Figure 1 shows the transformation applied to a Java program. A developer spec-
ifies the insertion point which, in this example, is a JSP or Servlet front con-
troller [1]. A developer also specifies a list of policies.

The transformation creates the SecureBaseAction class as a policy enforce-
ment point and the InterceptingFilter class that contains the Filters. User
inputs are passed to SecureBaseAction, which validates by passing inputs
through a series of filters.

Fig. 1. Applying Add Perimeter Filter transformation
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4.5 Towards a Perimeter Filter Transformation Tool

A special tool is not needed to perform tasks like adding a new class, creating
a superclass and delegating tasks. These are examples of refactorings [12] for
which tools are already available in many programming platforms.

The part that is harder to automate is creating filters from user specification.
A tool should contain a library of filters that can be used directly or customized
using parameters. A developer should also be able to extend the library. Section
7 discusses the various types of policies that could be applied.

5 Decorated Filter Transformation

You want to apply multiple policies to an input variable.

Validate an input variable by decorating it with a series of filters implementing
the policies.

5.1 Motivation

Programmers determine a comfort zone [29] of inputs and write checks to prevent
inputs outside the zone. Mistakes in writing checks is very common. In the first
week of September 2008, Bugtraq lists 34 SQL injection and 21 XSS attack
instances that could be solved by more stringent input validation.

Replacing manual checking with automated tools increases programmer effi-
ciency because they can concentrate on policies rather than the mechanism of
implementing checks.

5.2 Preconditions

This transformation applies to object-oriented programs. A program with the
following characteristics benefits from a Decorated Filter transformation.

• The program has injection vulnerabilities originating from unsafe inputs.
Inputs are incompletely or incorrectly checked.

• There are attack patterns that can be used as a basis to implement the
validation policies.

• Rectification policies do not transform valid inputs.

5.3 Mechanics

A developer specifies the target input variable and the policies to be applied.
The program transformation adds the policies to an input variable by using

Decorators [13]. Figure 2 describes how a string variable is decorated with poli-
cies that remove SQL injection attack vectors. The string input variable becomes
encapsulated in the abstract AbstractStringContainer class. Its concrete in-
stance UnsafeString becomes the target of input validation policies.
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Fig. 2. Class diagram describing policies to apply on an unsafe string

5.4 Example

We have written a proof-of-concept Eclipse plugin to apply SQL injection preven-
tion policies to Java programs. A programmer specifies the variable to validate as
well as the policies. We illustrate the transformation with an insecure program.

An insecure program instance. Class DBConnect contains a method for
querying a database and showing the result (showData). The showData method
reads input from standard input (line 7), and prepares the query and executes
it (lines 9–16). The database contains a single table named users, with three
fields for storing user id, user name and password.

1 import java.sql.*;
2

3 public class DBConnect {
4 ...
5 public void showData() {
6 ...
7 String username = stdin.readLine();
8 ...
9 try {

10 stmt = connection.createStatement();
11 resultSet = stmt.executeQuery("select * from users " +
12 "where username = ’" + username + "’");
13 } catch (SQLException e) {
14 e.printStackTrace();
15 }
16 }
17 }

Attacking this program is straightforward. A malicious user enters as input
the string “’ or ‘1’=‘1”. The resulting query is,

select * from users where username = ‘’ or ‘1’=‘1’
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Applying the transformation. In the example program, we have applied
policies to remove AND and OR from user inputs (see figure 2).

The resulting code is shown here with the changes highlighted.

import java.sql.*;
import model.PolicyDecorator;
import model.UnsafeString;
import model.sqlpolicy.SQLPolicyRemoveOr;
import model.sqlpolicy.SQLPolicyRemoveAnd;

public class DBConnect {
...
public void showData() {

...
UnsafeString username = new UnsafeString();
try {

username.setStr(stdin.readLine());
} catch (IOException e1) {

...
try {

stmt = connection.createStatement();
PolicyDecorator policy = new SQLPolicyRemoveAnd(new SQLPolicyRemoveOr(username));
resultSet = stmt.executeQuery("select * from users " + "where username = ’" +

policy.convert().getStr() + "’");
} catch (SQLException e) {

e.printStackTrace();
}

}
}

5.5 Towards a Decorated Filter Tool

Applying filters as decorators is an instance of moving embellishment to deco-
rator [23] refactoring. A tool should additionally contain a library of filters and
should be extensible. We discuss the diversity of validation policies in section 7.

6 Safe Library Replacement Transformation

You have a program that uses a function that might cause data injection at-
tacks if it receives an insufficiently validated input. You want to ensure that the
program is not vulnerable to injection attacks.

Replace unsafe functions with safe functions that are not vulnerable even if
malicious data is injected.

6.1 Motivation

Bugtraq lists 28 buffer overflow vulnerabilities in the first week of September
2008. We could not analyze 9 instances that affect proprietary software. 17 of
the remaining 19 instances can be solved by replacing unsafe string functions
with safe functions. In the remaining two cases, buffer overflow vulnerabilities
originate from direct manipulation of pointers.

Many sophisticated static [35,38] and dynamic [7,18] analysis tools are avail-
able for detecting vulnerable functions that lead to buffer overflow attacks. To
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prevent buffer overflow, programmers write checks or use safe buffer handling
functions that check buffer bounds before performing an operation. Some of
these functions trim the resultant destination buffer to fit its size [19,25], while
other functions dynamically resize the destination buffer [24,21].

Usually, programmers manually search and replace library functions. We asked
the developers of the top ten most active projects of all time in sourceforge.net
[31] about their development approach. Six projects use C or C++ as one of the
languages, three use PHP and one uses Java. In five out of six C/C++ projects,
programmers initially used unsafe strcpy and strcat functions, but manually
changed to safer C/C++ string libraries later.

Manual changes are error-prone. This method does not scale for large projects.
For example, Ghostscript (about 350 KLOC) is a medium size program, but
its programmers have replaced only a small part of its unsafe functions with
safe functions. A program transformation automatically replaces all instances of
unsafe string functions.

6.2 Preconditions

A program with the following characteristics benefits from a library replacement
transformation

• Program uses an unsafe function for which safe alternatives are available.
• Filters in a program fail to sufficiently validate input.

6.3 Mechanics

For each unsafe function, a developer specifies the alternative safe function and
the library that includes the function.

The program transformation finds all functions that need to be replaced.
It replaces unsafe functions with suitable alternatives in all source files. It adds
information about the new library to configuration files so that the new program
compiles. Table 2 lists some unsafe functions that cause buffer overflow attacks
in C/C++ and their safe alternatives. Safe alternatives exist for other unsafe
functions, e.g. gets, memcpy, getenv, memmove, scanf, printf, etc.

Table 2. Some unsafe functions and their safe alternatives

Unsafe string functions Safe string functions
g strlcpy from glib library [25],
astrcpy, astrn0cpy from libmib library [11],

strcpy(3), strncpy (3) - Copy string strcpy s from ISO/IEC 24731 [20]
char *strcpy (char *dst, const char *src); gsize g strlcpy (gchar *dst, const gchar *src, gsize dst size);

char *strncpy (char *dst, const char *src, size t num); char *astrcpy (char **dst address, const char *src);

char *astrn0cpy (char **dst address, const char *src, int num);

g strlcat from glib library [25],
astrcat, astrn0cat from libmib library [11],

strcat(3), strncat(3) - Concatenate string strcpy s from ISO/IEC 24731 [20]
char *strcat (char *dst, const char *src); gsize g strlcat (gchar *dst, const gchar *src, gsize dst size);

char *strncat (char *dst, const char *src, size t num); char *astrcat (char **dst address, const char *src);

char *astrn0cat (char **dst address, const char *src, int num);
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6.4 Example

We have written a proof-of-concept Perl script to search and replace strcpy and
strcat functions and applied it to two open source C programs.

Details of the script. The script transforms three types of files.

• Source Code. It replaces strcpy and strcat functions with g strlcpy and
g strlcat functions from the glib 2.0 library. It uses malloc usable size
and sizeof functions to calculate the size of heap buffers and stack buffers.
Our code identifies the source and destination parameters by pattern match-
ing. Two patterns are illustrated in Table 3.

• Makefiles. The modified program has to compile correctly. The quickest fix
is to include the library during link time. The script modifies Makefiles by
replacing the pattern gcc with gcc `pkg-config --libs glib-2.0`.

• Configuration Files. It transforms config.status the same as Makefiles.

Table 3. Patterns for strcat and strcpy functions

Patt. Name Parameters Search Pattern Replacement Pattern
1. Function Two parameters each strcpy (dst, src); g strlcpy (dst, src, sizeof(dst));

with two of which are variables
variables

2. Function Any of the parameters strcpy (*dst + index, g strlcpy (*dst + index, src,
with have pointer arithmetic src); malloc usable size(*dst) - index);
pointer with integer
arithmetic

Case studies. We have used the Perl script on two open source C programs:
a pdf/ps file viewer (gv) and a compression library (zziplib). These programs
have recent buffer overflow exploits [8,9], and the exploit codes are available.

gv version 3.6.2 has 46 C files with 27000 lines of code. There are 37 strcpy
and 51 strcat instances in the source code. Our script replaces 86 of these 88
instances. Patterns used in our script are not sophisticated enough to replace
the two remaining cases; we manually changed those functions. The script also
changes 4 lines in the configuration file.

zziplib version 0.13.47 has 7346 lines of code in 33 C files. The script changes
all 5 instances of strcpy and strcat. Also, it changes the Makefile in 15 places.

In both cases, the resultant programs do not have buffer overflow vulnerability.
They compile correctly, pass all tests, and exhibit the same behavior.

6.5 Towards a Safe Library Replacement Tool

Our proof-of-concept tool performs string matching on source code. A commer-
cial quality tool must use a more traditional design with more robust static and
dynamic analysis, perhaps a special purpose transformation language such as
TXL [6], Stratego/XT [37] and CIL [27]. A step in this direction is the Gemini
tool [10]. Gemini, written in TXL, applies a different transformation than ours.
Instead of replacing functions, it transform all stack-allocated buffers in a C
program to heap-allocated buffers, because exploiting a heap overflow is more
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difficult. Gemini does not completely remove the vulnerability, but its use of a
special purpose program transformation language is a step in the right direction.

Many safe alternatives exist for each unsafe function. Each safe function in
Table 2 uses the same source and destination buffer parameters as the unsafe
function; a size parameter is added in most cases. Another approach is to use
functions with parameters of a new type [26,15]. The string library in qmail uses
a new data structure named stralloc [15] to keep length information. To use
these functions, a program transformation replaces all instances of string with
the new data structure in addition to replacing the unsafe functions.

Safe library replacement tools are not limited to preventing buffer overflows.
SQL injection attacks can be prevented by replacing all instances of string con-
catenation based SQL queries with SQL PreparedStatement [34]. Another in-
stance of a safe function is Magicquotes or addslashes functions in PHP that
automatically escape quotes to prevent SQL injection.

7 Policies for Preventing Attacks on Data

Add Perimeter Filter and Decorated Filter transformations apply various input
validation policies to input variables. The policies differ for different injection
attacks. Table 4 lists some attacks and corresponding input validation policies.

The goal of all injections is to run code in place of data; hence most policies
remove/replace keywords and special characters. Attackers try to bypass the
checks by encoding inputs. In response, there are some checks that decode inputs
and convert them to a canonical format. In Table 4, policies 3 and 7 do so.

Another type of policy augments input with metadata. Such policies, applied
at the system entry point, mark the input and then use it for taint based injection
attack detection. WASP [17] augments a Java string with a MetaString class
to detect SQL injection; SQLCheck [33] adds marks to the beginning and end
of a Java string to detect various types of command injection; Pixy [22] adds
metadata to PHP strings to detect cross site scripting. These tools apply policies
to data twice–1) they add metadata to an input at system entry point, and 2)
they check the metadata to detect a malicious activity before the input is used.

Other policies apply static and dynamic analysis techniques to build a model
of good input and match it with the actual input before it is used. AMNESIA [16]
statically builds an NFA to model SQL statements, CANDID [2] models SQL
statements with a parse tree, while SQLRand [4] randomizes SQL keywords in
a query to detect the mixing of control and data channels. These policies decide
whether an input is good or malicious.

Not all policies are for input validation. Encryption, encoding, parity checking,
etc. can also be thought as special policies applied on data. Program transfor-
mation tools that decorate an input with filters could automate these tasks.

Some policies can be odd; they replace valid data with fabricated data. An
example is a policy that replaces error messages with a generic error message so
as to not reveal any internal information. Another odd thing about this policy:
it is applied to output data rather than input.
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Table 4. Sample policies for various transformations

Type of Example Description of Transformation
Injection Attack Policy

Searches input for SQL keyword, e.g. SELECT, AND, OR,
1. Remove SQL UNION etc. and removes the keyword.

keyword Before: ’ OR ’1’=’1
After: ’ ’1’=’1

2. Escape single Searches input for single quote characters and escapes them.
SQL Injection quote Before: ’ OR ’1’=’1

After: ” OR ”1”=”1
3. Decode hex Decodes any part of the input that has been encoded in hex.

encoding Before: 0x73656c656374
After: SELECT

Direct Static 4. Remove Searches input for system commands such as system, rm etc.
Code Injection commands Before: rm%20-rf%20/

After: %20-rf%20/
5. Remove & Searches and removes LDAP and (&) and or (|) character.

LDAP Injection and | Before: Alice)(|(password=”))
After: Alice)((password=”))

6. Remove Searches for <SCRIPT>...< /SCRIPT> and removes it.
<SCRIPT> Before: <SCRIPT>alert(’XSS’);</SCRIPT>
tag After: (<SCRIPT> tag removed)

Decodes UTF-8 encoding in code.
Cross Site Before: <IMG SRC=&#106;&#97;&#118;&#97;&#118;
Scripting 7. Decode &#97;&#115;&#99;&#114;&#105;&#112;&#116;

UTF-8 &#58;&#97;&#108;&#101;&#114;&#116;&#40;
encoding &#39;&#88;&#83;&#83;&#39;&#41;>

After: <IMG SRC=”javascript:alert(’XSS’);”>

The use of policies is a property of program transformations that distinguishes
them from refactoring. Although both take user specification and make struc-
tural changes, a refactoring only needs to know the abstract syntax tree of a
program to make the change [30]. In contrast, a security-oriented program trans-
formation needs to additionally know the artifacts that make the behavioral
change. For example, an Add Perimeter Filter transformation needs to know
about the library of filters to use to change program behavior.

A Decorated Filter transformation might include input validation policies that
must be applied in a particular order. The policies that canonicalize input are
applied before any other policies. Some other policies might keep the order in-
formation. For example, if an input is encrypted before the calculation of its
message digest, it is to follow a reverse order when it is decrypted. An auto-
mated tool for the transformation can encapsulate these structural details.

As new kinds of security threats continue to appear, even systems that meet
high security standards today will eventually require updates; they will need
security-oriented program transformations. To cope with requirement changes,
organizations will have to modify existing policies or create new ones. Thus poli-
cies used by a program transformation should be parameterizable and extensible.

8 Tools for Security-Oriented Program Transformations

None of the security-oriented program transformations described in this paper
require deep analysis of the program being transformed. They share many struc-
tural similarities with refactorings and can probably be implemented similarly.
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Some of the transformations in this paper insert subroutine calls into a
program. These could be implemented using an aspect-oriented programming
language. Others rearrange the structure of the program. These are more like
refactorings, and would be hard to implement using aspects. Safe Library Re-
placement matches a set of code patterns representing calls to an old library,
and replaces them with code that calls a new library. It seems unlikely that this
could be implemented using an aspect-oriented language. All these transforma-
tions can probably be implemented by a code transformation language such as
TXL [6] and Stratego/XT [37], or a framework for implementing refactorings.

All the program transformations are platform dependent, at least to the extent
that they depend upon the language of the program being transformed, and
perhaps on the operating system (chroot Jail) or the libraries (Safe Library
Replacement). Frameworks for refactoring are also platform dependent, as are
most of the languages for writing program transformations.

It is unreasonable to expect researchers to build such tools for every platform.
Building a tool for a single application is usually not cost effective, so it is
unreasonable to expect application developers to do it. This will need to be
done by platform and tool vendors, who can amortize the cost over many users.

9 Conclusion

Keeping systems secure requires constantly improving them. Security-oriented
program transformations are a repeatable, systematic approach to eradicating
system vulnerabilities. This paper focuses on data injection attacks, but the idea
can be applied to other areas of vulnerability. Security-oriented program trans-
formations have the potential to enable security engineers to develop policies
and let a tool apply those policies. This will blend human creativity with the
thoroughness of the computer.
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Abstract. Software vendors are increasingly concerned about mitigat-
ing the security risk of their software. Code quality improvement is a tra-
ditional approach to mitigate security risk; measuring and reducing the
attack surface of software is a complementary approach. In this paper, we
apply a method for measuring attack surfaces to enterprise software writ-
ten in Java. We implement a tool as an Eclipse plugin to measure an SAP
software system’s attack surface in an automated manner. We demon-
strate the feasibility of our approach by measuring the attack surfaces
of three versions of an SAP software system. We envision our measure-
ment method and tool to be useful to software developers for improving
software security and quality.

1 Introduction

There is a growing demand for secure software as we are increasingly dependent
on software in our day-to-day life. Software vendors have traditionally focused
on improving code quality for improving software security and quality. The code
quality improvement effort aims toward reducing the number of security vulner-
abilities in software. In practice, however, building large and complex software
devoid of vulnerabilities remains a very difficult task. Software vendors have to
embrace the hard fact that their software will ship with both known and future
vulnerabilities in them and many of the vulnerabilities will be discovered and
exploited. They can, however, minimize the risk associated with the exploita-
tion of these vulnerabilities. One way to minimize the risk is by reducing the
attack surfaces of their software. A smaller attack surface makes the exploita-
tion of the vulnerabilities harder and lowers the damage of exploitation, and
hence mitigates the security risk. As shown in Figure 1, the code quality effort
and the attack surface reduction approach are complementary; a complete risk
mitigation strategy requires a combination of both.

Michael Howard of Microsoft introduced the notion of Relative Attack Sur-
face Quotient (RASQ) for the Windows operating system [1]. Pincus and Wing
generalized Howard’s notion and measured the attack surfaces of seven versions
of Windows [2]. Their measurement method, however, was ad-hoc in nature, re-
quired a security expert (e.g., Michael Howard for Windows), and was focused on
operating systems. Manadhata and Wing of Carnegie Mellon University (CMU)
formalized Howard’s notion and proposed an abstract but systematic attack
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Fig. 1. Attack Surface Reduction and Code Quality Improvement are complementary

approaches for improving software security

surface measurement method that does not require a security expert and is ap-
plicable to a wide range of software [3].

Intuitively, a system’s attack surface is the set of ways in which an adversary
can enter the system and potentially cause damage. A larger attack surface
measurement indicates that an attacker is likely to exploit the vulnerabilities
present in the system with less effort and cause more damage to the system.
Since a system’s code is likely to contain vulnerabilities, it is prudent to reduce
the system’s attack surface measurement in order to mitigate the security risk.

To see how well our attack surface method works on enterprise-scale soft-
ware, SAP and CMU collaborated to apply CMU’s attack surface measurement
method to SAP’s platforms and business applications. Henceforth, we collectively
refer to SAP’s platforms and business applications as SAP software systems.
This collaboration suggested ways to integrate the measurement process with
software development process, not just for SAP, which we discuss in Section 6.
We describe the collaboration in the rest of this report.

2 Abstract Attack Surface Measurement Method

We briefly describe Manadhata and Wing’s abstract measurement method in
this section. Please see their technical report for details [3].

We know from the past that many attacks, e.g., exploiting a buffer overflow,
on a system take place by sending data from the system’s operating environment
into the system. Similarly, many other attacks, e.g., symlink attacks, on a system
take place because the system sends data into its environment. In both these
types of attacks, an attacker connects to a system using the system’s channels
(e.g., sockets), invokes the system’s methods (e.g., API), and sends data items
(e.g., input strings) into the system or receives data items from the system. Hence
an attacker uses a system’s methods, channels, and data items present in the
system’s environment to attack the system. We collectively refer to a system’s
methods, channels, and data items as the system’s resources and thus define
a system’s attack surface in terms of the system’s resources. Not all resources,
however, are part of the attack surface. Manadhata and Wing use the entry point
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and exit point framework to identify the resources that are part of a system’s
attack surface.

Entry Points. Each system has a set of methods. A method receives arguments
as input and returns results as output. Examples of methods are the API of a
system. A system’s methods that receive data items from the system’s environ-
ment are the system’s entry points. For example, a method that receives input
from a user or a method that reads a configuration file is an entry point. A
method m of a system s is a direct entry point if either (a) a user or a system
in s’s environment invokes m and passes data items as input to m, or (b) m
reads from a persistent data item, or (c) m invokes the API of a system in s’s
environment and receives data items as the result returned. An indirect entry
point is a method that receives data from a direct entry point.

Exit Points. A system’s methods that send data items to the system’s environ-
ment are the system’s exit points. For example, a method that writes into a log
file is an exit point. A method m of a system s is a direct exit point if either (a) a
user or a system in s’s environment invokes m and receives data items as results
returns from m, or (b) m writes to a persistent data item, or (c) m invokes the
API of a system in s’s environment and passes data items as input to the API.
An indirect exit point is a method that sends data to a direct exit point.

Channels. Each system also has a set of channels; the channels are the means by
which users or other systems in the environment communicate with the system.
Examples of channels are TCP/UDP sockets, RPC end points, and named pipes.
An attacker uses a system’s channels to connect to the system and attack the
system. Hence a system’s channels act as another basis for attacks.

Untrusted Data Items. An attacker uses persistent data items either to send
data indirectly into the system or receive data indirectly from the system. Ex-
amples of persistent data items are files, cookies, database records, and registry
entries. A system might read from a file after an attacker writes into the file.
Similarly, the attacker might read from a file after the system writes into the file.
Hence the persistent data items act as another basis for attacks on a system. An
untrusted data item of a system s is a persistent data item d such that a direct
entry point of s reads from d or a direct exit point of s writes into d.

Attack Surface Definition. By definition, the set, M , of entry points and exit
points, the set, C, of channels, and the set, I, of untrusted data items are the
resources that the attacker can use to either send data into the system or receive
data from the system and hence attack the system. Hence given a system, s, and
its environment, we define s’s attack surface as the triple, 〈M, C, I〉.

Attack Surface Measurement Method. Not all resources contribute equally
to a system’s attack surface. Manadhata and Wing estimate a resource’s con-
tribution to a system’s attack surface as a damage potential-effort ratio where
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damage potential is the level of harm the attacker can cause to the system in
using the resource in an attack and effort is the amount of work done by the
attacker to acquire the necessary access rights in order to be able to use the
resource in an attack.

In practice, we estimate a resource’s damage potential and effort in terms of
the resource’s attributes. Examples of attributes are method privilege, access
rights, channel protocol, and data item type. In case of systems implemented in
C, we estimate a method’s damage potential in terms of the method’s privilege.
An attacker gains the same privilege as a method by using a method in an attack.
For example, the attacker gains root privilege by exploiting a buffer overflow in
a method running as root and hence causes damage to the system. Similarly, we
estimate a channel’s damage potential in terms of the channel’s protocol and a
data item’s damage potential in terms of the data item’s type. The attacker can
use a resource in an attack if the attacker has the required access rights. The
attacker spends effort to acquire these access rights. Hence for the three kinds of
resources, i.e., method, channel, and data, we estimate attacker effort in terms
of the resource’s access rights. We assign numeric values to the attributes to
compute a numeric damage potential-effort ratio. We describe a specific method
of assigning numbers in Section 4.2.

Our abstract measurement method has the following three steps.

1. Given a system, s, and its environment, we identify a set, M , of entry points
and exit points, a set, C, of channels, and a set, I, of untrusted data items
of s.

2. We estimate the damage potential-effort ratio, derm(m), of each method
m ∈ M , the damage potential-effort ratio, derc(c), of each channel c ∈ C,
and the damage potential-effort ratio, derd(d), of each data item d ∈ I.

3. The measure of s’s attack surface is the triple 〈 ∑

m∈M

derm(m),
∑

c∈C

derc(c),
∑

d∈ I

derd(d)〉.

3 Measurement Method for SAP Software Systems

In this section, we walk through the steps of our method for measuring the
attack surfaces of software services written in Java. We keep our discussion
general, bringing in the specifics of the SAP application only where necessary.

In our SAP collaboration, we chose a component of the SAP NetWeaver plat-
form as the system whose attack surface is to be measured [4]. The component is
a core building block of the platform; henceforth, we refer to the chosen compo-
nent as the service. The service does not use any persistent data items and opens
only one channel, i.e., a TCP socket. Hence we only considered the method di-
mension of the attack surface in our measurement. We would, however, consider
the three dimensions of the attack surface for a generic Java system.
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3.1 Identification of Entry Points and Exit Points

An entry point of a system is a method that receives data items from the system’s
environment. A method, m, of a system, s, implemented in Java can receive
data items in three different ways: (a) m is a method in s’s public interface and
receives data items as input, (b) m invokes a method in the interface of a system,
s′, in the environment and receives data items as result, and (c) m invokes a
Java I/O library method. For example, a method, m, is an entry point if m
invokes the read method of the java.io.DataInputStream class.

An exit point of a system is a method that sends data items to the system’s
environment. A method, m, of a system, s, implemented in Java can send data
items in three different ways: (a) m is a method in s’s public interface and sends
data items as result, (b) m invokes a method in the interface of a system, s′, in
the environment and sends data items as input, and (c) m invokes a Java I/O
library method. For example, a method, m, is an exit point if m invokes the
write method of the java.io.DataOutputStream class.

Given a system, s, we generate s’s call graph starting from the methods in s’s
public interface. From the call graph, we identify all methods of s that invoke
either a method in the interface of a system, s′, in s’s environment or a Java
I/O library method. These methods are s’s entry points and exit points.

3.2 Estimation of the Damage Potential-Effort Ratio

We estimate a method’s damage potential using the method’s sources of input
data (destinations of output data). A method can receive (send) data items from
(to) three sources: an input parameter, the data store, and other systems present
in the environment. For example, a method receives data items from an attacker
as an input parameter in case of SQL injection attacks whereas the method
receives data items from the data store in case of File Existence Check attacks.
We do not use method privilege to estimate damage potential because the entire
code of the NetWeaver platform runs with the same privilege and hence we can
not make any meaningful suggestions to reduce the attack surface.

Similar to systems implemented in C, we use a method’s access rights level
to estimate the attacker effort. A typical SAP system has two different types of
interfaces: (1) public interfaces that can be accessed by all entities belonging to
any NetWeaver role and (2) internal interfaces that can be accessed by only other
components of the NetWeaver platform. Hence the methods in SAP systems can
be accessed with two different access rights levels: public access rights level for
methods in public interfaces and internal access rights level for methods in
internal interfaces.

We assign numeric values to sources of inputs and access rights levels to com-
pute numeric damage potential-effort ratios. The choice of the numbers depends
on a system and its environment. We discuss a specific way of assigning numeric
values in case of the service in Section 4.2.
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4 Implementation of a Measurement Tool

In this section, we describe a tool we implemented to measure the attack surfaces
of software systems implemented in Java. We implemented our tool as a plugin
for the Eclipse Integrated Development Environment (IDE) so that software
developers can use the tool inside their software development environment [5].
We show a screen shot of our tool in Figure 2.

Fig. 2. Screenshot of the Attack Surface Measurement tool implemented as an Eclipse

plugin

4.1 Call Graph Generation

A key component of our tool is the generation of a system’s call graph from the
system’s source code. We use two different techniques to generate the call graph
to provide a precision-scalability tradeoff to the software developers: the TACLE
Eclipse plugin developed at the Ohio State University, which gives a very precise
call graph, but does not scale well to large programs [6]; and an Eclipse API,
which gives a less precise call graph, but scales [7].

The TACLE based approach results in a precise attack surface measurement
whereas the Eclipse API based approach results in an over-approximation of
the measurement. The two approaches are complementary; software developers
can use the Eclipse API based approach to produce an imprecise measurement
of a large software system, and then use the TACLE based approach to obtain
precise measurements of the components that make large contributions to the
measurement. The imprecise measurement guides the developers to the relevant
components of a system and the precise measurement guides the developers in
reducing the attack surface.

Our tool identifies a system’s entry points and exit points from the system’s
call graph. A method of a system is an entry point (exit point) if the method
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invokes a method in the public interface of another system present in the en-
vironment or a Java I/O library method. Hence we provide our tool the list
of interface methods of other systems and the list of Java I/O library methods
through two configuration files. Our approach of identifying entry points and
exit points is applicable to generic Java systems and is independent of SAP
software systems.

4.2 Numeric Value Assignment

Another key component of our tool is the estimation of the numeric damage
potential-effort ratios of a system’s entry points and exit points. The tool de-
termines the sources of input and the access rights levels from the system’s
call graph; the tool, however, requires the numeric values assigned to the dif-
ferent sources of input and the access rights levels to estimate numeric damage
potential-effort ratios. Users of our tool would choose the numbers based on the
knowledge of their system and its environment.

The methods of the service have three different sources of input: parameter,
data store, and other system. As discussed in Section 3.2, different types of
attacks on the service require the methods to have different sources of input.
We assign numeric values to the sources of input by correlating the sources
with possible attacks on the service. SAP conducted an internal threat modeling
process for the service. The process identified possible attacks on the service and
assigned severity ratings to the attacks. We correlated the sources of inputs with
the possible attacks identified by the threat modeling process. For each source
of input, we computed the average severity rating of the attacks that require the
source of the input. We show the sources of input in the first column and the
average severity ratings in the second column of Table 1.

We assigned numeric values to the sources of input in proportion to the average
severity ratings. Manadhata and Wing’s parameter sensitivity analysis suggests
that the difference between the numeric values assigned to successive damage
potential levels should be in the range of 3-14 [8]. Hence we chose the midpoint,
8.5, of the range as the difference. For example, we assigned 1 to the source
other system, and 1 + (3 − 1) × 8.5 = 18 to the source data store. We show
the numeric values in third column of Table 1.

The methods of the service can be accessed by two different access rights
level: public and internal. We imposed the following total ordering among
the access rights level: internal > public. The parameter sensitivity analysis

Table 1. Numeric values assigned to the sources of

input

Source of Input Average Sever-
ity Rating

Value

other system 1 1

data store 3 18

parameter 5 35

Table 2. Numeric values as-

signed to the access rights levels

Access Rights Value

public 1

internal 18



98 P.K. Manadhata, Y. Karabulut, and J.M. Wing

suggests that the difference between the numeric values assigned to successive
access rights level should be high (15-20). Hence we chose a difference of 17. We
show the numeric values assigned to the access rights level in Table 2.

We use the numeric values shown in Table 1 and Table 2 to compute the
numeric damage potential-effort ratios. For example, consider an entry point, m,
of a system, s. m is a method in s’s public interface and has two input parameters;
m also invokes three interface methods of a system, s′, in the environment.
Then m’s damage potential is 2 × 35 + 3 × 1 = 73. If m is accessible with the
public access rights level, then m’s damage potential-effort ratio is 73/1 = 73.
Similarly, if m is accessible with the internal access rights level, then m’s
damage potential-effort ratio is 73/18 = 4.05.

4.3 Usage of the Tool and Measurements

Software developers can use our tool to measure and reduce a system’s attack
surface. The tool generates detailed output containing (1) the system’s attack
surface measurement, (2) a list of the system’s entry points and exit points,
and (3) for each entry point (exit point), a list of input sources, the access
rights level, and its contribution to the attack surface measurement. Software
developers can use the detailed output as a guide in reducing the attack surfaces
of their software. For example, they can focus on the top x% of the entry points
and the exit points to reduce the attack surface. They can also focus on the top
contributing interfaces and components instead of considering the entire code
base of the system. We are currently working on a visualization tool to guide
the developers to the relevant parts of the code base.

The tool also allows the developers to consider many what-if scenarios dur-
ing software development. For example, the developers can easily determine the
effect of adding a new feature to the system on the system’s attack surface. Simi-
larly, while reducing the attack surface, they can consider the removal of different
features and the effect of the removal on the attack surface measurement. They
can use the incremental measurements to make an informed decision.

5 Results and Discussion

We measured the attack surfaces of three different of the service included in three
different versions of the NetWeaver platform. We identify the three versions of
the service as S1, S2, and S3. The S1 version is the first released version of the
service, followed by S2 and S3 versions, respectively.

The S3 version of the service implements 8 public interfaces and 2 internal
interfaces. The S2 and S1 versions implement 9 and 8 public interfaces, respec-
tively, and no internal interfaces. We show the number of entry points and exit
points of the three versions for each access rights level in Table 3. We estimated
the damage potential-effort ratio of each entry point (exit point) to compute the
attack surface measurements; we show the measurements in Table 4.

The S2 version is backward compatible with S1 for the convenience of the
customers. Moreover, S2 added new features to S1 resulting in an increase in the
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Table 3. The number of entry

points and exit points

Version
Count

Public Internal

S3 71 4
S2 67 0
S1 63 0

Table 4. Attack surface measurements

Version Attack Surface Measurement

S3 5298.44

S2 4687.00

S1 4649.00

number of public interfaces. Hence the set of methods of S2 is a superset of the
set of methods of S1 and as shown in Table 4, the attack surface measurement
of S2 is greater than S1.

The S3 version differs from the S2 version in two significant ways: (1) S3
converted a public interface of S2 to an internal interface to mitigate security
risk, and (2) S3 added new features to the service resulting in an increase in
the number of public interfaces and internal interfaces. If no new features were
added, the attack surface measurement of S3 would have been smaller than S2
due to the conversion of a public interface to an internal interface. The increase
in the number of total interfaces due to the addition of new features, however,
increases the attack surface measurement of S3. Hence as shown in Table 4, the
attack surface measurement of S3 is greater than S2.

The measurement results show that addition of new features will increase
a software system’s attack surface measurement. Software developers should,
however, aim to minimize the increase in the attack surface. SAP’s developers
made a good design decision by introducing internal interfaces that reduced the
increase in the attack surface measurement.

6 Potential Usage of Attack Surface Measurements

We envision three potential uses of attack surface measurements in the software
development process. First, software developers and architects can use attack
surface measurements to prioritize their software testing effort. For example, if a
system’s attack surface measurement is high, they should invest more in testing
efforts to identify and remove vulnerabilities from the system. Similarly, if the
measurement is low, they can reduce their testing effort.

Second, software developers can use attack surface measurements as a guide
while implementing patches of security vulnerabilities. A good patch should not
only remove a vulnerability from a system, but also should not increase the
system’s attack surface. Software developers can use our tool to ensure that
their patches do not increase the attack surface.

Third, software consumers can use attack surface measurements to guide their
choice of software configuration. Choosing a suitable configuration, especially for
complex enterprise-scale software, is a nontrivial task. Since a system’s attack sur-
face measurement is dependent on the system’s configuration, software consumers
would choose a configuration that results in a smaller attack surface exposure.
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7 Summary and Future Work

In summary, we introduced a method to measure the attack surfaces of SAP
software systems implemented in Java and implemented a tool to measure the
attack surface in an automated manner. We demonstrated the use of the method
and the tool by measuring and comparing the attack surfaces of three versions of
an SAP software system. We also learned important lessons on how to improve
the method and the tool to make them more useful in practice.

Based on the feedback received from SAP developers, we identify four pos-
sible avenues of future work. First, we plan to extend the tool to measure the
attack surfaces of software implemented in other languages such as JavaScript.
Second, Manadhata and Wing performed three empirical studies to validate the
abstract measurement method and the measurement results of systems imple-
mented in C [8]. A possible direction of future research is to explore validation
ideas in the context of SAP business applications. Third, we plan to extend
our work by developing a method to estimate the minimum and the maximum
possible attack surface measurements of a system given the system’s function-
ality. The minimum and maximum estimates will be useful in guiding attack
surface reduction and test effort prioritization. Fourth, we plan to investigate
code analysis techniques to identify a system’s indirect entry points and indirect
exit points in an automated manner.
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Abstract. When a vulnerability is discovered in a cryptographic algo-
rithm, or in a specific implementation of that algorithm, it is impor-
tant that software using that algorithm or implementation is upgraded
quickly. Hence, modern cryptographic libraries such as the .NET crypto
libraries are designed to be extensible with new algorithms. In addi-
tion, they also support algorithm and implementation independent use.
Software written against these libraries can be implemented such that
switching to a new crypto algorithm or implementation requires very
little effort.

This paper reports on our experiences with the implementation of a
number of extensions to the .NET cryptographic framework. The ex-
tensions we consider are smart card based implementations of existing
algorithms. We evaluate the extensibility of the libraries, and the support
for implementation independence. We identify several problems with the
libraries that have a negative impact on these properties, and we propose
solutions.

The main conclusion of the paper is that extensibility and implementa-
tion independence can be substantially improved with only minor changes.
These changes maintain backwards compatibility for client code.1

1 Introduction

When Microsoft released the first version of the .NET Framework in early 2002,
they included a newly designed cryptographic API, built from the ground up.
Like with the rest of the .NET runtime, one of the main concerns during the
design of the architecture was to develop an object oriented system that is future-
proof and ensures extensibility by end users. This is reflected in the class struc-
ture by modularizing the different algorithms, and applying standard object
oriented design principles.

An additional, crypto-related, requirement was to also ensure algorithmic in-
dependence. Cryptography is a fast moving science where implementations of
algorithms are regularly broken [1,2,10,11], or where even entire classes of cryp-
tographic algorithms are defeated [9, 13, 14]. This has as a consequence that
secure applications must be able to quickly change from one algorithm to an-
other. Having a cryptographic architecture that has been designed to allow this
can be beneficial.
1 This research is partially funded by the Interuniversity Attraction Poles Programme

Belgian State, Belgian Science Policy.
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Even though the design goes a long way towards achieving these goals, some
optimizations can be made. This paper describes some of the shortcomings of
the .NET cryptographic architecture and proposes minimal changes to solve
these problems. As the .NET Framework is used by numerous applications, a
top priority will be to maintain backwards compatibility. Throughout the paper,
the example of a smart card library will be used to expose the various problems
with the API. It also provides a compelling case study, as smart card usage
is increasing worldwide and will eventually be the cornerstone of many secure
systems.

This paper is organized as follows: Sections 3 through 5 detail the experi-
ences and problems with extending the framework. Each section explores spe-
cific classes of algorithms in the API. A section is composed of a sketch of what
the current implementation looks like, a description of the problems that were
encountered, and the proposed solution to counter these issues. Finally, section
6 summarizes the observations.

2 Introduction to the .NET Cryptographic API

History and experience have taught us that two key features should be present
in modern cryptographic interfaces:

Extensibility. New algorithms are regularly introduced to counter the loss of bro-
ken algorithms, so the framework must have hooks to extend the base system to
support other algorithms. Moreover, one algorithm can have multiple implemen-
tations. When new optimizations are found, for example, older implementation
may be replaced with new, faster, implementations.

Algorithmic independence. One certainty in cryptography is that algorithms get
broken. When this happens, applications depending on this algorithm must be
able to quickly switch to another, more secure algorithm. Hence, some kind of
independence of the algorithm must be achieved.

The .NET cryptographic API uses an inheritance-based model to achieve
these goals. The architecture consists of three layers:

– The engine classes: Engine classes represent a group of algorithms, like
symmetric algorithms, asymmetric algorithms, or hash algorithms. These ab-
stract classes feature a Create method that returns a default implementation
of the default algorithm for the concerning engine class.

– The algorithm classes: Algorithm classes represent a specific algorithm.
They are abstract and derive from the abstract engine classes. Examples of
algorithm classes are RSA, Rijndael, SHA1,. . . Algorithm classes also have a
Create method that returns a default implementation of this specific algo-
rithm.

– The implementation classes: Implementation classes contain the actual
implementation of the algorithms. These classes are concrete, and derive
from the algorithm classes.
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Implementation classes are either fully managed implementations of the algo-
rithm, or wrappers around the existing native Windows CryptoAPI 2 (or short:
CryptoAPI ). The former are denoted with a Managed suffix in their class name,
the latter use a CryptoServiceProvider suffix.

Support for smart cards. Smart cards have been around for a while, mainly
used in the banking and telecommunication sector. Only recently, however, the
interest in smart cards has increased tremendously, with applications for cell
phones [6], e-government [4], authentication [5], . . . Smart cards offer a substan-
tial security improvement over traditional magnetic stripe cards, because they
contain a small processor that can execute cryptographic operations on data
that is contained within the card [12]. This means that secret data, such as the
private part of an asymmetric key or a secret symmetric key, doesn’t have to
leave the card to compute the output of some cryptographic algorithm.

Version 3.5 of the .NET Framework does not provide direct support to per-
form cryptographic operations on smart cards. There is only limited support to
delegate to native smart card based cryptographic service providers (CSP).

To ease the development of .NET applications that rely on smart cards for
cryptographic operations, we developed a number of custom CSPs based on
the ISO7816-4 [8] and ISO7816-8 [7] standards. Care has been taken to fit the
smart card CSPs into the current .NET cryptographic model, to simplify the
end-user’s experience. The problems with the crypto framework reported on in
this paper are mainly based on our experience with the integration of these
smart card CSPs. Note however that the problems described in this paper are
not specific to smart cards, but are indications of imperfections with respect to
the cryptographic model’s extensibility.

3 Asymmetric Algorithms

3.1 Asymmetric Algorithms in the .NET Framework

The engine class for asymmetric algorithms is the AsymmetricAlgorithm class.
Version 3.5 of the .NET Framework ships with support for RSA, DSA, and the
elliptic curve variants of Diffie-Hellman and DSA. In this paper we will look only
at the RSA support. Problems found in the elliptic curve classes are described
in [3].

The RSA class is located on the second level of the hierarchy. It defines the ad-
ditional members EncryptValue and DecryptValue. When overridden in a derived
class, these methods perform raw RSA encryption and decryption and return
the result. In this context, raw means that the input data should be encrypted
or decrypted without performing any cryptographic padding.

The .NET Framework provides an elegant solution to cope with different
padding schemes for RSA, by means of formatters. A formatter accepts an
2 This is the cryptographic API that’s been present in Windows long before .NET

existed. It is typically used by so called native (often C/C++) applications.
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AsymmetricAlgorithm as a parameter and takes care of padding operations be-
fore passing on the modified data for encryption or signing. Specific formatters
accept only specific children of AsymmetricAlgorithm. This architecture allows
for different padding schemes to be used with one AsymmetricAlgorithm, and
provides an extensible base for future padding schemes.

Concrete implementations for PKCS#1 1.5 and OAEP3 padding for RSA op-
erations, as well as a formatter and deformatter for DSA operations are available
in all versions of the .NET Framework.

As previously mentioned, the potential extension possibilities are one of the
big advantages of the use of formatters. When weaknesses in current padding
schemes are found, new formatters (e.g. RSA PSS 4 signature formatters) could
be defined. Furthermore, upgrading an existing application with a new padding
scheme is as simple as changing one line of code.

3.2 Identified Problems

Version 3.5 of the .NET Framework relies on the CryptoAPI to implement the
RSA cryptographic service provider. It does not ship with an RSAManaged class.
The CryptoAPI, however, does not expose raw RSA operations. An invocation
of the API has to specify the padding scheme to be used. To fit the .NET RSA
CSP in the model of formatters, the formatters handle instances of the RSA-
CryptoServiceProvider class differently than other subclasses of the RSA class.

If the asymmetric algorithm passed to an RSA formatter is not an instance
of the RSACryptoServiceProvider class, padding is performed by the formatter,
and the EncryptValue and DecryptValue methods are invoked. The EncryptValue
and DecryptValue methods always perform raw RSA operations.

The RSACryptoServiceProvider does not implement the EncryptValue and
DecryptValue methods. Instead, additional methods are defined that delegate
the operations to the CryptoAPI. If the asymmetric algorithm passed to an RSA
formatter is an instance of the RSACryptoServiceProvider class, no padding
is performed by the formatter. Instead, one of the additional methods of the
RSACryptoServiceProvider is invoked, and the result is returned as received by
the CryptoAPI.

While the model retains the elegance of the API, version 3.5 of the .NET Frame-
work incorrectly assumes that the RSACryptoServiceProvider class is the only
subclass of RSA that does not support raw RSA. A class that delegates encryp-
tion to a smart card, for example, also has the same constraints. This is because
most smart cards do not support raw RSA encryption, for security purposes.

3.3 Suggested Solution

The suggested solution consists of a pull up of several methods from the RSA-
CryptoServiceProvider class to the RSA class. The methods of the RSACrypto-
ServiceProvider that are required by the formatters for padded operations are
3 OAEP: Optimal Asymmetric Encryption Padding.
4 PSS: Probabilistic Signature Scheme.
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Encrypt, Decrypt, SignHash, and VerifyHash. To support the decision process of
the formatters, an additional SupportsRaw property should also be inserted.

In order to preserve compatibility with existing applications, and to promote
extensibility of the proposed solution, a number of changes to the pulled up
methods are required:

– The pulled up methods should be marked virtual, to allow for dynamic bind-
ing.

– An implementation for these methods should be provided, to preserve com-
patibility with existing subclasses that do not implement these methods. A
suggested implementation is throwing a NotImplementedException. This is
analog to how the current .NET framework solves similar issues.

– The boolean parameter in the Encrypt/Decrypt methods should be changed
to a more general parameter, like a String. This allows extensions with
padding types other than PKCS#1 1.5 and OAEP. An Object Identifier
(Oid) could also be used, if Oids for padding types are registered.

The implementation of the formatters should be modified to benefit from
the new structure, as shown for the RSAPKCS1KeyExchangeFormatter in
listing 1.

i f ( rsaKey . SupportsRaw) {
// Perform Padding
paddeddata = PerformPadding ( data ) ;
//Encrypt the padded data
return rsaKey . EncryptValue ( paddeddata )

} else {
// Encryption and padding the unpadded data
return rsaKey . Encrypt ( data , ”PKCS1” )

}

Listing 1. Modification of the RSAPKCS1KeyExchangeFormatter

It is important to show that the proposed modifications do not break the
compatibility with existing applications:

– For users of the RSACryptoServiceProvider class, the only change is the
addition of three methods, and the addition of an override keyword to two
existing methods.

– For users of the RSA class, the only change is an addition of five methods.
– For classes derived from the RSA class, five more methods are available to

override. As the RSA class provides concrete implementations for these meth-
ods, no additional implementation is required at the level of the derived class,
which preserves compatibility with existing third party RSA subclasses.

– For third party classes deriving from the RSA class and implementing meth-
ods with the same signature as the added ones, the existing methods will
hide the added methods in the RSA base class, leaving the functionality
unchanged.
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– For users of the formatters, the new implementation would be semantically
identical to the existing one for existing classes. As the SupportsRaw method
would return a default value of true and would be overridden in the RSA-
CryptoServiceProvider class to return false, the behavior of the formatters
would be the same as provided by version 3.5 of the .NET Framework, for
all existing RSA implementations.

Similar issues have been found in the elliptic curve class hierarchy. Section II.C
from [3] details the problems and the solution we propose.

4 Symmetric Algorithms

4.1 Symmetric Crypto in the .NET Framework

The engine class for symmetric algorithms in the .NET Framework is the Sym-
metricAlgorithm class. All implementations of symmetric algorithms must in-
herit from this class. Version 3.5 of the .NET Framework provides cryptographic
service providers for the AES, (Triple)DES, RC2 and Rijndael algorithms.

In contrast to the asymmetric algorithms, the class hierarchy of symmetric
algorithms is more symmetrical, with most of the operational methods concen-
trated in the SymmetricAlgorithm engine class. Most algorithm and implemen-
tation classes do not add additional methods.

The engine class defines a Key and IV property, which gets or sets a byte
array that represents the key or initialization vector for the symmetric algorithm.
These byte arrays are transparent, because the interpretation of this data is fixed
and known.

One of the objectives of the cryptographic framework is to be able to easily
substitute an algorithm by another one in the case that the first one is bro-
ken. By using the Create method of the SymmetricAlgorithm class, a default
implementation of a symmetric algorithm will be returned. Version 3.5 of the
.NET Framework will return an instance of the RijndaelManaged class. However,
the framework allows overriding the default cryptographic service providers by
means of the cryptographic configuration.

4.2 Identified Problems

One of the advantages of using smart cards for symmetric algorithms is that the
key never has to leave the smart card. Consider a system where data has to be
encrypted using a symmetric algorithm. A random key could be generated on
a smart card, and used in the encryption and decryption process. The key on
the smart card could be made accessible to the smart card only, upon entry of a
PIN. Once the data is encrypted using the smart card, it will only be decryptable
with the same smart card.

As mentioned in section 1, a number of symmetric CSPs (DES, 3DES and
Rijndael) for smart cards have been used for the evaluation of the cryptographic
framework. No key property has to be given to those cryptographic service
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providers, as the key is already available on the smart card itself. However, these
cryptographic service providers need a number of other parameters, like a PIN
(with adequate formatting parameters), an identifier representing the keyslot to
be used on the smart card, . . .

While it is possible to introduce ImportParameters and ExportParameters
methods that accept opaque key material at the level of the implementation of
the CSP itself, this prevents users from exploiting the advantages of the .NET
cryptographic architecture, as a cast to the concrete implementation class would
always be necessary to set the parameters. Having a mechanism to import opaque
key material for symmetric algorithms on a more abstract level would therefore
be beneficial to the developers using the framework.

4.3 Suggested Solution

The AsymmetricAlgorithm class already offers support for importing and export-
ing parameters via XML. Through analogy, this support could be added to the
SymmetricAlgorithm class, by adding FromXmlString and ToXmlString meth-
ods. These methods import and export opaque key material as an XML string.
A default implementation in the SymmetricAlgorithm class could be used to get
or set the key, the initialization vector, the cipher mode and the padding mode.

The modifications to the symmetric algorithms introduced in the previous
paragraphs do not break compatibility with existing applications:

– For users of the SymmetricAlgorithm class, the only change is an addition
of two methods.

– For classes derived from the SymmetricAlgorithm class, 2 more methods are
available to override. As the SymmetricAlgorithm class provides concrete
implementations for these methods, no additional implementation is required
at the level of the derived class, which preserves compatibility with existing
third party symmetric algorithm implementations.

– For third party classes deriving from the SymmetricAlgorithm class and im-
plementing methods with the same signature as the added ones, the existing
methods will hide the added methods in the SymmetricAlgorithm engine
class, leaving the functionality unchanged.

5 Hash Message Authentication Codes (HMAC)

5.1 HMACs in the .NET Framework

The HMAC algorithm is represented in .NET by the HMAC class. This class is
located in the HashAlgorithm hierarchy, as a subclass of the KeyedHashAlgorithm
class. Different subclasses of the HMAC class implement the HMAC algorithm
for different hash algorithms. Since only the hash function differs from imple-
mentation to implementation, the HMAC algorithm class contains most of the
functionality. Derived classes only have to initialize the correct hash algorithm
of their base class.
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5.2 Identified Problems

As mentioned in section 1, a SHA1 CSP for smart cards has been used for
the evaluation of the cryptographic framework. In the context of HMACs, the
CSP has been used to create a smart card HMAC-SHA1 CSP, by deriving from
the HMAC class. SHA1 hashing operations are delegated to the smart card,
whereas the other operations required to calculate an HMAC are performed in
software.

The problem with deriving from the HMAC class is that the methods used
to implement the HMAC algorithm in this base class are marked as internal.
Thus, deriving from the HMAC class does not support reusing the existing
implementation in this class.

A number of ways exist to create a CSP that derives from the HMAC class.
It is possible to re-implement the functionality of the base class in the derived
class, by overriding the HashCore and HashFinal methods. However, this would
violate the principles of object oriented design that try to promote the reuse
of code. This is also why the additional abstraction of the HMAC class was
introduced between the KeyedHashAlgorithm and the concrete implementations
in the first place.

Another way to create a CSP deriving from the HMAC class would be to use
the HashName property to set the required hash algorithms in the constructor
of the deriving class. However, this requires that the assembly of the smart card
based hash implementation is added in the global assembly cache (GAC)5, and
correctly registered in the cryptographic configuration of .NET. While this is
definitely the best way to go using version 3.5 of the .NET framework, it adds a
certain complexity to the deployment.

An interesting side note can be made on the HashName property. The fact
that this property has a public setter, can lead to inconsistencies, as shown by
listing 2, where the output of a HMACSHA1 is in fact an MD5 HMAC.

HMACSHA1 hmacSHA1 = new HMACSHA1( key ) ;
hmacSHA1 .HashName = ”MD5” ;
hmacSHA1 . ComputeHash( message ) ;
byte [ ] r e s u l t = hmacSHA1 . Hash ;

Listing 2. Inconsistency induced by an incorrect using of the HashName property.
The result of the HMACSHA1 is in fact an MD5 HMAC.

Alternatively, the required internal fields can be set by means of reflection.
Using reflection to set internal attributes of core classes of the .NET Frame-
work is however prone to compatibility issues with future versions of the .NET
Framework, and is definitely not encouraged.

A similar, though less important problem occurs due to the InitializeKey
method being marked as internal. A deriving class wanting to set the key in
5 The global assembly cache is a repository of shared .NET libraries.
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the constructor is forced to use the Key property, as the InitializeKey method is
internal. The Key property, however, is overridable. It is considered bad practice
to call overridable members in constructors, as a deriving class could have its
members called before being initialized6. For most cases, the class deriving from
the HMAC class could be marked as sealed (final in Java). However, cases could
be found where an additional level in the class hierarchy is desirable. An example
would be an abstract smart card HMAC class that derives from the HMAC class
and bundles smart card specific functionality (for instance, smart card parameter
management). Specific smart card HMAC implementations could then derive
from this smart card HMAC class.

5.3 Suggested Solution

Using protected methods and fields is a well-established design pattern to allow
for a shielded way of code sharing between base classes and their children. The
HMAC class would benefit in extensibility with a promotion of the internal fields
and methods to protected fields and methods. With protected fields, the need
for a setter on the HashName property disappears. Removing this setter would
prevent inconsistencies as illustrated in listing 2.

The change in visibility of the internal fields and methods preserves the back-
wards compatibility and enables the reusability of the HMAC class by third-
party developers.

While the setter on the HashName property is not used in the .NET Frame-
work itself, its removal could break the backwards compatibility with third party
applications and CSPs that rely on this setter. Hence, removing the HashName
setter is an optional suggestion.

6 Conclusion

One of the design goals of the .NET cryptographic framework is to provide an
extensible platform for developers, that offers algorithmic and implementation
independency. While it achieves these goals up to a certain level, in practice
a number of problems occur. These problems get bigger when trying to deal
with less conventional implementations of cryptographic algorithms, like cryp-
tographic operations on smart cards.

This paper identified a number of general problems, and proposed solutions
to alleviate these issues. A common goal of all solutions is to maintain back-
wards compatibility, and minimize the impact of the changes on the existing
cryptographic framework, while improving the extensibility of the API.

The mentioned problems are relatively easy to solve, effectively requiring only
minor changes to the existing cryptographic library. These modifications are
localized in a minimal set of classes, and preserve backwards compatibility. An
overview of additional problems and solutions can be found in [3].

6 Rule CA2214 in Microsoft FxCop.
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Abstract. This paper describes some experiences with using the Common Cri-
teria for Information Security Evaluation as the basis for a design methodology
for secure application systems. The examples considered include a Point-of-Sale
(POS) system, a wind turbine park monitoring and control system and a secure
workflow system, all of them specified to achieve CC assurance level EAL3. The
methodology is described and strengths and weaknesses of using the Common
Criteria in this way are discussed. In general, the systematic methodology was
found to be a good support for the designers, enabling them to produce an effec-
tive and secure design, starting with the formulation of a Protection Profile and
ending with a concrete design, within the project timeframe.

1 Introduction

The Common Criteria for Information Security Evaluation (CC), of which the latest
approved version is v3.1 [1,2,3], are widely accepted as a framework for evaluation of
IT products in order to provide assurance that these meet given security requirements.
However, since the CC involve the use of security specifications at various levels of
detail, and describe how to decide conformance between these specifications, the CC
can also be seen as the potential basis for a design method for Systems Engineering, tar-
geted at producing secure systems. In this paper we discuss how readily the CC can be
applied to supporting the design task, by considering a series of design cases performed
at the Technical University of Denmark: for a Point-of-Sale (POS) system [11,12], a
wind turbine park distributed monitoring and control (DMC) system [9] and a secure
workflow (SWF) system [6].

The natural choice for a systematic style of development is to base it on CC’s concept
of refinement, i.e. restriction of a set of choices C, which appear as part of a security
requirement, to a smaller set, C′ ⊆ C. Refinements may take place at all stages of a
development based on CC. Thus the Protection Profile, which is the top-level specifi-
cation of a class of products, may contain requirements which are refinements of those
given in the CC standard, while the Security Target, which specifies a specific product
within such a class, will use requirements which are refined from those of the PP.

The structure of this paper reflects the overall structure of the Common Criteria. After
a short description of the types of system considered, we first discuss development of the
PPs, and then of the STs derived from them. We then present the salient features of the
process leading to a final design. At each stage we describe the most important design
decisions and relate them to the CC framework. Finally, we discuss lessons which can
be learnt from the case studies and point to some areas where attempts to follow the CC
framework caused difficulties in the design process.

F. Massacci, S.T. Redwine Jr., and N. Zannone (Eds.): ESSoS 2009, LNCS 5429, pp. 111–121, 2009.
c© Springer-Verlag Berlin Heidelberg 2009
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2 The Application Systems Considered

The systems considered in the case studies are all application systems which require
a high degree of security, as opposed to “pure” security components such as firewalls,
smart cards or secure OSs. A simple abstract model of such a system is shown in Fig. 1.
It has three important properties:

1. The system has a number of devices attached to it, which either collect input to or
present output from the application.

2. Each device is associated with one or more data flows into or out of the application,
each associated with a particular security functional policy (SFP).

3. The system maintains an audit trail which contains definitive evidence of the trans-
actions performed within the system.

The concept of data flows makes it possible to describe a generic system, where the
number and type of devices are not fully specified at the PP level. The idea is to define
a set of generic data flows which can be useful for the application, and to describe the
desired security properties for these data flows by the SFPs. When a specific system is
to be specified by an ST, an appropriate selection of the data flows defined in the PP can
be made, and more details provided.

In secure application systems, the basic audit trail for application transactions is
typically supplemented by a security audit trail containing audit records for all security-
related events in the system. In this paper we shall use the unqualified term audit trail
to mean the application and security audit trails considered together. The main security
requirements are to maintain an appropriate degree of integrity and confidentiality of the
input/output data flows and the audit trail itself, and an agreed degree of availability of
the system’s functionality to the users, when the system operates in a given operational
environment. The required degree of integrity and confidentiality typically depends on
the role of the user. Almost all such systems recognise at least the two basic roles:

Operator: A user responsible for operating the application itself. For example in a
POS system this will be a salesperson responsible for registering sold goods or
services and received payments and for producing evidence for the customer.

Administrator: A user authorised to install, configure and maintain system functions,
and responsible for system security.

A central task for the designer is to identify the necessary roles and define the rights
which they have in relation to the various flows.

O
ut

pu
t d

ev
ic

es

Input
Data flows Application

Audit
Trail

Data flows
Output

In
pu

t d
ev

ic
es

Fig. 1. Application system model with input and output data flows
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3 The Protection Profile

The Protection Profile (PP) is used to specify security-related requirements for a general
class of system and the environment in which systems of this class are to operate. Thus
the PP provides a relatively abstract specification, which can subsequently be refined to
produce one or more Security Targets (STs) for specific types of system in the class.

A PP has a formalised structure with a number of mandatory elements, starting with
a PP introduction, which identifies the PP and describes the system under consideration
(in CC terminology known as the Target of Evaluation (TOE)). The TOE description
covers the usage and major security features of the TOE, and requirements for addi-
tional (non-TOE) hardware or software, if any, needed by the TOE. In terms of tradi-
tional software engineering concepts, this is the initial user requirements document.

Security Problem Definition. Given the TOE description, the next step in producing
the PP is to define a Security Problem Definition (SPD), specifying the:

Assumptions. About the environment in which the TOE will be developed or operated,
Organisational security policies (OSPs). With which the TOE or its operational en-

vironment must comply.
Threats. Against the assets in the TOE,

In all cases we derived these as directly as possible from the TOE description. Note that
the “Threats” in the SPD are residual threats which are not adequately countered by any
of the mechanisms provided via the Assumptions or OSPs. Thus this approach differs
from traditional risk analysis, where all threats are considered, and countermeasures
introduced to deal with those which give an unacceptable risk. Obviously there is much
room for discussion here, as a choice of fewer or weaker assumptions leads to more
residual threats.

User Security
AttributesData

TOE Data

Authenti−

TSF Data

cation
Data

Fig. 2. TOE Data and TSF Data

In secure applications, the assets to be pro-
tected in the TOE fall into two classes (see
Fig. 2). The primary assets are the principal User
Data for the application (in our case studies the
audit trail or similar record of activity). The sec-
ondary assets, known as TSF data, include user
names, passwords, cryptographic keys and other
security attributes needed to provide the TOE Se-
curity Functionality (TSF), which is to maintain
the security of the application.

Damage to assets arises via the action of threat agents. Potential threat agents in-
clude users, computer processes, development personnel, physical factors (such as fire
or flooding) etc. User threat agents (“attackers”) may be authorised users, who mali-
ciously or accidentally misuse their authorisation, or unauthorised malicious outsiders.

As an example, we consider the SPD for the wind turbine DMC system described
by Khodaverdi and Vohra [9] (here slightly reformulated for clarity). The assumptions
made about the development and operational environments of the TOE were:

A.NO EVIL. The developers and administrators of the TOE have no evil intentions
and are trained to carry out their job correctly.
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A.PHYSICAL. The physical security of the TOE is adequate to prevent loss or damage
of the TOE due to external factors such as fire, theft or natural disasters.

A.EXTERNAL PARTY. Any external products which the TOE relies upon are trusted
and are installed, configured and managed in a secure manner.

A typical set of Organisational Security Policies (OSPs) within organisations which
would use this type of system were found to be:

P.AUTHORISED USERS. Only authorised users may access the TOE.
P.USER PRIVILEGES. Authorised users have rights and privileges to access TOE

data on a need-to-know basis.
P.TRAIN. Authorised users shall be trained appropriately in operating the TOE.
P.ACCOUNTABILITY. Users that are authorised to access TOE data shall be held

accountable for their actions within the TOE.
P.CRYPTOGRAPHY. TOE data shall be encrypted using standard cryptoalgorithms.

With these assumptions and OSPs, the residual threats were identified as:

T.MASQUERADE. An unauthorised user or process may pretend to be another entity
in order to gain access to data or other TOE resources.

T.UNAUTHORISED ACCESS. An unauthorised user or process may gain access to
data which they are not allowed to access according to the TOE security policy.

T.MODIFICATION. An attacker may maliciously modify protected data in the TOE.
T.UNATTENDED SESSION. An attacker may gain unauthorised access to the TOE

via a session started by an authorised user who is now absent.
T.USER ERROR. Users may make accidental errors which could jeopardise the se-

curity of the TOE.
T.DATA TRANSMISSION. An attacker may alter the way in which data are trans-

mitted, thereby compromising the confidentiality and integrity of data in the TOE.
T.CRYPTO LEAK. An attacker may view, modify or delete keys or code associated

with the cryptographic functionality intended to protect the data in the TOE.

Security Objectives. The next step in development of the PP is to select a set of Se-
curity Objectives which will counter the threats and address the assumptions and OSPs
included in the SPD. In most cases, the objectives fall into two classes:

– Objectives for the TOE itself (denoted O.xxx).
– Objectives for the operational environment of the TOE, including both the physical

surroundings and the users (denoted OE.xxx).

For example, the objectives for the wind turbine DMC include:

O.UNIQUE IA. The TOE shall provide means for identifying and authenticating an-
tities before allowing them access to the TOE.

O.ACCOUNTABILITY. The TSF shall provide individual accountability for audited
events, so that administrators can hold users accountable for any actions that are
relevant to the security of the TOE.

O.SESSION. The TSF shall provide mechanisms that lock sessions automatically
when no activity has been seen for a predefined period of time. Users shall be able to
lock a session manually to avoid signing out, and to unlock it by re-authentication.

OE.ISOLATION. Those responsible for the TOE shall provide isolation of the parts
of the TOE, so they are protected from physical damage, intrusion and theft.
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OE.TRAIN. Those responsible for the TOE shall provide training for the administra-
tors, operators and service technicians in the secure use of the TOE.

To meet the assurance requirements, a security objectives rationale, which justifies the
claim that the objectives cover the OSPs, assumptions and threats, must be produced.
The form of the arguments used for this justification reflect the level of assurance re-
quired. At assurance levels EAL4 or below, verbal arguments are adequate, while at
higher levels the use of formal methods based on formalised models of the system and
its environment will be called for. As our case studies aimed for level EAL3, detailed
verbal arguments were used; for reasons of space, we omit them here.

Security Requirements. The final step in producing the PP is to derive a set of actual
Security Requirements for the TOE. These requirements fall into two groups:
Security Functional Requirements (SFRs). Which describe the measures to be taken

to ensure security in the TOE. These are used to drive the further design process.
Security Assurance Requirements (SARs). Which describe the requirements for

documentation, life-cycle management and testing. These define what the designer
and evaluator have to do in order to evaluate the security of the TOE.

The SFRs can be derived systematically from the selected objectives, taking into ac-
count the SFPs defined for the data flows in the system. This step resembles a tradi-
tional engineering design process, with the slightly unusual feature that the CC provide
a catalogue of ready-formulated generic SFRs, usually known as security components,
grouped into families of related requirements. The families are in turn grouped into
classes, each of which is associated with a particular aspect of security, such as security
auditing, communication security, cryptographic support, user data protection and so
on. Version 3.1 of the CC contains 268 SFRs, divided into 65 families and 11 classes.
This makes it easy in most cases to find suitable SFRs to meet the objectives. If all else
fails, the CC permit the PP designer to define extended components which lie outside
Part 2 of the CC; this was not necessary in any of our case studies. As with the ob-
jectives, a rationale must be provided which maps the SFRs onto the objectives which
they are claimed to meet and provides arguments for why this claim is valid. The form
of this rationale is again determined by the desired level of assurance.

Similarly, the CC provide a catalogue of ready-formulated SARs (again known as
components), grouped into classes. However, the set of SARs to be used is largely
determined by the level of assurance to be met, rather than by any particular properties
of the design itself. In all the case studies described here, the chosen level was EAL3,
Methodically tested and checked1. The standard SARs for EAL3 are listed in Table 1.

4 The Security Target

The PP specifies a class of system, and any conformant ST derived from it specifies an
instance of this class, corresponding to a particular type of POS system, wind turbine
DMC system, workflow system etc. In all our case studies, the ST was for a system with
a simple distributed architecture:

1 In the case of the SWF, EAL3+, since ALC CMS.3 was replaced by one with stricter
requirements.



116 R. Sharp

Table 1. Standard Security Assurance Requirements for CC assurance level EAL3

Assurance class Component

ADV: Development
ADV ARC.1 Security architecture description
ADV FSP.3 Functional spec. with complete summary
ADV TDS.2 Architectural design

AGD: Guidance documents
AGD OPE.1 Operational user guidance
AGD PRE.1 Preparative procedures

ALC: Life-cycle support/
Config. management

ALC CMC.3 CM authorisation controls
ALC CMS.3 Implementation representation CM coverage
ALC DEL.1 Delivery procedures
ALC DVS.1 Identification of security measures
ALC LCD.1 Developer defined life-cycle model

ATE: Tests

ATE COV.2 Analysis of coverage
ATE DPT.1 Testing: basic design
ATE FUN.1 Functional testing
ATE IND.2 Independent testing – sample

AVA: Vulnerability assessment ADV VAN.2 Vulnerability analysis
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Fig. 3. Architecture of a web-based wind turbine DMC system

– A hosted POS system, with the audit trail on the hosting system and client(s) at the
actual point of sale [12].

– A web-based wind turbine DMC system, with clients having access to a central
server, to which the wind turbines are connected, as in Fig. 3.

– A single-server workflow system, with the server offering the actual workflow func-
tionality to one or more trusted clients.

In our design methodology, the ST must (in CC terms) be strictly conformant to the
PP: The concepts used in the ST must be the same as in the PP, and it must fulfil at
least as many security requirements as the PP requires, while its operational environ-
ment does not offer more functionality than assumed in the PP. To ensure this, the ST is
derived by refining the PP security requirements to make the specification less general.
This involves reducing the cardinality of the sets of possible choices in the specification:

1. For a selection (which specifies a set of possible choices by enumeration), by se-
lecting one or more explicit values.
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2. For an assignment (which specifies a set of possible choices by set comprehension),
by selecting explicit values, by replacing the comprehension by a more restrictive
one, or by replacing the assignment by a selection.

For example, the SFR FCS COP.1 appears in the wind turbine DMC PP as:

FCS COP.1.1 The TSF shall perform [assignment: list of cryptographic operations] in ac-
cordance with a specified cryptographic algorithm [assignment: cryptographic algo-
rithm] and cryptographic key sizes [assignment: cryptographic key sizes] that meet the
following [assignment: list of standards].

taken from Part 2 of the CC without modification. In the ST, this is specialised to the
following, with chosen values for the assignments:

FCS COP.1.1(2) The TSF shall perform encryption of the data flow and mutual au-
thentication between the components of the TOE in accordance with any of
the following TLS cipher suites: (a) TLS RSA WITH AES 128 CBC SHA or (b)
TLS RSA WITH AES 256 CBC SHA and cryptographic key sizes 128 or 256 bits for AES
and a minimum of 1024 bits for RSA that meet the following: FIPS 140 level 1.

At this stage, the SFPs for the generic data flows identified in the TOE will be specified
in detail for the subjects and devices involved. It may here be necessary to introduce new
Threats and OSPs into the SPD, or to extend those in the PP, in order to reflect the specific
situation in which the system is to operate. This may give rise to additional Objectives
for the TOE or its environment, and thus to additional SFRs. In our cases, for example,
the choice of a distributed architecture means the ST must include requirements which
ensure secure client/server communication. The effects of these new SFRs are also to
reduce the freedom of choice of the designer of the system derived from the ST.

5 The Implementation Representation

In general terms, the final design task consists in selecting a set of system components
which have appropriate functionality to satisfy the functional requirements for the sys-
tem, and which implement the SFRs of the ST and fulfil the SARs for documentation
and testing at the chosen level of assurance. Space only allows us to sketch the solution.

Security Functions. In order to satisfy those SFRs for which it is responsible, the TOE
must provide suitable IT security functions. These can generally be identified directly
from the SFRs in the ST. For example, in the case of the wind turbine DMC, the set
included functions to provide identification and authentication of users, cryptographic
functions needed for secure communication, functions to perform self-tests and to run
malware scans on TOE data, functions to set up new users and give them appropriate
privileges, depending on their roles, functions to provide backup and recovery of TOE
data, functions to support role-based access control, and functions to generate time-
stamped records for the audit trails.

Design Documentation. To meet the SARs in the ADV class, the designs must be
described in terms of:
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– A functional specification of the TSF and its external interfaces (TSFIs), including
a mapping of the security functions to the SFRs, and a description of the usage,
parameters and error messages of the TSFIs (assurance component ADV FSP.3).

– An architectural design specifying the subsystems which make up the TSF and
their interactions (component ADV TDS.2).

– A security architecture describing the security domains of the TSF and how the
initialisation process is made secure, and explaining how the TSF protects itself
against bypass of the security functions and against tampering (component
ADV ARC.1).

Apart from the strong focus on security, this corresponds to standard SWE practice.

Selection of System Components. Given the required set of security functions and a
high-level description of the architecture, the next step in the development of the IR is
to select or construct concrete system components which can provide these functions.
Figure 4 shows the high-level architecture for the DMC system, where most of the
components are CC-evaluated standard components.
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Fig. 4. High level architecture for the wind turbine DMC system

6 Lessons Learnt from the Case Studies

The case studies were performed as a series of M.Sc. thesis projects each lasting about
six months. In each project group there were 1–2 participants, who were familiar with
standard software engineering techniques and standard security practice, but had pre-
viously used ad hoc methods for including security in their designs. All had industrial
experience through student jobs. Their knowledge of the CC was confined to CC’s use
for procurement. In the case of the POS system, the participants were familiar with
the application domain through contact to an industrial company working in the area.
For the wind turbine DMC and workflow systems, the participants accumulated domain
knowledge through industrial contacts during the project.

Within their respective project periods, all groups succeeded in developing a PP, ST
and IR for their system, using the methodology described here. For many reasons, a
complete implementation could not be completed in the time provided. As a conse-
quence, the testing and vulnerabiliy assessment activities required by the ATE and AVA
classes of SAR could not be performed. Furthermore, the user guidance and life-cycle
support documents were reduced to an absolute minimum.
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For practical reasons, the IR was in all cases partly based on COTS components,
rather than strictly CC-evaluated components. This leaves open a number of well-
known questions with relation to the security properties of COTS components [4,10],
but makes it feasible to complete such projects in a reasonable period of time. In a more
perfect world, any non-CC components would be designed specifically for the purpose
to the highest possible software standards.

The main challenges facing the designers were to understand the CC documents and
to produce the PP. The CC documents are complex, and went through a number of radi-
cal revisions during the 2-year period over which the case studies were performed. The
POS project was based on CC v2.3, while the DMC and SWF projects were based on
rev. 1 of CC v3.1. This made it hard to ensure “technology transfer” between projects.

The CC contain some traps for inexperienced users. For example, new assumptions
may not be added when deriving the ST from the PP. This is because a prospective
purchaser of the TOE must be able, just by looking at the PP, to find out which as-
sumptions the TOE’s environment must satisfy. However, in practice it can be hard to
foresee which assumptions may be needed in all the STs derived from a given PP. It re-
quires practice to realise in good time that functions such as authentication, encryption
and backup can easily be achieved by using standard external components, rather than
components which are part of the TOE. It is not possible to make a late decision about
where the boundary between the TOE and its environment is to go.
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Security Functions

Components and interfaces

Risk analysis

Objectives rationale

SFR rationale

SFR/function mapping

Function/component mapping

Data flows

Data flow analysis

Data flow security analysis

Fig. 5. Steps and documents in the design pro-
cess

In general, production of the PPs was
a challenge because it requires design-
ers to produce an abstract description of
a class of systems, which describes the
essential security properties that are re-
quired. In their first attempts to do this,
the young engineers typically included
a lot of concrete details, which it later
turned out possible to reduce to a very
small number of basic principles.

The systematic approach based on the
CC helped the designers to ensure that
nothing was left out of the design – or,
if it was, then this was a result of delib-

erate choices, for example in the selection of assumptions and OSPs. The steps in the
design process and the corresponding documents produced are illustrated in Fig. 5. Pro-
duction of the rationales, in particular, is extremely valuable, as it forces the designers
to argue for the correctness of their solution. We are currently working on approaches
to formalise some aspects of this in a practical support tool.

7 Concluding Remarks

Other approaches to systematic design of secure products have primarily focused on
Object Oriented design techniques, and in particular security-oriented versions of UML
such as UMLsec [8], the use of patterns [13,5], and integration of component-oriented
techniques with security engineering [7,10]. A notable exception is the approach used
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in the PalmE project [15], which describes in some detail the steps of the software
design process needed to meet the requirements of the CC for EAL2. However, all
these approaches focus on the design process from the ST onwards, and systematic
design starting from a relatively abstract specification such as a PP is not considered.

In the current state of the art, it appears feasible to incorporate the refinement steps
into tools already used for formal development, such as RSL [14]. The final phase in
deriving a design, which involves finding a concrete implementation architecture and
choosing concrete IT components, could then be performed within the tool’s develop-
ment environment. The challenge here is to integrate the selection of existing (COTS)
components into the design environment. We shall continue to work on incorporating
appropriate information into support tools.
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Abstract. Discovery of security vulnerabilities is on the rise. As a result, software 
development teams must place a higher priority on preventing the injection of 
vulnerabilities in software as it is developed. Because the focus on software secu-
rity has increased only recently, software development teams often do not have 
expertise in techniques for identifying security risk, understanding the impact of a 
vulnerability, or knowing the best mitigation strategy. We propose the Protection 
Poker activity as a collaborative and informal form of misuse case development 
and threat modeling that plays off the diversity of knowledge and perspective of 
the participants. An excellent outcome of Protection Poker is that security knowl-
edge passed around the team. Students in an advanced undergraduate software 
engineering course at North Carolina State University participated in a Protection 
Poker session conducted as a laboratory exercise. Students actively shared misuse 
cases, threat models, and their limited software security expertise as they dis-
cussed vulnerabilities in their course project. We observed students relating vul-
nerabilities to the business impacts of the system. Protection Poker lead to a more 
effective software security learning experience than in prior semesters. A pilot of 
the use of Protection Poker with an industrial partner began in October 2008. The 
first security discussion structured via Protection Poker caused two requirements 
to be revised for added security fortification; led to the immediate identification of 
one vulnerability in the system; initiated a meeting on the prioritization of security 
defects; and instigated a call for an education session on preventing cross site 
scripting vulnerabilities.  

Keywords: Software security, Wideband Delphi, Protection Poker, Planning 
Poker. 

1   Introduction 

According to the National Vulnerability Database1, the number of reported vulner-
abilities has increased six-fold (from approximately 1000 to 6000 per year) from 2000 
to 2007. As a result, software development teams must place a higher priority on 
preventing vulnerability injection at each phase of the software life cycle. Because  
the focus on software security has rapidly risen only in the last decade, software  
                                                           
 1 The Common Vulnerabilities and Exposures (CVE) and Common Configuration Enumeration 

(CCE) Statistics Query Page (http://web.nvd.nist.gov/view/vuln/statistics) provides the num-
ber and percent of a given vulnerability type reported for each year.  
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development teams often do not have expertise in techniques for identifying security 
risk, understanding the impact of a vulnerability, or knowing the best mitigation strat-
egy [15]. We propose the Protection Poker activity as a collaborative and informal 
form of misuse case2 development and threat modeling3 that plays off the diversity of 
knowledge and perspective of the participants.  An excellent outcome of Protection 
Poker is that security knowledge passed around the team. Protection Poker is based 
upon an interactive effort estimation practice, Planning Poker4 [8], that is used by 
many agile software development teams.   

More important than the resulting effort estimate of Planning Poker is the discus-
sion that takes place during the practice. Planning Poker provides a structured means 
for team members to educate each other, uncover hidden assumptions, raise aware-
ness of issues and complications, and expose the range of alternatives of achieving 
desired goals. Protection Poker, which focuses on security risk assessment rather than 
effort estimation, provides this same structure for team conversation about security. 
Protection Poker is conducted in an iteration5 planning-type meeting to yield a list of 
the overall relative security risk for each potential requirement for the iteration. After 
performing Protection Poker, participants can use this relative risk to determine the 
type and intensity of design and the validation and verification (V&V) effort that 
needs to be included in the iteration for each requirement. As a result, the necessary 
effort to implement the requirement securely is factored into the effort estimate.   

Students in an advanced undergraduate software engineering course at North Caro-
lina State University participated in a Protection Poker session conducted as a labora-
tory exercise.  Through Protection Poker, students structured their discussion of the 
security risk of the requirements of their course project, iTrust6, a role-based health-
care application.  

The rest of this paper is structured as follows.  Section 2 provides background and 
related work. We present the Protection Poker practice in Section 3. In Section 4, we 
discuss our experiences with the use of Protection Poker with advanced undergraduate 
students. We summarize and discuss future industrial trials of Protection Poker in 
Section 5.  

                                                           
2 A misuse case is a use case from the point of view of an actor hostile to the system under 

design. The goal of the misuse case is not a system function but a threat posed by that hostile 
actor. [1] 

3 Threat modeling is a method for uncovering design flaws in a software component before the 
component is built [12]. Threat modeling emphasizes risk management at the architec-
tural/design-level where risks are assessed and mitigation steps are outlined [19]. 

4 The “rules” of Planning Poker have no resemblance to the rules of the card game Poker except 
that each participant hides their cards from the other participants until a designated time. The 
creator of the Planning Poker likely chose this name to have the catchy effect of alliteration. 
Co-located teams often do use cards to do their estimation, though the cards must be made for 
the Planning Poker game to contain only selected values.  

5 An iteration is a term often used by agile software development teams to mean a relatively 
short period of time (typically two to four weeks) during which a development team produces 
working code for a predetermined set of requirements [7]. Protection Poker can be used by 
non-agile teams during release planning.  

6 http://agile.csc.ncsu.edu/iTrust/ 
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2   Background and Related Work 

In this section, we provide background on risk assessment in software security, Wide-
band Delphi estimation, and Planning Poker.     

2.1   Risk Assessment in Software Security 

The basis of software reliability engineering [17] is the acknowledgement that soft-
ware is delivered with faults, but it is most important to prevent, find, and remove the 
faults that will most likely be encountered by users in normal operation. Similarly in 
software security, we acknowledge that software will be delivered with vulnerabili-
ties, but it is most important to prevent, find, and remove the high risk vulnerabilities 
which are most likely be exploited by an attacker. If vulnerabilities must remain when 
the software is deployed, let them remain in low risk areas uninteresting to an attacker 
and least valuable to businesses.  

Effective software engineering security practices include building security into the 
software product when finding and fixing problems is cheaper and more feasible than 
if done later in the software process [5]. Limited resources (e.g. time, money, and 
expertise) preclude software engineers from identifying and fortifying all security 
risks.  Prioritization of software security efforts is most effectively informed by risk 
assessment of potential security problems [11, 12, 14, 15]. In Section 3, we suggest 
this risk assessment be structured via the Protection Poker practice.  

Through software security [12, 14, 15] development practices, security is built into 
software rather than added after completion or delivery of the software. Security ef-
forts during development should focus on the areas of a software system that are most 
likely to be attacked. A vulnerability7 remains latent until an attacker has exploited the 
vulnerability to attack a software system. As software reliability engineering [17] 
places value on areas of code most used by customers, software security efforts 
should focus on the most risky areas of code that are most attractive to attackers and 
most valued by businesses. Value-neutral vulnerability-finding techniques, such as 
conducting the same level of penetration testing on all areas of the code, may cause 
the development team to expend valuable and limited security resources on low risk 
areas of the code that may already be adequately fortified, may be uninteresting to an 
attacker, or contain hard-to-exploit vulnerabilities. Software engineers can prioritize 
the verification and fortification of components to produce more secure software by 
considering risk. 

2.2   Wideband Delphi Estimation 

Wideband Delphi is based upon the Delphi practice [9], developed at The Rand Cor-
poration in the late 1940s for the purpose of making forecasts. With the Delphi  
practice, participants are asked to make their forecast individually and anonymously 
in a preliminary round. The first round results are collected, tabulated, and returned to 
each participant for a second round, during which the participants are again asked  
to make a new forecast regarding the same issue. This time each participant has 
                                                           
7 A vulnerability is an instance of a [fault] in the specification, development, or configuration of 

software such that its execution can violate an [implicit or explicit] security policy [13]. 
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knowledge of what the other participants forecasted in the first round but not any 
explanation by the participants of the rationale behind their forecast. The second 
round typically results in a narrowing of the range in forecasts by the group, pointing 
to some reasonable middle ground regarding the issue of concern. The original Delphi 
technique avoided group discussion [4].   

Boehm created a variant of this technique called the Wideband Delphi technique 
[5]. Group discussion occurs between rounds in Wideband Delphi; participants ex-
plain why they have chosen their value.   Wideband Delphi is a useful technique for 
coming to some conclusion regarding an issue when the only information available is 
based more on experience than hard empirical data [4].   

2.3   Planning Poker 

In recent years, many agile software development [6] teams have estimated the effort 
needed to complete the requirements chosen to be implemented in an iteration and/or 
release via a Wideband Delphi practice commonly called Planning Poker [8]. Plan-
ning Poker is “played” by the team as a part of the iteration planning meeting.  

With Planning Poker, the customer or marketing representative explains each re-
quirement to the extended development team.  We use the term extended development 
team (often called the “whole team” [2] by agile software developers) to refer to all 
those involved in the development of a product, including product managers, project 
managers, software developers, testers, usability engineers, security engineers, and 
others. In turn, the team discusses the work involved in fully implementing and test-
ing a requirement until they believe that they have enough information to estimate the 
effort. Each team member then privately and independently estimates the effort in 
units of “story8 points” (discussed more fully below). The team members reveal their 
estimates simultaneously. Next, the team members with the lowest and highest esti-
mate explain their estimates to the group. Discussion ensues until the group is ready 
to re-vote on their estimates.  More estimation rounds take place until the team can 
come to a consensus on a quantity of story points for the requirement. Most often, 
only one or two Wideband Delphi rounds are necessary on a particular requirement 
before consensus is reached.  

Planning Poker is structured such that all team members participate in the estima-
tion process and that everybody’s opinion is heard, regardless of whether they are 
among the loudest or most influential people in the group [10]. The diversity of par-
ticipant opinions about the effort required to implement a requirement drives the 
Planning Poker discussion. A dysfunctional Planning Poker session is one in which 
participants decide to go with or are implicitly or explicitly coerced into agreeing with 
the estimate given by a person or persons determined to be most important or most 
respected.  As such, a culture in which a diversity of opinions is valued is necessary 
for Planning Poker to be an effective effort estimation technique.  

In Planning Poker, estimation is based upon the notion of story points [7]. Story 
points are unit-less measures of effort relative to previously-completed requirements. 
The unit-less story points do not directly correspond to traditional effort estimates 

                                                           
8 In an agile software development methodology, a “story” is analogous to a functional  

requirement.  
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such as person-hours or person-days. As a result, estimation is generally done more 
quickly because participants focus on relative size and not on thinking about how long 
the work will take. The latter might depend upon which engineer is assigned the task 
and what their work schedule might be. The team can focus on the estimation with 
discussions like the following: 

• “<requirement>  is similar to <other requirement> which was a 5, so we’ll 
give this a 5”; or 

• “<requirement> is likely to take twice as long as <other requirement>”; or 
• “<requirement> will take the entire iteration, let’s give it an 8”  

Team members are constrained to estimating from a set of possible story point values 
on an exponential scale (most commonly 1, 2, 3, 5, 8, 13, 20, 40 and 100) [7] that are 
the relative amount of effort necessary for the correct implementation, including 
software development, usability engineering, testing, and document authoring / updat-
ing. There are two reasons behind the use of a limited set of possible values. First, 
humans are more accurate at estimating small things, hence there are more possible 
small values than large values [7]. Second, estimation can be done more quickly with 
a limited set of possible values. For example, why argue over whether the estimate 
should be 40 or 46 when our ability to estimate such large requirements is most likely 
inaccurate?  

The values are often calibrated such that a very small task is given the value of 1 
and a value of 8 indicates that the requirement will take the entire iteration. The val-
ues of 2, 3, and 5 are given relative to these endpoints. A requirement which is given 
an estimate of more than 8 is referred to as an epic [7] and can remain an epic for a 
future iteration.  Once an epic is to be implemented in the next iteration, the epic must 
be broken down into small independent stories with estimates of 1, 2, 3, 5 or 8. A 
team computes its velocity [2, 7]; velocity is a historical number of how many story 
points the team is able to implement in an iteration. In an iteration planning meeting, 
the team determines which requirements to implement in the next iteration by choos-
ing the higher priority requirements whose story points fit within the capacity deter-
mined by the velocity estimate. 

There are three major benefits to using the Planning Poker practice: 

1. Effort Estimate. The team obtains effort estimates via the expert opinion 
of all the members of the extended development team. The incorporation 
of all expert opinions leads to improved estimation accuracy [10, 16], par-
ticularly over time as the team becomes experienced with Planning Poker.   

2. Estimate Ownership. The estimate is developed collaboratively by the 
extended development team. Therefore, the members will feel the esti-
mate is realistic and will feel more accountability since they own the es-
timate.   

3. Communication. The conversations that take place during the process are 
useful for sharing knowledge and for structuring conversation between 
those on the extended team with a diversity of perspectives. When one or 
more team members have a low estimate and others have a high estimate, 
team members have a very different perception of what is involved in the 
implementation and verification and/or have a range of technical  



 Protection Poker: Structuring Software Security Risk Assessment 127 

knowledge or experience.  As such, Planning Poker provides a structured 
means for: 
• obtaining a shared understanding;  
• exposing hidden assumptions of the technical aspects of implementa-

tion and verification;  
• discussing the implications throughout the system for implementing 

a requirement;  
• surfacing and resolving ambiguities realized via divergent perspec-

tives on the requirement; and  
• exposing easy and hard alternatives for achieving desired goals. 

The first author has participated in more than a dozen Planning Poker sessions 
conducted with industrial teams.  A subjective identification of the value of Planning 
Poker session would be distributed as follows: 

• 20% of the value is the effort estimate obtained;  
• 10% of the value is that the team feels ownership of this estimate; and  
• 70% of the value is the communication that takes place in the meeting 

through the structured Wideband Delphi process.  

The motivation behind conducting Protection Poker sessions is, likewise, to struc-
ture team communication focused on software security.     

3   Protection Poker 

Interestingly, it may be in this dearth of "qualified" people trained in security 
that a critical opportunity can be found.  Though few practitioners have aca-
demic security training, they most assuredly do have academic training in some 
field of study.  That means that as a collective, the computer security field is 
filled with diverse and interesting points of view.  This is exactly the sort of 
Petri dish of ideas that led to the Renaissance at the end of the Dark Ages... Di-
versity of ideas is healthy, and it lends a creativity and drive to the security 
field that we must take advantage of.                                   – Gary McGraw [15] 

We propose a Wideband Delphi, Planning-Poker type practice called Protection Poker 
that leverages a diversity of ideas, experience, and knowledge related to software secu-
rity. The dual purpose of a Protection Poker session is (1) to structure a collaborative, 
interactive, and informal practice for misuse case development and threat modeling; and 
(2) to spread software security knowledge throughout a team. The output of a Protection 
Poker session is a list of the overall relative security risk for each potential requirement 
for the iteration. Protection Poker sets the stage for participants to use this relative risk 
to determine the type and intensity of design and the V&V effort that needs to be in-
cluded in the iteration for each requirement. As a result, the necessary effort to imple-
ment the requirement securely is properly estimated and an understanding is gained of 
the steps necessary for this secure implementation. This list of relative risk can be used 
to guide the prioritization of security engineering resources towards the areas of the 
software with the highest risk of attack. This prioritization and increased knowledge 
should lead a team toward the development of more secure software.  
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In this section, we present instructions for conducting a Protection Poker session. 
We then discuss how risk assessment and knowledge transfer is achieved through the 
use of the practice.  

3.1   Protection Poker Instructions 

Protection Poker is “played” during an iteration planning-type meeting. As with Plan-
ning Poker, the extended development team (including the product manager, customer 
representative(s), requirements analyst(s), usability engineers and marketing represen-
tatives) is involved. Iteration planning can be augmented by the participation of a 
security expert if one is available, though the presence of a security expert is not an 
absolute necessity. Our initial trial of Protection Poker in an undergraduate class, 
discussed in Section 4, demonstrated the power of collaborative discussions of secu-
rity issues by non-security experts. These discussions can also be aided through the 
use of a checklist of security issues to consider.  

With Protection Poker, the customer or marketing representative explains each re-
quirement to the extended development team. Informal discussions of misuse cases 

and threat models ensue. For example, the discussion might reveal that the role-based 
access to some functionality needs to be more restrictive. 

For Protection Poker, we use unit-less measures to compute risk. Risk is tradition-
ally [3, 19] computed as in Equation 1: 

Risk = (probability of loss) (impact of loss)                              (1) 

We propose a variation on this general definition and compute the security risk for a 
requirement as computed in Equation 2:   

Security risk = (ease of attack) (the value of asset that could be exploited with a suc-
cessful attack)                                                                                                              (2) 

The value of a particular asset does not change based upon the various require-
ments that use that asset. Therefore, a relative value for an asset can be established for 
the system based upon unit-less/relative values of value points. For example, the team 
may decide that the password table is 100 times more valuable to an attacker than the 
table containing statistics of baseball players and the password table would get a value 
of 100 and the baseball player table a value of 1. A variation of the adage “When 
everything is high priority, then nothing is high priority” is “When everything is very 
valuable, then nothing is very valuable.” As a result, the team is best served by actu-
ally differentiating the value of the assets used by the software system.  

In an iteration meeting, the team members provide estimates for: 

1. ease of attack (higher value indicates easier to attack) in unit-less/relative 
values of ease points; and  

2. the value of the asset (in value points) being accessed by/protected by the 
program in that requirement. The value of the asset is based upon histori-
cal values for the asset or, if a new asset must be created to implement the 
requirement, based upon the team’s discussion/voting.  
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The estimation can then focus on discussions like: 

• “<new requirement> increases the attack surface9 as much as does <other  
requirement>”; or 

• “Both of these new requirements read and write to a table with credit card  
information”; or 

• “Only the admin can execute this functionality.” 

Similar to Planning Poker, the team can only choose from a set of values, such as 
from 1, 5, 8, 13, 20, 40 and 100 (as are used in Planning Poker) for ease points and 
value points. The objective of limiting the choice of values is to significantly increase 
the speed of development of the security risk profile such that it can be done as a part 
of the iteration planning meeting. Our method allows the differentiation of ease points 
and of value points with seven possible values. NIST advocates this differentiation of 
risk be limited to High, Medium, and Low [19]. Trials of Protection Poker with indus-
try will indicate whether this additional differentiation provided by the product of 
ease and value aids in the ranking of security risks and whether these seven possible 
values are more effective for differentiating risk for prioritization purposes. 

Simultaneously, the team members reveal their estimates first for ease points and 
then for value points for each requirement. A Protection Poker discussion is driven by 
the diversity of participant opinions on the ease of attack and the value of the pro-
tected asset for a requirement. McGraw [15] calls this time of discussion ambiguity 
analysis.  Ambiguity analysis is the subprocess capturing the creative activity required 
to discover new risks when one or more participants share their divergent understand-
ings of a system [15]. Disagreements and misunderstandings are often the harbingers 
of security risk [15]. Through Protection Poker, these disagreements and misunder-
standings are surfaced and resolved before a requirement is designed or implemented. 
As with Planning Poker, the team members with the lowest and highest estimates 
explain their estimates to the group. Discussion ensues until the group is ready to re-
vote on their estimates. More estimation rounds take place until the team can come to 
a consensus on a quantity of ease and value points for the requirement.  

Values for ease points and value points would need to be calibrated at the start of 
the project such that an implementation of a requirement that would be very difficult 
to attack because it does not increase the attack surface, is given a value of 1 and the 
an implementation of a requirement that would be very easy to attack be given a 40 or 
a 100. All other requirements are estimated relative to these endpoints. The calibra-
tion can change through the course of multiple iterations.   

3.2   Risk Assessment 

The risk profile for a requirement is computed by multiplying ease points by value 
points, as shown in Table 1.  The risk profile can be used to prioritize software secu-
rity efforts, such as a more formal development of misuse cases or threat models; 
security inspection; security re-design; the use of static analysis tool(s); and security 
testing. The relative risk for a requirement and the resulting actions necessary to im-
plement the requirement are factored into the effort estimate for implementing the 

                                                           
9 The attack surface is the union of code, interfaces, services, and protocols available to all 

users, especially what is accessible by unauthenticated or remote users [12]. 
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requirement. The necessary software security effort can be factored into the overall 
effort estimate such that the resources are allocated and realistic completion times are 
committed for the implementation of a robust, secure, fortified requirement.  

Table 1. Prioritizing risk with Protection Poker 

Requirement Ease Points Value Points Security Risk 

Requirement 1 1 1000 1000 

Requirement 2 5 1 5 

Requirement 3 5 1 5 

Requirement 4 20 5 100 

Requirement 5 13 13 169 

Requirement 6 1 40 40 

Requirement 7 40 20 800 

3.3   Knowledge Transfer 

As part of the structured Protection Poker conversation, the extended team discusses 
the ease points and value points for each requirement, in turn. The team can share 
business details of the proposed requirements; such as the assets which will be util-
ized (e.g. sensitive, personal information in a database), and about the technical risks 
that jeopardize the business details. For example, a requirement that requires that 15 
user input fields which are used in dynamic SQL queries be filled in by a customer is 
inherently more risky than a requirement that involves only batch processing. Simi-
larly, high-usage requirements impose a Denial of Service risk. The structured discus-
sion of security issues that occurs as a part of Protection Poker should greatly improve 
the team members’ knowledge and awareness of what is required to build security 
into the product.  

4   Experience with Protection Poker in the Classroom 

Protection Poker has had an initial trial with a class of approximately 50 advanced 
(third and fourth year) undergraduate students at North Carolina State University 
taking a software engineering class. Prior to coming to a structured laboratory session 
on software security, the students had one 50-minute lecture that provided an over-
view of software security. The lecture focused on input validation vulnerabilities 
including cross-site scripting, SQL injection, and buffer overflows.   

In the laboratory, the students were given a vulnerable version of the open source 
iTrust role-based healthcare application. The students were asked to find vulnerabilities 
in iTrust, assign ease and value points to each vulnerability, and then enumerate the 
risk values in descending order to show that the top risks should be addressed first. The 
students spent 40 minutes searching for and identifying security vulnerabilities in 
iTrust. After a brief laboratory-wide discussion of the vulnerabilities found, students 
were given fifteen minutes to assign ease and value points to each vulnerability and 
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then calculate the overall risk for that vulnerability. Two doctoral students studying 
software security, including the students’ regular teaching assistant and his colleague, 
conducted the laboratory exercise. The primary educational objectives of the exercise 
were to (a) expose the students to common vulnerabilities in a system they are already 
familiar with; and to (b) elicit a discussion between the students who are more familiar 
with security with those who are not. While the hands-on activity of finding vulner-
abilities helps students learn about security, both objectives were significantly rein-
forced by having the Protection Poker activity. As expected, the groups who discussed 
the relative risk of each vulnerability had disagreed in many cases. The group discus-
sions that started from Protection Poker encouraged students to discover many differ-
ent ways of exploiting their systems, leading them back to their computers to try to 
find more problems. 

One of the most interesting parts of the activity was how fast general lessons about 
security were surfaced in the discussions. Independent of each other, many groups 
came to form general lessons to avoid future vulnerabilities. Among the lessons dis-
cussed were: 

1. Security cannot be obtained through obscurity alone. Students had many 
discussions about using obscure (but not impossible to guess) information 
on their system for sensitive features (e.g. auto-incrementing database 
keys). 

2. Never trust your input. Before the Protection Poker laboratory, most stu-
dents never considered that their input could intentionally be malformed 
for the purpose of launching a security attack.  

3. Know your system. For the first time in the course, many students felt the 
need to truly understand their production environment so that they could 
gauge ease points more accurately. 

4. Know common exploits. Students realized on their own that as technolo-
gies evolve, so do the vulnerabilities. 

5. Know how to test for vulnerabilities. The students discussed several strate-
gies for adapting their automated tests to reveal possible vulnerabilities. 

In addition to the general lessons learned, students discussed methods of discovering 
and exploiting vulnerabilities. Their discussions had a resemblance to misuse cases 
and threat modeling even though they were not taught either of these practices.   

We observed that the Protection Poker activity provided far more discussion and 
learning about software security than in previous semesters without Protection Poker. 
In terms of lessons learned, teaching assistants usually expect one or two of the five 
previously-discussed lessons to be learned as opposed to the five that consistently 
came up. Furthermore, students were more likely to listen to each other than listen to 
the instructors lecturing, since they were all peers in a group.  Today’s students (from 
the Millennial Generation10) learn better through discovery than by being told, and 
they prefer learning through participation rather than by learning by being told what 
to do [18].   

The most positive part of the lab was that many students reported the experience as 
an “eye opener”. One student commented, “It really is amazing how such a simple 

                                                           
10 Students born after 1982. 
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technique can yield so much." Throughout the rest of the semester, discussions with 
the teaching assistants regarding major security design flaws of the system took place. 
Although the activity was simple and natural to the students, it provided a great way 
to expose students to the nuanced concepts of software security. 

5   Experience with Protection Poker with an Industrial Team 

Protection Poker was introduced to an industrial organization via a 90-minute tutorial11. 
After an enthusiastic response to Protection Poker based upon the tutorial, plans were 
made for the research team to conduct Protection Poker sessions with the 11-person 
team during their iteration planning meetings held every two weeks. At time of writing, 
one Protection Poker session has been held. During this session, the team had seven new 
requirements in the iteration. Five of these were discussed in the Protection Poker ses-
sion. The remaining two were not discussed because the hour set aside for Protection 
Poker had expired. The Protection Poker session yielded the following results: 

• Two requirements were revised for added security fortification. One of the re-
quirements changes involved additional logging so that an audit trail of access 
could be obtained. The other requirement was revised to explicitly state the need to 
prevent cross site scripting vulnerabilities;  

• During the meeting, an engineer found a cross site scripting vulnerability in the 
current application at the completion of the first group discussion about cross site 
scripting; 

• The same engineer asked for an education session on preventing cross site scripting 
vulnerabilities; 

• A discussion ensued about the need for the governance process to prioritize the 
fortification of identified security vulnerabilities over the fixing of non-critical reli-
ability defects; and  

• A business analyst suggested that the testing of all new requirement involve addi-
tional scripting checks such that cross site scripting and SQL injection vulnerabili-
ties might be discovered. Evidently, malicious scripting had not been included in 
their testing process to date.  

The industrial team deemed the first session a success and agreed to continue to in-
clude Protection Poker in future iteration planning meetings. 

6   Summary 

In this paper, we have proposed the practice of Protection Poker for leveraging the 
diversity of experience and knowledge about software security in a team. By the use of 
the practice, teams can collaboratively perform a software risk assessment of the re-
quirements for their product and can share their software security knowledge with their 
teammates. The result of the use of the practice should be a reduction of vulnerabilities 
                                                           
11 Tutorial resources can be found here:  
    http://collaboration.csc.ncsu.edu/laurie/Security/ProtectionPoker/ 
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in the product through an overall increase of software security knowledge in the team. 
Protection Poker was piloted with a team of undergraduate software engineering stu-
dents at North Carolina State University. We observed the students discussing misuse 
cases and threat models and sharing their limited software security expertise as they 
discussed vulnerabilities in their course project.   

A pilot of the use of Protection Poker with an industrial partner began in October 
2008. The initial meeting supported the value of Protection Poker for structuring secu-
rity risk assessment and knowledge transfer.   
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Abstract. In the search for metrics that can predict the presence of vulnerabili-
ties early in the software life cycle, there may be some benefit to choosing met-
rics from the non-security realm. We analyzed non-security and security failure 
data reported for the year 2007 of a Cisco software system. We used non-
security failure reports as input variables into a classification and regression tree 
(CART) model to determine the probability that a component will have at least 
one vulnerability. Using CART, we ranked all of the system components in de-
scending order of their probabilities and found that 57% of the vulnerable com-
ponents were in the top nine percent of the total component ranking, but with a 
48% false positive rate. The results indicate that non-security failures can be 
used as one of the input variables for security-related prediction models. 

Keywords: Attack-prone, classification and regression tree. 

1   Introduction 

In the search for metrics that can predict the presence of vulnerabilities, there may be 
some benefit to choosing metrics from the non-security realm. Metrics can be used as 
input variables in statistical models to identify which software components1 are most 
likely to be attacked. Such a statistical model can afford for security engineers to pri-
oritize their efforts to the highest risk components.  

According to Viega and McGraw [28] “Reliability problems aren’t always security 
problems, though we should note that reliability problems are security problems a lot 
more often than one might think [28].” Therefore, when security efforts are performed 
on a software system, some focus toward failure-prone components may reveal that 
those components are also likely to be vulnerable. The objective of this research is to 
create and evaluate a model that predicts which components are likely to contain se-
curity faults based on non-security failures.   

We analyzed pre- and post-release non-security failure data and pre- and post-
release security fault and failure data of a Cisco software system2 to determine if  
                                                           
1 A component is one of the parts that make up a system [15]. 
2 Due to the sensitivity of the security-related data, details of the system and data are omitted.   
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non-security problems are associated with security problems.  Since security faults are 
typically far fewer in number than non-security faults [1], not all of the failure-prone 
components will be associated with security faults.  To be useful, the statistical model 
will have to determine which of the failure-prone components are also likely to be 
vulnerable.  We constructed a model where the input variables to the model are non-
security failures and the output of the model is a probability that a component in the 
system has at least one security fault. 

The remainder of this paper is organized as follows. In Section 2 we provide back-
ground and related work, in Section 3 we detail the industrial case study, in Section 4 
we present results, in Section 5 we present the limitations of the study, in Section 6 we 
provide a discussion, and finally in Section 7 we summarize and provide future work. 

2   Background 

In this section, we provide definitions of terms used throughout the paper. Seminal 
sources are used for each definition where possible. We also include prior work that 
compares security with reliability. 

2.1   Definitions 

External metrics. “Those metrics that represent the external perspective of software 
quality when the software is in use…These measures apply in both the testing and 
operation phases.” [14] 

Internal metrics. “Those metrics that measure internal attributes of the software re-
lated to design and code. These “early” measures are used as indicators to predict 
what can be expected once the system is in test and operation” [14].  

Fault. “An incorrect step, process, or data definition in a computer program. Note: A 
fault, if encountered, may cause a failure” [15].  

Fault-prone component. “A component that will likely contain faults” [4].   

Failure. “The inability of a software system or component to perform its required 
functions within a specified performance requirements [15].” 

Failure-prone component. A component that will likely fail due to the execution of 
faults [26].  

Vulnerability. An instance of a [fault] in the specification, development, or configu-
ration of software such that its execution can violate an [implicit or explicit] security 
policy [17]. 

Vulnerability-prone component. A component that is likely to contain one or more 
vulnerabilities that may or may not be exploitable [8].   

Attack. The inability of a system or component to perform functions without violat-
ing an implicit or explicit security policy.  We borrow from the ISO/IEC 24765 [15] 
definition of failure to define attack, but remove the word “required” because attacks 
can result from functionality that was not stated in the specification. 

Attack-prone component. A component that will likely be exploited [8]. 
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An attack-prone component is a component that is likely to be exploited due to the 
types of vulnerabilities in that component.  For example, the vulnerabilities may be 
easy to find, easy to exploit, or lead to desirable assets.  A vulnerability-prone com-
ponent that is not also attack-prone may contain vulnerabilities that are not easily 
found, are difficult to exploit, or do not lead to desirable assets.  These characteristics 
represent our initial views of vulnerability- and attack-prone components [12]. 

In our setting, an attack is the execution of a security fault (vulnerability) that leads 
to a security failure. We use the context of execution to be consistent with the defini-
tions and distinction between a fault and failure in the general reliability (non-
security) context under the assumption that security is, by definition, a subset of  
reliability. System execution occurs during testing, internal usage, and in the field. In 
the context of testing, if a tester discovers a buffer overflow, then we say they have 
attacked the system. Although the tester may not have gone through the trouble of 
completely exploiting the buffer overflow to cause a denial-of-service or to inject 
code that escalates their privileges, the failure is a proof of concept that the system 
can be attacked. A risk value can be assigned to the security fault to describe how 
detrimental the vulnerability is to the system.  Of course, static fault detection tech-
niques can identify vulnerabilities that can be exploited, too. 

2.2   Prior Work 

The first and third authors performed two case studies on two different large commer-
cial3 telecommunications systems. The correlation between non-security and security 
failures was examined [9, 12].  We found a 0.8 (p<.0001) Spearman rank correlation 
between non-security system/feature failures and security failures for the first system 
and a 0.7 (p<.0001) correlation for the second system. For these two case studies the 
only available data were system/feature testing failures.  The high correlations suggest 
that non-security failures are a good indicator of security problems and that security 
fortification efforts should be placed in the same areas of the software as reliability 
efforts.  The case study presented in this paper attempts to replicate our previous stud-
ies on a different software system from a different vendor to determine if the statisti-
cal model yields consistent results. 

Research papers comparing security failure data to non-security data are showing 
that reliability and security models are not dissimilar. Alhazmi et al. [1] compared the 
cumulative number of vulnerabilities for five different operating systems and found 
that the plots are analogous to reliability growth plots using logistic and linear models. 
Mullen et al. [18] have found the occurrence rate of security vulnerabilities follows the 
Discrete Lognormal distribution, which has also been shown in prior reliability growth, 
test coverage, defect failure rate, and code execution rates. Condon et al. [3] have 
found that security incident data can be modeled with Non-Homogenous Poisson Proc-
ess models as done with reliability failure data. Lastly, Ozment and Schechter [23] 
found that Musa’s Logarithmic model fit their OpenBSD security dataset to predict 
time-between-security-failures. We continue the examination of potential parallels 
between non-security and security problems by investigating if the location of security 
faults and failures can be approximated using non-security failure data. 

                                                           
3 Due to the sensitivity of the data, the name of the vendor is omitted. 
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2.3   Vulnerability- and Attack-Prone Component Predictions 

Neuhaus et al. [21] have also investigated predictive models that identify vulnerabil-
ity-prone components. They created a software tool, Vulture, that mines a bug data-
base for data including libraries and APIs which components are likely vulnerable. 
They performed an analysis with Vulture on Bugzilla, the bug database for the 
Mozilla browser, using imports and function calls as predictors. They were able to 
identify 45% of all of the vulnerable components in Mozilla. Shin and Williams [27] 
found a weak correlation (0.2) between complexity and security vulnerabilities in 
Mozilla, indicating that complexity contributes to security problems, but is not the 
only factor. We also found a 0.2 correlation between file coupling and vulnerability 
counts in a large telecommunications system [10].  In that case study, we used a clas-
sification and regression trees (CART, as discussed in Section 2.4) model to assign a 
probability of attack to each file. Upon ranking these probabilities in descending or-
der, we found that 72% of the attack-prone files are in the top 10% of the ranked files 
and 90% are in the top 20% of the files. The input variables for that study consisted of 
the count of Klocwork4 static analysis tools warnings, measure of file coupling, and 
count of added and changed source lines of code. In our other earlier work [11] we 
used a CART to predict which components were attack-prone using warnings from 
the static analysis tool, FlexeLint, and code churn. The model identified all of the at-
tack-prone components, but with an 8% false positive rate. The study in this paper is 
based on a different type of system than our earlier studies. 

2.4   Classification and Regression Trees (CART) 

Our predictive model is comprised of a statistical technique and the independent vari-
able non-security failure count. CART is a statistical technique that recursively parti-
tions data according to X and Y values. The result of the partitioning is a tree of 
groups where the X values of each group best predicts a Y value. The leaves of the 
tree are determined by the largest likelihood-ratio chi-square statistic. The threshold 
or split between leaves is chosen by maximizing the difference in the responses be-
tween the two leaves [25]. For the case study in this paper, the X values are values 
from the non-security failures and the Y value is a binary value describing a compo-
nent as attack-prone or not attack-prone. The CART technique has been shown to be 
useful for distinguishing failure-prone from not failure-prone components in the reli-
ability realm [29]. 

3   Cisco Case Study 

We analyzed pre- and post-release non-security failure data and pre- and post-release 
security fault and failure data that were submitted to the Cisco fault-tracking database 
in 2007 for a typical Cisco software system. The software system was divided into 
clearly defined components against which failures were reported. Each component 
consists of multiple files. The count of components was large enough to perform rig-
orous statistical analyses.  

                                                           
4 http://www.klocwork.com/ 



 Toward Non-security Failures as a Predictor of Security Faults and Failures 139 

3.1   Non-security External Metrics as Predictors of Security Faults and Failures 

The non-security failure reports were obtained from the Cisco fault-tracking database. 
The reports we used in our study included all severity 1, 2, and 3 non-security failure 
reports for the software system, where severity 1 is the highest impact to the cus-
tomer. Most severity 1, 2, and 3 records in the fault-tracking database indicated actual 
problems in the software. Records with higher severity numbers had a stronger chance 
of being a feature request. During our failure report analysis, we eliminated duplicate 
failure records that represented a failure already reported in the system. 

The non-security failure reports include failures observed during unit testing, func-
tion testing, performance testing, system testing, stress testing, alpha testing, beta test-
ing, automated regression, internal use failures, early field trials, and customer-reported 
failures. Alpha testing is conducted on a production network within Cisco while beta 
testing is conducted on the customer site. The number and types of non-security failure 
reports are not disclosed for confidentiality reasons.  

3.2   Security Fault and Failure Data 

The security faults and failures are the dependent variables in this industrial case study. 
We included security faults and failures of all severity levels. We chose to study secu-
rity faults and failures reported for the duration of a year (2007) to strengthen the 
goodness-of-fit of the predictive model we will build. Security faults and failures are 
rare events and difficult to model with small sample sizes. The number and types of 
security fault and failure reports are not disclosed for confidentiality reasons. 

The security faults and failures were provided by the Cisco Security Evaluation Of-
fice that handles security data.  The security faults in our study were reported during 
static inspections that were performed during the design and development stages of 
the software life cycle (SLC).  The security failures were identified during system 
execution and included problems from pre- and post-release testing and also include 
those security failures reported in the field.  

In our setting, an attack-prone component is a component that contains at least one 
security fault or a security failure. We use the term attack-prone component instead of 
vulnerability-prone because most security faults were identified during system execu-
tion. Additionally, the attack-prone components had at least one security failure  
identified during pre- or post-release execution. We use the threshold of one security 
failure because there is little variability in the failure count per component and only 
one attack is needed to cause substantial business loss. Although some security fail-
ures were reported by customers, there was no evidence of successful attacks against 
the software. A component with no reported security faults or failures will be called a 
not attack-prone component in this paper.  

4   Results 

The analysis of the failure reports indicated that only a small percentage of the com-
ponents consists of at least one security fault or failures. According to Pareto’s law, 
80% of the outcomes will be derived from 20% of the activities [6]. Although, this 
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observation was originally described in the context of economics, it has also been 
observed in the context of faults in a software system [22].  The application of the law 
to the software setting is that software problems will not be evenly distributed across 
the software system. For example, in a survey of multiple software systems, it was 
shown that between 60% and 90% of software faults are due to 20% of the modules 
[2].  We observed Pareto’s Law in our setting (see Section 4.2) because the distribu-
tion of attacks among the components is not evenly distributed across all components. 
All results in the sections below are reported on a per component basis. 

The first analysis in our case study was to perform correlations between all of our 
non-security failures types (listed in Section 3.1) and counts of security faults and 
failures. The correlations with the highest coefficients will aid in independent variable 
selection during the construction of the model. Our statistical model will be a dis-
criminatory model that classifies a component as attack-prone or not attack-prone. 
Associated with the classification is a probability of the component being attack-
prone. In the event that the models cannot successfully discriminate between attack-
prone and not attack-prone components, the correlations may indicate that a statistical 
technique does not perform well for the given dataset. For example, if we observe a 
high correlation between non-security failures and security faults and failures, but the 
discriminatory statistical approach cannot discriminate between attack-prone and not 
attack-prone components, then we would try a different statistical technique. 

4.1   Correlations 

We calculated5 Spearman rank correlations to determine if an increase of non-security 
failures in a component is followed by an increase in count of security faults and fail-
ures for that component. The highest correlation, 0.4 (p<.0001), occurred between 
customer-reported non-security failures and the sum of security faults and failures as 
shown in Table 1. The correlations to the security fault and failure counts are low, but 
they are significant and represent that they have value for indicating the existence of 
security problems in a statistical model.   

Table 1. Correlations between the non-security failures and vulnerabilities 

Count of  
non-security failures 

Spearman rank correlation 
coefficient (p-value) 

customer-reported  0.4 (p<.0001) 
alpha testing  0.3 (p<.0001) 
total non-security  0.3 (p<.0001) 
internal use 0.3 (p<.0001) 
system testing  0.2 (p<.0001) 
performance testing  0.1 (p<.0001) 
stress testing  0.1 (p<.0001) 
beta testing  0.1 (p<.0001) 
function testing  0.1 (p=.04) 
early field trial testing 0.1 (p<.0005) 

                                                           
5 All statistical analyses performed on SAS JMP 7.0.1. 
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4.2   Classification of System Components 

We performed classification analyses to discriminate between attack-prone components 
and not attack-prone components based on non-security failures. We built models using 
the discriminant analysis, logistic regression, and CART with the non-security failures 
enumerated in Section 3.1 as input variables. CART showed better separation between 
attack-prone and not attack-prone components than discriminant analysis and logistic 
regression. The non-security failure types that had the most predictive power in the 
CART model were alpha and beta testing non-security failures and customer-reported 
non-security failures.  

The CART analysis splits the all of the system components into like groups based 
on the count of non-security alpha and beta testing failures and customer-reported 
non-security failures. The splits made in CART are shown in Appendix A. The values 
of w, x, y, and z are integer values and are not provided for confidentiality reasons.  

In our analysis, the vulnerabilities were most likely to be in components where 
there are more than x customer-reported failures as denoted by the first (top most) 
split in the tree (see Appendix A). Failures from alpha and beta testing contributed 
less to the isolation analysis. The other failure types enumerated in Section 3.1 could 
not split the leaves to achieve separation between attack-prone and not attack-prone 
components as well as alpha and beta testing failures and customer-reported failures. 

The predictive power of the metrics is measured by the likelihood-ratio chi-square, 
G2, of each input variable. A larger G2 value indicates a more optimal split of a leaf in 
the CART analysis between attack-prone and not attack-prone components. In our 
model, the customer-reported problems contributed the most fit or separation in the 
overall model as shown in Table 2. 

Table 2. Contribution of metrics to the model 

Non-security failure count Number of splits in tree G2 
customer-reported 3 205.7 
alpha testing  1 7.4 
beta testing  1 4.7 
Total 5 217.8 

Table 3. Tests for collinearity in the independent variables 

Failure type Failure type Spearman rank correlation 
coefficient 

alpha testing customer-reported  0.2 (p<.0001) 
beta testing alpha testing 0.1 (p<.0001) 
customer-reported  beta testing 0.1 (p<.0001) 

 
We tested the input variables of the CART model to test for collinearity. Collinear-

ity is defined as a high degree of correlation between the independent variables of a 
statistical model [7]. Collinearity occurs when an excessive number of input variables 
are used to determine an outcome, and the input variables measure the same outcome 
[7]. The highest correlation between our input variables, 0.2, existed between alpha 
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testing and customer-reported failures and is a low correlation. The low correlations 
shown in Table 3 indicate that the failures identified by alpha and beta testing and cus-
tomer-reported failures are measuring different types of failures or failures in different 
locations in the software. We included these input variables in the model because the 
correlations between them are low and thus the collinearity among them is small. 

The probability of an attack-prone component for a given leaf is given in Table 4. 
All components in a leaf have the same probability of being attack-prone. For exam-
ple, in Leaf 1 100% of the components are attack-prone. In this leaf, all components 
should undergo security analyses. In Leaf 2 64% of the components are attack-prone 
and all components should go under security analyses, but 36% of the components 
will either not contain security faults or failures or contain security faults that are dif-
ficult to exploit or uninteresting to an attacker. The 36% false positive rate represents 
that time and effort spent on some components will not contribute greatly to the over-
all security posture of the software system. As shown in Table 4, there is a general 
likelihood ranking of attack-prone components. The components in Leaf 1 have the 
highest rank (probability of being attack-prone) and the components in Leaf 6 have 
the lowest rank. 

In examining the efficacy of the model, the security efforts should be focused to all 
of the components in the first four leaves of the tree because the true positive rate (prob-
ability of finding an attack-prone component) is relatively high.  In Leaves 5 and 6, the 
probability of identifying an attack-prone component is only ten percent and one per-
cent, respectively, representing that most security efforts would be wasted on low risk 
components. If we accept that the components in Leaves 1-4 are all attack-prone, then 
the model will have isolated 57% of the attack-prone components in the top nine percent 
(components in the top nine percent of the leaf-based ranking) of the system component 
ranking. Leaves 1-4 have a 48% Type I error (false positive) rate where not attack-prone 
components are interpreted by the model as attack-prone components. The remaining 
43% of the vulnerable components are in Leaves 5 and 6 and represent the Type II error 
(false negative) rate. These attack-prone components would escape security efforts be-
cause they are in large groups of components with no reported vulnerabilities. Security 
engineers would not likely accept a scenario where most of their analyses are spent on 
components with low risk. 

Table 4. Attack-prone probabilities in the leaves of the tree. The non-shaded rows represent the 
total system components in the top nine percent of the probability ranking. “Customer” 
represents the count of customer reported problems. “Alpha” represents the count of alpha 
testing failures. “Beta” represents the count of beta testing failures. 

Leaf  
Number 

Leaf Label Probability  
not 

attack-prone 

Probability 
attack-prone 

1 customer=x&alpha>=y&beta>=y 0.00 1.00 
2 customer>=x&alpha>=1&beta<y 0.36 0.64 
3 customer>=x&alpha<1&customer>=z 0.27 0.73 
4 customer>=x&alpha<1&customer<z 0.68 0.32 
5 customer<x&customer>=w 0.90 0.10 
6 customer<x&customer<w 0.99 0.01 
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The goodness-of-fit of the model can be determined by the receiver operating char-
acteristic (ROC) curve. The ROC graph has the true positive rate on the y-axis and the 
Type I error rate on the x axis. The larger the area under the ROC curve, the better the 
goodness-of-fit.  In Figure 1, the ROC curve for our model, represented by the thick 
line, has 88% of the area under the curve indicating that the non-security failures are a 
good metric for predicting which components are attack-prone. The thin line is a re-
flection of the solid curve to show the model’s ability to classify not attack-prone 
components. The diagonal line represents the efficacy of the model if the predicted 
outcomes correctly identified 50% of the attack-prone components.  

The R2 value for the overall model is 36% indicating that not all of the variation in 
the data can be accounted for by CART. To validate the model, we performed five-
fold cross-validation. Five has been shown to be a good value for performing cross-
validation [13]. The 36% R2 value we observed was based on the entire dataset. The 
cross-validation technique validates the R2 value by testing the model on data the 
model has not used before to determine if the model is still effective [30]. The five-
fold cross-validation divides (“folds”) the total system components into five groups 
consisting of an approximately equal number of randomly chosen components. One 
group is used as the test set and the training set consists of the remaining four groups 
of components. The model is trained on the training set and the analysis is compared 
to the outcomes of the test set to validate how well the model performs on data that 
has not been “seen” before by the model. Each of the five groups of components has 
one turn to be the test set which requires five analyses. After the five analyses are 
performed, the average error is calculated over the five trials. The cross-validated R2 
value was 34% indicating that the overall model is consistent with the model pro-
duced with the entire dataset. Despite the low R2 values, all of the splits in the CART 
analysis were performed at or below the .05 significance level representing that each 
leaf split (separation between attack-prone and not attack-prone components) is statis-
tically significant.  
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Fig. 1. The ROC curve of the CART analysis 
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5   Limitations 

We cannot claim to have identified all faults in the software based on the failures that 
have surfaced during testing [5]. Additionally, the customer reported failures do not 
complete the identification of all non-security faults as predictors or all security faults 
and failures as dependent variables. Moreover, the testing effort may not have been 
equal for all components and thus components with fewer failures may appear more 
reliable or secure. Therefore, our analyses are based on incomplete data. The Type I 
(48%) and Type II (43%) error rates are high indicating that the model is not precise 
which, if applied at Cisco, could lead to effort wasted on low security risk components 
while some attack-prone components are never found. Additional metrics in a statistical 
model may help identify attack-prone components with lower Type I and Type II error 
rates. Furthermore, there are few security data making statistical analyses difficult. 
Lastly, the model presented in this paper is representative of one industrial software 
system and will not necessarily yield the same results on different software systems. 

6   Discussion 

In a Mozilla case study [27] and our earlier telecommunications system case study 
[11] the analyses showed that there is only a 0.2 correlation between complexity 
measures and security faults and failures. We observed that the 0.4 correlation be-
tween non-security failures and security failures in the software system is higher than 
complexity-related correlations. Further analysis is required to determine how com-
plexity metrics correlate to security faults and failures in the system we studied. The 
higher the correlation, the more the predictor can contribute in a predictive model. 
While 0.4 correlation is low, it is significant, as are the complexity correlations. Com-
bining these predictors into one model may build a useful model that has lower Type I 
and Type II error rates than a model with just one predictor. 

According to Table 4, 57% of all attack-prone components were associated with 
greater than x (a value determined by the CART model) customer-reported non-
security failures.  Furthermore, Table 2 indicates that customer-reported non-security 
failures have the most ability to split components into groups of attack-prone and not 
attack-prone components. We provide three possible explanations for this observa-
tion.  First, these observations indicate that the customer’s operational profile6 (usage) 
influences vulnerable execution paths not identified the testing techniques listed in 
Section 3.1. The more execution in those required features could increase the chance 
of a deviant operation profile that opens a security hole for an attacker.   

The second possible reason why attack-prone components are associated with cus-
tomer-reported failures is that they are the components that are most important (i.e. 
the reason the software was built) to the customer and thus those with the largest 
business risk. Therefore, failures with these components would more likely be consid-
ered security problems because they can be exploited by attackers to interrupt the 
software functions required by the customer. Failures in components that have less 
importance to a customer may be less likely to be a security problem because the  

                                                           
6 The complete set of operations (major system logical tasks) with their probabilities of occur-

rence [19]. 
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impact of the failure does not preclude the customer from performing important tasks. 
However, the data indicate that 43% of the attack-prone components are associated 
with components with fewer than x customer-reported failures and show that the sys-
tem can be exploited via components that are not as frequently as the others.  Given 
the 57% and 43% percentages, security efforts should prioritize against the features 
that the customers use the most, but not exclude those components that are used less 
by the customers as they can also impact the customer. 

Thirdly, the 0.4 correlation (a weak, but significant correlation) between non-
security failures and security faults and failures may indicate that components with 
the most customer-reported failures are associated with deficiencies in the software 
process that lead to less reliable code. Gaps in the software process can lead to either 
the injection of a fault or the failure to remove a fault. The correlation between non-
security failures and security faults and failures may indicate that the gaps in the 
software process lead to both reliability and security failures. The less failure-prone 
components (i.e. those with fewer or no security faults) indicate that the development 
groups with a stricter software process mitigate non-security problems at the same 
time as security problems, perhaps without realizing that some of the risks they en-
countered were security-related.  For example, if architectural risk analyses are not 
performed during design, then design flaws may not found until late in the software 
process when it is too late to change the design of the system.  The design flaws may 
lead to unreliable functionality or a vulnerability that an attacker can exploit. 

In our earlier work [11]7, we observed a 0.4 correlation between static analysis tool 
warnings and vulnerabilities found during testing and in the field.  We did not observe 
a correlation between code churn and vulnerability counts. In our other work [10], we 
observed a 0.2 correlation between static analysis tool warnings and vulnerability 
counts. We also observed a 0.4 correlation between code churn and vulnerability 
counts. The vulnerability counts in these two datasets were small and thus may have 
hindered the identification of a stronger correlation between the predictors and vul-
nerability counts. Correlations between the same predictors and non-security faults/ 
failures have been reported to be much stronger than the measurements presented in 
this paper. For example, Zheng et al. [31] observed a 0.73 correlation between static 
analysis tool warnings and testing and customer failures. Nagappan and Ball [20] ob-
served correlations as high as 0.883 between code churn measures and general reli-
ability defects/KLOC. If the static analysis tool warnings and code churn are strongly 
correlated to non-security problems and non-security problems are correlated to secu-
rity problems, then static analysis tool warnings and code churn in our earlier work 
([10, 11]) may have a stronger impact on security problems than what the correlations 
indicate. If true, the extensive research on reliability statistical models (e.g. [16, 22]) 
that have been shown to predict fault- and failure-prone components early in the SLC 
may also be helpful for security prediction models. The models can be modified to 
isolate security problems, or if we assume that the security faults cluster with the non-
security faults, then security engineers can focus their efforts to the components pre-
dicted to be the most failure-prone by the reliability-based prediction model. 

                                                           
7 For the detailed version of this paper, see: M. Gegick, L. Williams, and J. Osborne, "Predict-

ing Attack-prone Components with Internal Metrics," NC State University, Raleigh, TR-
2008-08, 25 February 2008. 
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7   Summary and Future Work 

We analyzed a Cisco software system to determine if non-security problems are asso-
ciated with security problems. We found a 0.4 correlation between security faults and 
failures and non-security failures suggesting that general reliability of a software 
component is an indicator of the security posture of that component. Our CART 
model shows that alpha and beta testing failures and customer-reported failures can 
discriminate between attack-prone and not attack-prone components. Additionally, 
the model provides a threshold of non-security failure counts “required” to have a 
security fault or failure. This threshold is useful for determining which of the failure-
prone components should receive security attention in application of the idea sug-
gested by Viega and McGraw [28] in the Introduction. The model correctly identified 
57% of the attack-prone components in the top nine percent of the components when 
ranked by probability of being attack-prone. The CART analysis showed that the best 
indicator of security faults and failures were those components with the most cus-
tomer-reported failures. This observation suggests that the customers’ operational 
profiles may influence vulnerable execution flows in the software that were not iden-
tified during pre- or post-release testing. We conclude that non-security failures and 
the predictors of non-security failures are potential metrics security-related predictive 
models. Given that reliability and security problems exist in the same locations, it 
may be worthwhile to unify the concepts of “software reliability engineering” and 
“software security engineering” into a single theme (e.g. software assurance engi-
neering) to indicate that security and reliability folks should collaborate in the same 
sections of the software system and that security should be kept in mind when the 
system becomes unreliable. Next, we will examine if the non-security failures in our 
dataset can actually afford an attacker a means to exploit the software system. The 
initially classified non-security failures may provide opportunities for new types of 
security attacks. These security holes may result from not abiding by the principle of 
fail-safe defaults because the failure to perform the required functions within the 
specified performance requirements opened a security hole. Fail-safe defaults is a 
security design principle [24]. 
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Appendix A: Classification and Regression Tree 
Non-shaded boxes represent leaves of the tree. 
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Abstract. Attack graphs are valuable vulnerabilities analysis tools to network 
defenders and may be classified to two kinds by application. One is the partial 
attack graphs which illustrate the potential interrelations among the known vul-
nerabilities just related to the given attack goal in the targeted network, the 
other is full attack graphs which evaluate the potential interrelations among all 
the known vulnerabilities in the targeted network. The previous approaches to 
generating full attack graphs are suffering from two issues. One is the effective 
modeling language for full attack graphs generation and the other is the scal-
ability to large enterprise network. In this paper, we firstly present a novel con-
ceptual model for full attack graph generation that introduces attack pattern 
simplifying the process of modeling the attacker. Secondly, a formal modeling 
language VAML is proposed to describe the various elements in the conceptual 
model. Thirdly, based on VAML, a scalable approach to generate full attack 
graphs is put forward. The prototype system CAVS has been tested on an op-
erational network with over 150 hosts. We have explored the system’s scalabil-
ity by evaluating simulated networks with up to one thousand hosts and various 
topologies. The experimental result shows the approach could be applied to 
large networks.  

Keywords: Vulnerability, full attack graph, scalable, modeling language. 

1   Introduction 

With the rapid progress of vulnerability scan techniques, identifying software vulner-
abilities in the enterprise network is easier than before. However, evaluating the secu-
rity threat resulting from the vulnerabilities is still a difficult work. There are many 
potential interactions among multiple hosts and components in a network, such that 
the vulnerability of one machine will affect the security of others in the network. To 
expose the potential interrelations among all the known vulnerabilities in the targeted 
network, attack graphs that enumerate all possible multi-step, multi-host attack paths 
are effective tools for security administrator to understand the nature of the threats 
and decide upon appropriate countermeasures. 

Attack graphs may be classified to two kinds by application. One is the partial at-
tack graphs which illustrate the potential interrelations among the known vulnerabili-
ties just related to the given attack goal in the targeted network [1,2,3,11], the other is 
full attack graphs which evaluate the potential interrelations among all the known 
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vulnerabilities in the targeted network[5,6,7,8]. attack graphs generation has experi-
enced the stage of manual [1] to antomatic [2,3,5,6,7,8,11] generation and the stage of 
generation for the small-scale [1,2,3,6] to the large-scale [7,8] target network. How-
ever, it is still suffering from two key challenges [4]. First, although many of current 
approaches addressing the scalability problem has made progress, especially the work 
by Xinming Ou et al. in [7,8] with the scalability to large, enterprise-size networks 
with thousands of hosts, they just could produce the partial attack graphs which 
enumerate all the attack paths to the given attack goal and has no capability of expos-
ing all the security threat raised by vulnerabilities in the target network. There is a 
lack of effective approaches to generating full attack graphs for the enterprise net-
works with thousands of hosts. Secondly, although some of approaches have made 
use of the formal language to describe the model involving the target network and the 
ability of the attacker, e.g. Datalog language in [7,8] and CTL language in [2,3], they 
only support the partial attack graphs generation, and do not support full attack graphs 
generation. Thus, it is necessary to design an effective modeling language for the 
issue of full attack graphs generation. 

In this paper, we first present a novel conceptual model for attack graph generation 
that introduces attack pattern simplifying the process of modeling the attacker and 
formally describe full attack graphs to compactly represent all the attack paths. Sec-
ondly, the novel modeling language VAML is proposed, that allows the formal defini-
tion of the various elements in the conceptual model in a declarative manner. Thirdly, 
we put forward a scalable approach to build full attack graphs with the expected 
worst-case performance O(MN3), where N is the number of hosts in the network, M is 
the number of attack patterns.  

Furthermore, two optimization techniques are proposed to remarkably improve this 
approach’s performance in the general case. The prototype system CAVS (Compre-
hensive Vulnerability Analysis System) has been tested on an operational network 
with over 150 hosts. We have explored our system’s scalability by evaluating simu-
lated networks with up to one thousand hosts and various topologies. The experimen-
tal result shows the approach could be applied to large enterprise networks. 

The rest of this paper is organized as follows. The next section reviews related 
work. Section 3 presents conceptual model for attack graph generation. Section 4 
discusses the modeling language VAML for describing the various elements in the 
conceptual model. Section 5 proposes the approach to generating attack graphs.  
Section 6 discusses the performance analysis and experiment result of the proposed 
method. Finally, Section 7 concludes the paper. 

2   Related Work 

Phillips and Swiler proposed a concept of attack graphs in [1]. They use the nature 
language to describe the network and attacker’s actions and build attack graphs by 
hand.  

Ritchey and Ammann [2] used model checking techniques to find a counterexam-
ple to an asserted security policy. They consider interconnected network of computers 
with known vulnerabilities that can be combined by hackers in order attack one or 
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more hosts. Every attack goal is encoded as an in computation tree logic (CTL). 
Sheyner et al. modify the model checking NuSMV to produce all the counterexample 
for generating attack graph[3]. Although model checking is more powerful, it scales 
very poorly for this application, as noted in [4] and elsewhere. 

Ammann et al. in [5] introduce the monotonicity assumption, i,e., an attacker never 
relinquishes any obtained capabilities. Based on the assumption, they developed an 
algorithm which scales as roughly O(N6) [4], but is capable of building the full attack 
graph. Jajodia et al. [6] adopt the algorithm and use Nessus scans to identify some 
vulnerability locations and reachability. Both of them adopt an ad-hoc way to repre-
sent input information and output graph data structures and there is no evidence to 
show they could scales to the network with one thousand hosts. Though our approach 
is also based on the assumption, it has more efficiency and scalability. 

An approach due to Ou et al., called MulVAL [7], uses a monotonic, logic-based 
approach. The MulVAL reasoning engine uses XSB, a Prolog system developed by 
Stony Brook, to evaluate the Datalog interaction rules on input facts. They modified 
the MulVAL engine so that the trace of the evaluation is recorded and sent to the 
graph builder, where the logical attack graph is output. The results shown in [8] imply 
a runtime between O(N2) and O(N3). Since the input information of the MulVAL must 
specify the security policy, they can but generate partial attack graph enumerating all 
possible attack path to the goal in the policy.  

Templeton et al. present prerequisite/postcondition model for attack components in 
[9]. Considering the attack process and detection process, Cuppens and Ortalo’s 
LAMBDA language [10] provide detailed models of vulnerability and attacker action. 
Our modeling language VAML is based on their work, but LAMBDA is so compli-
cated that it is never adapted to generate attack graphs. 

The analysis of attack graphs has been used for different purposes in defending 
against network intrusions. The minimal critical attack set analysis finds a minimal 
subset of attacks whose removal prevents attackers from reaching the goal state [3, 
11]. The minimum-cost hardening solution discovers a minimal set of independent 
security conditions [12]. In exploit-centric alert correlation [13, 14], attack graphs 
assist the correlation of isolated intrusion alerts. Finally, Using attack graphs to measure 
network security seem to be an effective approach in [15]. 

3   Conceptual Model 

Figure 1 presents a high level overview of the various elements involved in attack 
graph generation and the way they interact with each other. The right part shows the 
vulnerabilities contained in the target network could be exploited by some attack 
patterns. The attack patterns with variables are instantiated to be the corresponding 
atomic attacks. The left part shows all the atomic attacks used by the attacker com-
pose a full attack graph. In the remaining of this section, we present in more detail 
some of the components in the figure1.  
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Fig. 1. Conceptual model 

3.1   Attack Patterns 

Building a database describing the pre and post-conditions of each vulnerability  
exploited by attackers is crucial to generate attack graphs and many post papers as-
sume the database have been founded. While this assumption is valid for a theoretical 
graph design, it is unsuitable for implementation for analyzing each of the known 
vulnerability is labor intensive (e.g. the current CVE has more than ten thousand of 
vulnerabilities [17]) and difficult (the work requires the expert’s knowledge about 
attacks). In this paper, we introduce an attack pattern that is an abstract description of 
the common approach attackers take to exploit analogous vulnerabilities in a formal-
ized and constructive way. Once the set of attack patterns is established, the each 
vulnerability from various sources (such as CERT, BugTraq CVE etc.) could be 
mapped to the corresponding attack patterns that are developed by reasoning over 
large sets of software exploits and attacks. The advantages of introducing attack pat-
terns to the model are not only presenting the standard level of abstract description for 
exploiting the vulnerabilities but also indirectly presenting the model of the target 
network and the attacker (the reasons are in section 3.2). 

The core components of attack patterns description are: 

− A set of Pre-Conditions to be satisfied by the attributes of the target 
network and the attacker for this attack to succeed. 

− The Effects of one successful attack is the consequences of its perform-
ance in the network (Such effects can be associated with the occurrence 
of a damage in the system e.g. service disruption) or a gain for the at-
tacker, for instance the acquisition of knowledge concerning the target 
network. 

− A set of vulnerabilities from various sources (such as CERT, BugTraq 
CVE etc.) may be exploited by  the attack pattern. 

− A set of variables includes all the variable appearing in the describing 
the Pre-Conditions and  Effects of the attack pattern. 
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To equip software development personnel of all levels to build more secure soft-
ware, CAPEC [18] are in way to build the knowledge database of attack patterns. The 
attack patterns in CAPEC focus on illustrating snapshots of attack steps, i.e. “how the 
attack can happen”, whereas our attack patterns focus on causes and consequences of 
the attacks, i.e. “why and what consequence the attack can happen”. They characterize 
the exploitability of known vulnerabilities utilizing pre-conditions that must exist for 
successful exploit and post-conditions that result from successful exploit. Though our 
attack patterns are different from them, we have built our knowledge database of 
attack patterns based on their work. In CAVS, twelve attack patterns have been  
developed. 

3.2   Modeling Networks and Attackers 

An attacker’s successful performance of one atomic attack lies on the current attrib-
utes of the target network and the attacker satisfying its pre-conditions. At the same 
time, it will change their attributes according to its effects. However, it is difficult to 
precisely and succinctly model the target network and attacker. In previous work, 
though they are prone to model their attributes as attacker access privileges, and net-
work connectivity etc., these simple modeling methods can not determine whether 
complex atomic attack’s pre-conditions can be satisfied by the current state. Thus, 
more detailed and specific their attributes need to be known.  

We adopt attack pattern-oriented method to model the network and attacker. The 
set of predicates leveraged to describe the pre and post-conditions of attack patterns 
imply that the level of detail about the attributes of the network and attackers is neces-
sary and sufficient to generate attack graphs. As a consequence, these predicates 
compose the model of the network and attacker. When some new predicates are added 
to the knowledge database for describing the new attack patterns, the model for the 
network and attacker will vary along with them. 

3.3   Full Attack Graphs Semantic 

The state-based attack graphs use nodes for global states, which show all the attack 
paths explicitly[1-6,11]. The explicit attack graphs face a serious scalability issue be-
cause the number of such sequences is exponential in the number of vulnerabilities 
multiplied by the number of hosts. To avoid such a combinatorial explosion, full at-
tack graphs are representation of all the attack paths implicitly. In the remaining of 
this section, we formally define it.  

Definition 1. Let AP be a set of first predicates for describing the attributes of the 
target network and attacker, and (InitialAttributes∪ReAttributes)⊂AP, where Initia-
lAttibutes is the set of the initial attributes of the target network and attacker and Re-
Attributes is the set of their reachable attributes. A full attack graph 
AG=(A0∪Ar,T,E,L), where 0A  is a set of initial attribute nodes, rA is a set of the 

reachable attribute nodes, T is a set of atomic attack nodes. L= (A0→InitialAttributes) 
∪(Ar→ReAttributes)∪(T→AtomicAttacks) is a mapping function from a node to its 
attribute or atomic attack, E⊂((T× Ar)∪(Ar×T)∪ (A0×T) is a set of edges between 
nodes (attribute nodes or atomic attack nodes).  
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Property 1. For every atomic attack node τ , let Pre( )τ  be the set of τ ’s pre-

conditions and Post( )τ  be the set of τ ’s post-conditions, then ( ( ))iL a∧ →  

( ( ))kL a∧ , where Pre( )ia τ∈ , and Post( )ka τ∈ , that shows when all the pre-

conditions of atomic attack τ are true, every post-condition of atomic attack τ  is true. 

Definition 2. Let 1 2 ... lτ τ τ  is a finite sequence of atomic attacks in attack graph, where 

i Tτ ∈  for all 0 i l≤ ≤ , if Pre( )ia τ∀ ∈ , 1
1 0 a Post( )i

k k Aτ−
=∈ ∪ ∪ , which shows the 

front atomic attacks prepares conditions for the latter atomic attack, then we define an 
attack path as the finite sequence of atomic attacks such that ' Post( )la τ∃ ∈ , '

ra A∈ , 

which shows one of the last atomic attack’s post-conditions is one of the reachable 
attributes. 

Host 1 Firewall Router

Sshd

Host 3 

Host 2

Apache

 

Fig. 2. SAMPLE network diagram 

Table 1. Predicates in the attack graph  

Predicate Description 
access(s,d) The source host s accesses the destination host d 
runProcess(d,p) The destination host d is running the process p 
hasVuls(s,p,id) The process p of the host s has the vulnerability with 

identification id 
user(s) The attacker has the privilege user of the host s 

user(1)access(1,2)

user(2)

user(3)

access(1,3)

access(3,2)

access(2,3)

runProcess
(2,Ssshd)

runProcess
(3,Apache)

hasVul(3,Apache,
CVE-2003-0245)

hasVul(2,Sshd,
CVE-2002-0640)

Re_bof(1,2)

Re_bof(1,3)

Re_bof(3,2)

Re_bof(2,3)

 

Fig. 3. Full attack graphs for the SAMPLE network 
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Figure 2 shows an SAMPLE network where the attacker’s machine is denoted ma-
chine 1, and the two victim machines are denoted 2 and 3, respectively. The vulner-
able process Sshd with CVE-2002-0640 is running in the host 2, and Apache with 
CVE-2003-0245 is running in the host 3. Both of the two vulnerable processes may be 
exploited by the remote buffer overflow attack pattern Re_bof that may be instanti-
ated to yield atomic attacks. Re_bof(a,b) denotes the execution of the remote buffer 
overflow attack from machine a to machine b to have the privilege user of machine b. 
Figure 3 shows the attack graph for the network. In the figure, atomic attacks appear 
as ovals, and attributes appear as plain text. Table 1 shows the description of predi-
cates in the attack graph. 

4   VAML Modeling Language 

In order to formally describe the model, we present a novel description language 
VAML(Vulnerabilities Analysis Modeling Description Language). We define the 
initial scenario as the initial attributes of the network and the attacker. This language 
has two parts where one is for attack patterns description and the other for the initial 
scenario description. In the remaining of this section, we discuss it in more detail.  

4.1   Attack Patterns Description  

The syntax of attack patterns description is a tuple <Predicate,Type,AttackPattern>, 
and the detail is discussed as the following. 

− Type is a set of the types for each variable appearing the attack patterns. 
“Host”, “Process” and “VulID” are the pre-defined types of the language. 

− Predicate is a set of the predicates used to describe the pre and post-
conditions of attack pattern. For the reasons mentioned in 3.2, we also 
consider it as the model of the network and attacker. “hasVul(s:Host, 
p:Process,id:VulID)” is the pre-defined predicate of the language and its 
implication is  that the process p of the host s has the vulnerability with 
identification id from CERT, BugTraq CVE etc. 

− AttackPattern is a set of attack patterns. 
− Each attack pattern is a tuple <Name,Vuls,Var,Pre, Eff >, and the detail is 

presented as the following. 
− Name is the name of the attack pattern. 
− Vuls is a set of identifications of vulnerabilities referring to various 

sources (such as CERT, BugTraq CVE etc.) and these vulnerabilities 
could be exploited by this attack pattern.  

− Var is a set of local variables and their scope is limited to the attack pat-
tern description where they appear. Each variable is specified the corre-
sponding type. 

− Pre and Eff are a set of predicates describing the pre or post conditions of 
the attack pattern respectively and each predicate of them is in the set 
Predicate. The relation among predicates in Pre or Eff is AND. The pat-
tern with the relation OR among pre or post-conditions may be divided to 
several different patterns with the single relation AND.  
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Re_bof
Vuls:

CVE-2003-0245,CVE-2003-0466,CVE-2002-0640
Var:

(s:Host),(d:Host),(p:Process),(id:VulID)
Pre:

runProcess(d,p),hasVul(d,p,id),access(s,d,p), user(s),
Eff:
   user(d)

 

Fig. 4. The example of remote buffer overflow description 

Figure 4 shows an example of remote buffer overflow description. 
“Re_bof” is the name of the attack pattern, and the pattern has the capability of ex-

ploiting CVE-2003-0245, CVE-2003-0466 etc.(many other vulnerabilities are omit-
ted). It has four local variables, where s is the source host that launches the attack, d is 
the destination host that is compromised by the attack, p is the vulnerable process 
running in the destination host. id specifies the identification of vulnerability and its 
domain is the set Vuls. The pre-conditions of the pattern are vulnerable process p 
running in the destination host d with the privilege of user, and the process p having 
the vulnerability id, the source host s having access to the destination host d, and the 
attacker having the privilege user of the source host s. The post-condition is the at-
tacker having the privilege user of the destination host d. 

The crucial and reasonable monotonicity assumption i.e., an attacker never relin-
quishes any obtained capa-bilities is introduced in [5] to effectively simplify the model. 
The VAML modeling language also supports the assumption owing to no negation 
quantifier appearing the pre and post-conditions of each attack pattern. In the CAVS, 
the language has the capability of describing all the attack patterns we have been dis-
covered, and we have not found the practical attack patterns that can not be described. 

4.2   Initial Scenario Description 

The syntax of initial scenario descriptions is a tuple <Object,InitialAttributes>, and 
the detail of the each component is the following. 

− Object is the set of constants describing the elements of the target net-
work such as hosts and processes etc. They are used to instantiate the 
attack patterns and produce the corresponding atomic attacks. 

− InitalAttributes is the set of facts describing the initial attributes of the 
target network and the attacker. The predicate of each attribute is in set 
of Predicate. 

For the target network and the given attacker, we can compactly describe their ini-
tial scenario. Figure 5 shows the initial scenario description for the SAMPLE network. 
Object specifies this network owning three hosts denoted 1 and 2 and 3 respectively, 
and two processes with the name Apache and Sshd respectively. The InitialAttributes 
shows the information about the initial attributes of network such as the running proc-
esses of each host and the vulnerability of each process and the connectivity among 
them. user(1) indicates that the attacker has the privilege user of the host 1 initially. 
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Object:
1,2,3:Host
Apache,Sshd:Process

InitialAttributes:
runProcess(2,Sshd),runProcess(3, Apache),
hasVul(2,Sshd,CVE-2002-0640), 
hasVul(3, Apache, CVE-2003-0245),

 access(1, 2,Sshd), access(2, 3, Apache), user(1),
access(1, 3,Apache),access(3, 2,Sshd)

 

Fig. 5. The initial scenario description for the SAMPLE Network  

5   Full Attack Graphs Builder 

The full attack graph builder shown in figure 6 is the core function component in the 
CAVS. Its input information includes the attack patterns knowledge database and the 
initial scenario corresponding to the initial attributes of the network and the attacker. 
Since the set of predicates leveraged to describe the pre and post-conditions of attack 
patterns specifies the attributes of the network and attacker necessarily known for gen-
erating attack graphs, we have developed or made use of some automatic tools to gain 
these initial attributes corresponding to the predicates. For instance, the predicate “has-
Vul” indicates the information about the vulnerabilities in the target network, thus we 
use the vulnerability scanner tools such as Nessus to acquire it. Once all the information 
about initial scenario has been known, the builder may produce full attack graphs.  

Attacker
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Network
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Fig. 6. The Full Attack Graphs Builder 

In the set of InitialAttributes, the attributes corresponding to the pre-defined predi-
cate hasVul indicate all the vulnerabilities in the target network. We use them to de-
termine all the possible attack patterns. For example, in the SAMPLE network, we 
know “Re_bof” is one of possible attack patterns because the constant “CVE-2002-
0640” in hasVul(2,Sshd,CVE-2002-0640) is contained in its set Vuls. We denote  
P-AttackPatterns as the set of possible attack patterns and it may be acquired in the 
pre-computation. Because there is no negation quantifier appearing the pre and post-
conditions of each attack pattern, we need not pay attention to the mutual exclusion of 
pre-conditions and what we want to do is exploration of predicate space, i.e. we try to 
enumerate all instantiations of predicates that are reachable by beginning with the set 
of initial attributes. 
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5.1   Algorithms to Generating Full Attack Graphs 

To compute the set of atomic attacks AtomicAttacks in attack graphs, we present the 
scalable algorithm - Exploringα  shown in Figure 7 in detail. We make uses of a 

queue AttibuteQueue in which all attributes that are scheduled to be inserted into the 
set ReAttributesare stored. Initially, this queue consists of the attributes in InitialAt-
tributes, while ReAttributesis empty. We then repeatedly remove the first attribute α  
from the queue, add it to the ReAttributes and instantiate all possible attack patterns 
whose preconditions are a subset of ReAttributes and includeα . Add effects of the 
atomic attacks that are not yet stored in either the queue or ReAttributes to the back of 
the queue AttibuteQueue. This process is iterated until the queue is empty. 

Procedure     -Exploring 

Input: P-AttackPatterns, InitialAttributes

Output: ReAttributes , AtomicAttacks

(1) AttributeQueue is initialized with the attributes 

        in InitAttributes

(2) ReAttributes is an empty set initially.

(3) While (AttributeQueue is not empty){

(4)      dequeue the attribute a from AttributeQueue;

(5)      insert a into ReAttributes ;

(6)      instantiate all the attack patterns in P-AttackPatterns

          whose pre-conditions include a;

(7)      choose atomic attacks whose pre-conditions are a 

           subset of ReAttributes ;

(8)      add every effects of atomic attacks not appearing in

          ReAttributes and AttributeQueue to AttributeQueue

(9)      add the atomic attacks to AtomicAttacks

(10) }

 

Fig. 7. The Scalable Algorithm - Exploringα  

The key advantage of the algorithm is that when instantiating attack patterns, only 
those instantiations need to be checked for which α  is one of the preconditions, 
which means that we can bind all variables appearing in that preconditions to the 
corresponding value of α , thus dynamically reducing the number of degrees of free-
dom of the local variables. However, the variables having no the corresponding val-
ues of α  need be instantiated each value in their domains. Since the number of these 
values might be great, which might take far long time to check each of them for the 
large target network size, we propose two optimization techniques to overcome this 
problem (they are discussed in section 5.2). Once AtomicAttacks are obtained, we 
could use some mature tools to easily draw the full attack graphs. In CAVS, we adopt 
the graphviz tool [16].  
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5.2   Two Optimization Techniques 

The first is the static constraining domains technique. We define one-way predicates 
as the predicates appearing in the preconditions of one possible attack pattern, but 
never appearing in the post-conditions of all the possible attack patterns. We may pre-
compute the initial attributes corresponding to one-way predicates to constrain the 
domain of the local variables of each attack pattern. For example, since the predicate 
“hasVul” is one-way predicate, we can constrain domains of the destination host 
variable in “Re_bof” to the determined value. In practice, we find the most predicates 
of the specific model are one-way predicates, For example, in the SAMPLE network, 
“hasVul”, “runProcess”, and “access” are the one-way predicates. Thus the optimiza-
tion technique improves performance observably.  

The second important optimization is the looking backward technique. We instan-
tiates the precondition one at a time and immediately checking if it is an unsatisfied 
precondition, in which case we do not try to  instantiate the next precondition. 

6   Performance Analysis and Experiment Result 

The complexity of algorithm - Exploringα lies in the number of possible attack pat-

terns and the size of their local variables’ domains. To analyze its scalability about the 
network size, we just focus on the variable of the type “Host” while the other vari-
ables are not affected by the size of the network. 

The network attack happens between two hosts and the attributes include host con-
nectivity information, thus the number of attributes stored in AttributeQueue is quad-
ratic in the number of hosts. For each attribute, the number of different instantiations 
is lower than the number of hosts multiplied by the number of possible attack pat-
terns, because the variable of the destination host could be specified by the attribute 
value corresponding to the predicate “hasVul” in the pre-computation. For our im-
plementation, we used “HashMap” in vc++8.0's standard library, which has a con-
stant-time lookup table to check if one precondition are in ReAttribures. Therefore, 
the upper bound for the algorithm is 3( )O MN , where N is the number of hosts, M is 

the number of possible attack patterns.  
Our Full Attack Graphs Builder was tested in the following environment. The CPU 

was Intel Core Duo T7500 2.2GHz with 2GB of RAM, the operating system was 
Microsoft Windows XP Professional Version 2002 Service Pack 2. 

We simulated the network with two topologies for a variety of network sizes, to-
pologies and vulnerability densities. The "star" topology was simulated to consist of 
one centralized host (not the target host) that has two-way accessibility to every other 
machine. The non-centralized hosts, among which is the attacking host, have no direct 
network access to any other host. The "ring" topology was simulated with one host of 
the ring connected to the Internet, and all the other hosts (one is the attacking host) on 
the ring connected only to its two immediate neighbors with two-way access. All the 
vulnerabilities in the simulated network may be exploited by remote buffer overflow. 

Figure 8 shows the graph generation CPU time for each of the simulated analysis 
problems of various sizes and topologies on the assumption that each host runs one 
vulnerable process. It illustrates the two topologies has the approximate CPU time and 
the CPU time does not exceed 90sec for the network size of 1000 hosts. 
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Fig. 8. Graph generation CPU usage as a function of network size for two network topologies 

Figure 9 shows the two optimization techniques’ impact on the graph generation 
CPU time of the simulated network with the “star” topology. It illustrates the two 
optimization techniques improves the performance observably. 
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Fig. 9. The performance of improvement of two optimization techniques. The network with the 
“star” topology and one vulnerability per host. 
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Fig. 10. Graph generation CPU usage as a function of network size for complex network topologies 

To test the method’s scalability to large enterprise network with complex topology, 
we design two lists. One is software list that consists of eleven kinds of software with 
vulnerabilities(four of them may be exploited by remote buffer overflow attack  
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pattern, seven of them may be exploited by local buffer overflow attack pattern), the 
other is firewall rules list composed of twelve rules. We randomly choose three kinds 
of vulnerable software and two firewall rules from the two lists, and then assign them 
to each host in the simulated network. Figure 10 shows the graph generation CPU 
time for the simulated analysis problems of various size networks with complex to-
pology. It illustrates the approach could potentially be applied to the operational large, 
enterprise-size networks with thousands of hosts. 

7   Conclusion 

In this paper, we present a modeling language VAML for attack graphs generation, 
which allows the formal definition of the different components of an attacker and a 
network description in a declarative manner. At the same time, we put forward a scal-
able approach to build full attack graphs which is capable of describing all the potential 
interrelations among all the known vulnerabilities in the targeted network. The analysis 
of the method performance illustrates it could be applied to the enterprise network with 
thousands of hosts. The prototype CAVS has integrated some mature vulnerability 
scanner tools (such as Nessus etc.) and network topology scanner tools (such as X-scan 
etc.) and the various vulnerabilities sources (such as CERT, BugTraq CVE etc.).  In the 
future work, we will apply CAVS to the large operational enterprise network. 
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Abstract. Memory errors continue to be a major source of software failure. To 
address this issue, we present MEDS (Memory Error Detection System), a sys-
tem for detecting memory errors within binary executables. The system can de-
tect buffer overflow, uninitialized data reads, double-free, and deallocated 
memory access errors and vulnerabilities. It works by using static analysis to 
prove memory accesses safe. If a memory access cannot be proven safe, MEDS 
falls back to run-time analysis. The system exceeds previous work with dra-
matic reductions in false positives, as well as covering all memory segments 
(stack, static, heap).  

1   Introduction 

Modern computer software is absolutely essential to today’s information and commu-
nications infrastructure. Software provides high performance, upgradeable, patchable, 
and diverse functionality in nearly every computer operated device from desktop and 
laptop computers, to cell phones and PDAs, and even automotive, marine, and aero-
nautical environments.  

Considering the importance of computer software, it is no surprise that we demand 
software be reliable. Software must be reliable in two ways: it must be free from bugs 
which crash the program, and it must be free from vulnerabilities which might let a 
malicious user attack the system. Current software development practices yield a va-
riety of memory errors: buffer overflow, array out-of-bound, double-free, and unini-
tialized pointer dereference errors. These errors may be relatively benign and only 
cause a program to crash. However, in a critical application, there may be significant 
dangers, such as important data being lost, aeroplanes being off course, or breach of 
security if the bug is exploited by a malicious attacker. 

While there are a variety of memory-safe languages, such as Java and C#, that are 
available to address this problem, developers are reluctant or unable to use such lan-
guages for a variety of reasons. First, there is significant cost associated with  
maintaining memory safety, and software developers may decide that the system per-
formance goals cannot be met with a memory safe language. Second, many applica-
tions existed before the wide availability of such languages, and the cost of moving 
from a non-safe language to a safe language is prohibitive. Finally, language support 
might be lacking on the platform in which the system is to be deployed. For example, 
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Java run-time libraries might not exist for an embedded GPS device. Consequently, 
memory safe languages are not always a viable option for software. 

An even worse situation arises when the software’s source code is not available. 
Such a situation could occur because some or all of the software comes from an un-
trusted third party. For example, a third party library might be used for font rendering, 
or the entire project might be developed by an untrusted source and used in critical 
infrastructure. Another example is black-box testing, where the tester must find mem-
ory errors with no access to the source code. Thus, a tool to detect memory errors 
requiring only the binary executable file would be of great use for testing and security 
purposes. 

To meet this need, we have developed MEDS: The Memory-Error Detection Sys-
tem. MEDS operates by using a combination of static and dynamic analysis to 
achieve a variety of advances to the state-of-the-art in binary-only memory error de-
tection. MEDS provides: 

1. Comprehensive protection of all memory segments, including global-static 
data, heap-allocated data structures, and stack allocations without requiring 
debug information. Previous techniques required debug information and failed 
to protect the stack due to excessive false positive rates. 

2. Significant reduction of false positive rates. Previous techniques had several 
categories of false positives which would render those techniques useless for 
on-line protection, and much less desirable for offline use. 

3. Aggressive static and dynamic analysis provide higher levels of protection 
with run-time performance comparable to previous, less effective techniques. 

4. No reliance on source code, object code, or debugging information. Many 
memory error detectors require source code or source code changes, or object 
code so that custom allocation and tracking libraries can be linked. 

5. An optional profiling step to help separate false positives from actual errors 
and provide further performance benefits. Previous techniques have no mecha-
nisms for helping a user differentiate real errors from falsely reported errors. 

Together, these advances demonstrate that MEDS provides significant improvement 
to state-of-the-art memory overwriting defences.  

The remainder of the paper is organized as follows: Section 2 describes the MEDS 
system in detail, while Section 3 gives experimental evidence of MEDS’ effective-
ness. Section 4 discusses related work, and finally Section 5 summarizes our findings. 

2    MEDS 

2.1   System Overview 

MEDS, as shown in Fig. 1, takes a binary program as input. The binary is used for 
static analysis and to prepare the mmStrata run-time system. MEDS first prepares a 
run-time system using a binary instrumentation tool we call the Stratafier, so named 
because it inserts a software dynamic translation system called Strata into an executa-
ble image. 
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Fig. 1. High-level MEDS overview 

After the binary has been “stratafied,” MEDS runs a static analysis step to create 
an annotations file. The annotations file contains information obtained during all 
types of analysis to facilitate further analysis and performance improvements.  
Furthermore, the annotation file is the means for communication among all MEDS 
components.  

Finally, the run-time system is ready to detect memory errors. When run, the revised 
program binary is dynamically instrumented by mmStrata. Memory writes that cannot 
be statically proven safe are checked for safety. Any violations detected result in fur-
ther annotations (with diagnostic information) which are later reported to the user. 

Sections 2.2-2.6 discuss these components in more detail. 

2.2   MEDS Type System 

To effectively detect memory errors, MEDS stores metadata for every program stor-
age location: each hardware register and memory location is assigned its own meta-
data. The base system has two types of metadata: 

• n – a numeric type (i.e. non-pointer) object is held in the storage location. 
• pobj – a pointer is stored in the corresponding storage location with referent 
obj. Note that this metadata carries with it the bounds of obj, so that derefer-
encing of this object can be bounds checked. Furthermore, two objects of the 
same type, with different bounds, receive distinct metadata. 

This data is initialized at program start-up, and updated for each program operation so 
that the metadata is consistent with the value held in each storage location. For exam-
ple, consider a mov eax,[0x8100800] instruction. The metadata associated with 
storage location 0x8100800 is loaded, and stored into the metadata for register eax. 
For instructions that involve computation, a metadata computation is performed as 
well. Fig. 2 shows how metadata types are combined to compute a new metadata type. 
As the figure shows, most operations simply return that the result is numeric. Add and 
subtract operations are valid on pointers, and can result in a pointer type. A few 
operations, namely bitwise and and or operations, can result in either a pointer or a 



 MEDS: The Memory Error Detection System 167 

numeric type when a pointer type is used for input. For these operations, we use a 
simple heuristic that examines the result value. If the result stays within the referent 
object, then the result is a pointer, otherwise the result is a numeric. 

+ p n - p n &,| p n *, /, %, ^, ~, <<, >> p n
p n p  p n p  p p/n p/n  p n n
n p n n n n n p/n n n n n

 

Fig. 2. Rules for combining metadata types 

For efficiency purposes, memory is divided into pointer-sized (4-byte) blocks and 
one metadata entry is kept for each block. In our implementation, the metadata is a 
pointer to a bounds-information object. The object contains the metadata type, as well 
as information about the referent if the type is a pointer. Furthermore, a reference 
count is maintained so we know when it is safe to deallocate the bounds-information 
in a garbage collected manner. In the dynamic systems, metadata information is kept 
in a small array for registers, and a splay tree (for fast common case look-ups) for 
memory. Bounds-information objects are allocated whenever the system detects the 
allocation of an object by the program, and are lazily deallocated after the correspond-
ing program object is deallocated and the reference count falls to zero.  

2.2.1   Challenges 
Although the MEDS type system sounds easy to implement, there are a variety of 
challenges. These challenges are maintaining bounds information, type identification, 
code identification, and handling non-standard code. This section describes each chal-
lenge and gives a high-level view of how it was overcome. Complete details about the 
solutions are in following sections, as noted. 

The first challenge the MEDS system faces is that every object created in the system 
needs to have a bounds-information object associated with it. For heap objects, this is as 
simple as having the dynamic system watch calls to allocation and deallocation routines. 
For static-global and stack objects, allocating the bounds-information object properly is 
not as easy. The information for static-global variables comes from the static analyzer 
(see Section 2.4). Stack variables are by definition at variable addresses, and bounds-
information objects cannot be allocated at program start-up. Again, the static analyzer 
helps by analyzing stack frames (again, details in Section 2.4) which the dynamic sys-
tem uses to create bounds-information objects dynamically. For functions that are un-
analyzeable (because they contain dynamic stack allocation via alloca, or some other 
non-standard stack manipulation), the dynamic run-time system creates and updates 
bounds-information objects for the stack frames (see Section 2.6).  

Besides tracking object creation, MEDS also needs to know whether a created object 
is a numeric type or a pointer to another object to set the metadata for the newly created 
object. For many objects this is easy, e.g. objects returned from malloc never contain a 
pointer initially. But consider the instruction mov eax,$0x8108004. Should eax be 
considered a pointer after this instruction? If so, to what object does it point? In the in-
struction lea eax,[esp + 36], to which stack frame should eax point? If statically  
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allocated memory were to contain the value 0x8108004, is this value a pointer? Com-
piler optimizations can produce code in which a pointer is initialized to point outside its 
referent data object, because accesses through the pointer will always contain an offset to 
bring the address within the referent object. These are all cases of a general pointer iden-
tification problem. The static analyzer and the profiler combine forces to resolve ques-
tions about any value which might be a pointer (Sections 2.4-2.5). 

Another major challenge faced by MEDS is how to locate the executable code 
within a program. The static analyzer solves this problem (see Section 2.4). 

Compiler optimizations and non-standard code can cause the type system to erro-
neously consider some objects to be numeric. Consider the code in Fig. 3 as an exam-
ple of code commonly created by a combination of strength reduction and induction 
variable elimination [1]. In the loop preheader, register ecx gets assigned the offset 
from object a to object b, eliminating complex address arithmetic and multiple induc-
tion variable updates. However, the basic type system assigns ecx as type numeric. 
Thus, both the load and store instructions in the loop are seen as references to variable 
a, when clearly one is a reference to variable b. To solve this problem, we extend the 
basic type system with an offset type, optr1,ptr2. The offset type is created when the 
difference between two pointers is taken. In most operations, the offset type behaves 
as numeric, except in the case of adding a pointer and an offset; when pptr1+optr1,ptr2 

is calculated, the result is pptr2. Care must be taken when deallocating objects to en-
sure that all offset types that reference the object are marked as invalid.  

 
for(i=0;i<N;i++) 
 a[i]=b[i]; 

 eax=&a // eax is ptr to a 
 ecx=&b // ecx is ptr to b 
 ecx=ecx-eax // what type is ecx? 
L1: mov ebx,[eax+ecx] // ptr to a? 
 mov [eax],ebx 
 add eax,4 
 … 

Fig. 3. Strength-reduction example 

A problematic non-standard coding style is to use block operations to work on an 
object as an aggregate, e.g. using memcpy to copy a list node from one location in 
memory to a second location. Since pointers are almost always on a word boundary, 
and most block operations occur on word or double-word boundaries, the common 
case is handled without problem. However, if memcpy or a similar user-written rou-
tine uses byte-by-byte operations, then the byte load and byte store operations seem 
inherently to have a numeric type. Consequently, the copy can cause the type system 
to lose information about pointers in the destination of the byte-by-byte copy. MEDS 
solves this problem by considering the most significant byte of a pointer to be a 
pointer regardless of how or where it is stored. Thus, sign extension and truncation of 
the “pointer,” as one byte of the pointer is copied, results in no issues. Likewise, we 
only set the metadata for a 4-byte memory storage location if the most significant byte 
is written.  
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Before moving to an in-depth description of each tool, we first briefly examine 
Software Dynamic Translation, a mechanism used to dynamically instrument binaries. 

2.3   Software Dynamic Translation 

Strata is a software dynamic translation (SDT) system designed for high retargetabil-
ity and low overhead translation. Strata has been used for a variety of applications 
including system call monitoring, dynamic download of code from a server, and en-
forcing security policies [2, 3]. This section describes some of the basic features of 
Strata which are important to understanding the experiments presented later. For an 
in-depth discussion of Strata, please refer to previous publications [4, 5, 6]. 

2.3.1   Strata Overview 
Strata operates as a co-routine with the program binary it is translating, as shown in 
Fig. 4. As the figure shows, each time Strata encounters a new instruction address 
(i.e., PC), it first checks to see if the address has been translated into the fragment 
cache. The fragment cache is a software instruction cache that stores portions of code 
that have been translated from the native binary. The fragment cache is made up of 
fragments, which are the basic unit of translation. If Strata finds that a requested PC 
has not been previously translated, Strata allocates a fragment and begins translation. 
Once a termination condition is met, Strata emits any trampolines that are necessary. 
Trampolines are pieces of code emitted into the fragment cache to transfer control 
back to Strata. Most control transfer instructions (CTIs) are initially linked to trampo-
lines (unless the transfer target already exists in the fragment cache). Once a CTI’s 
target instruction becomes available in the fragment cache, the CTI is linked directly 
to the destination, avoiding future uses of the trampoline. This mechanism is called 
fragment linking and avoids significant overhead associated with returning to Strata 
after every fragment [4]. 

Context 
Switch

Fetch

Decode

Translate

New 
PC

Host CPU (Executing Translated Code from Cache)

Finished?

No

SDT Virtual Machine

Yes

Context 
Capture

Cached?

Yes

New
Fragment

Next PC

 

Fig. 4. High-level overview of Strata operation 
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Strata’s translation process can be overridden to implement a new SDT use. In this 
paper, we modify Strata’s default translation process to insert instrumentation to en-
force the MEDS type system in both the profiler driven analysis (Section 2.5) and the 
online detector (Section 2.6).  

2.4   Static Analysis 

The MEDS Static Analyzer is implemented as a plug-in to the popular IDA Pro disas-
sembler [7]. After IDA Pro completes its disassembly of the program binary, the static 
analyzer plug-in analyzes the program and produces informative annotations.  

A preliminary step is to assist IDA Pro in the disassembly. Disassembly of a pro-
gram binary involves solving the problem of precisely identifying code and data within 
the binary. This problem is not perfectly solvable at present. The two basic design ap-
proaches for disassemblers, recursive descent and linear scan, have different strengths 
and weaknesses when analyzing different program binaries. The static analyzer im-
proves upon the recursive descent approach of IDA Pro by using a linear scan disas-
sembler (the GNU Linux tool objdump) to get a second opinion on which addresses 
are code and which are data. If code identified by objdump but not identified by IDA 
Pro can now be successfully analyzed by IDA Pro, as requested by the static analyzer, 
the code is incorporated into the IDA Pro code database. This augmentation of IDA 
Pro’s abilities improves the analysis coverage of MEDS and prevents false positives 
that would arise if code sections escaped static analysis and received no annotations. 

Informative annotations are provided to identify all functions and static-global data 
objects by three attributes: name, starting address, and total size. If the executable has 
been stripped, the names will be dummy names generated by IDA Pro. The static-
global data annotations will be used at run time to create bounds-information objects 
for static-global memory objects, as described in Section 2.2.1. The function annota-
tions are used to identify the location of key library functions that allocate memory 
(such as malloc), so that heap memory referents can be tracked at run time. 

The most important informative annotations describe the run time stack. Functions 
that allocate a local stack frame, or activation record, with space for local variables 
must have their stack memory objects tracked at run time. The instruction that allo-
cates space for the stack frame (usually by subtracting the stack frame size from the 
stack pointer) is identified by a series of annotations that enable the run time dynamic 
analysis to divide the stack region into local variables, saved registers, and a saved 
return address. The run time dynamic analysis will then be able to check the bounds 
of stack references so that a memory access cannot overflow from one stack object to 
another (e.g. from a local variable to the return address). Precise identification of all 
sub-regions of the run-time stack permits monitoring of stack accesses without incur-
ring false positives or false negatives. This synergy of static and dynamic analysis is a 
significant advance over comparable prior work in this area, which relied entirely on 
dynamic analysis and suffered from numerous stack-related false positives, as de-
scribed in Section 4. 

2.5   MEDS Profiler 

The optional MEDS profiler is based on Strata, and uses information from the static 
analysis phase to mimic the MEDS type system. One of the main goals is to reduce 
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false positives. The MEDS profiler does this by answering the question “is this object 
a pointer, and if so, to what does it point?”   

To answer this question, any time an object might be a pointer (i.e. is pointer-sized 
and has a value that might legitimately make it a pointer), it is assigned a metadata 
type of q. The q-type tells the profiler that the decision on whether the object is a 
pointer has not yet been made, and carries along information about the creation point 
of the object. When the result of the operation depends on whether the q-type should 
have been a pointer, the profiler lazily evaluates it to either a p-type or an n-type by 
determining if there’s a corresponding referent for the object’s current value. Ulti-
mately, if a q-type is dereferenced in the program, the profiler records which object 
was dereferenced. If, at the end of execution, the q-type always referenced the same 
object, then the profiler records that the q-type should be created as a pointer type 
during final execution. Otherwise, the profiler fails to prove that the object was a 
pointer, and safely reverts to the assumption that the created object is a numeric type. 
In either case, an informative annotation is written into the annotations file to inform 
the other parts of the system.  

If no profiler information is available (for example, if the profiler was not run), 
MEDS falls back to a simple heuristic that works quite well. The heuristic assumes 
that a static constant is a pointer if and only if it is within the bounds of some data 
object. Section 3 gives evidence that this simple heuristic works well for many 
benchmarks, but that some benchmarks will require stronger static analysis or profiler 
information. 

2.6   mmStrata 

The MEDS dynamic monitoring system is called mmStrata (memory-monitor Strata). 
It makes the final determination of whether a memory access causes a memory error 
or not. To make this determination, it strictly enforces the MEDS type system. At 
program start-up, mmStrata uses informative annotations created during static and 
profile analyses to make decisions about which static entities are pointers and sets 
metadata appropriately. A bounds-information object is created for each program ob-
ject at start-up (statically allocated data, as well as bounds-information objects for the 
program’s incoming arguments that exist on the stack), and the program begins to 
execute. 

During execution, mmStrata watches for newly created objects. For example, calls 
to dynamic memory allocation routines are considered to create new objects. Like-
wise, when mmStrata reaches a program point that static analysis has determined cre-
ates a new stack frame, mmStrata creates new bounds-information objects for the 
stack frame. However, some functions fail to have a stack frame clearly identified, 
and the dynamic system must still create bounds-information objects to protect the 
non-analyzed stack frame. To create these objects, the dynamic system watches call 
instructions (or other control flow instructions that cross function boundaries). If the 
call instruction targets a function that failed the static analysis of the stack frame, then 
the dynamic system creates a bounds-information object to represent a new, empty 
stack frame. While within this function, changes in the stack pointer cause a change in 
bounds to the bounds-information object. For example, if a dynamic stack allocation 
(perhaps from alloca) extends the stack by 700 bytes, the bounds contained within 
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the bounds-information object are extended. Another example is if outgoing argu-
ments for a function call are pushed, the bounds within the bounds-information object 
are extended, then when the call returns, those arguments are removed from the stack, 
and the bounds shrink. In one function we analyzed, the stack frame was created by 
moving 0 into the ecx register, then pushing ecx 128 times. Consequently, we be-
lieve this mechanism for monitoring non-standard stack frames is a key part of pro-
viding complete protection. 

MEDS deals with stack deallocations the same way. If the stack frame is being 
watched dynamically, the bounds within the bounds-information object shrink. If  
the bounds shrink to the point at which the object has negative size, we assume that 
the stack frame is no longer needed and mark the stack frame as invalid, and mark the 
bounds-information object ready for deallocation when the reference count falls to 
zero.  

With the information provided by the static analysis phase, the profiler and the 
MEDS type system, mmStrata can detect a variety of memory errors. For example, 
mmStrata detects double-free errors by monitoring calls to allocation and deallocation 
routines. Out of bounds pointer writes are detected by examining the metadata associ-
ated with the pointer to determine if the write is in-bounds. Writes to stale objects are 
detected by examining the valid bit of the bounds-information object. MEDS clearly 
provides a general defence that can detect most memory errors within a binary execu-
table. The next section discusses limitations where memory errors might be missed. 

2.7   Limitations 

MEDS currently has several limitations. These limitations are active areas of research. 
The first limitation is how signals are handled. The base Strata system watches 

asynchronous signals correctly, efficiently, and transparently. The mmStrata exten-
sions, however, need to be enhanced. In particular, new bounds-information objects 
need to be created for the stack area when a signal is caught. We do not expect this to 
be a challenging extension, but our system currently does not handle signals. 

Like signal handling, system calls to mmap are a challenge. The mmap system call 
offers a wide variety of ways in which memory can be allocated, including mapping 
multiple address ranges to the same physical memory. MEDS only handles basic 
mmap calls that simply allocate memory. Again, we do not see this as a challenging 
extension. 

Our system currently only supports statically linked code. Dynamic linking makes 
communication through the annotation file more difficult, as absolute addresses can-
not be used. Instead, MEDS would have to use a path to a dynamically linked library 
and an offset within the library. The run-time system would have to watch dynami-
cally loaded libraries and adjust its data structures appropriately. For libraries that are 
chosen based on dynamic input from the user, the system needs the ability to run the 
static analysis phase online. These same solutions would be necessary for a system 
that uses self-modifying code or generates code on the fly (such as a JIT). Our system 
currently implements none of these solutions. 

Our system also does not currently handle kernel-level threading. To handle 
threading efficiently would be significant work, but not impossible. One solution 
would involving using a locking mechanism to protect all metadata updates. This 



 MEDS: The Memory Error Detection System 173 

could be prohibitively expensive, however, and a scheme that moves exclusive meta-
data access between threads would likely provide better performance. The best 
mechanism for threading support is an ongoing area of research. 

A subtle, yet important limitation is that our system only protects variables at the 
allocation level. For example, consider a call to malloc that allocates the structure 
shown in Fig. 5. MEDS will provide protection so that no pointer to the object can be 
dereferenced outside the object. 

 

struct foo { 
    int rootID; 
    char user_input[100]; 
    int (*function_pointer)(); 
} 

Fig. 5. Allocation-level granularity example 

However, the user_input buffer may still over- or underflow and cause the 
program to misbehave. We believe that modern methods for detecting variable types 
will allow us to solve this problem, but our current implementation of this mechanism 
is incomplete and not reported here. A related problem is how to deal with third party 
allocators (such as an arena allocator) built on top of system allocation routines (such 
as malloc, sbrk, or mmap).   If the application uses a third party allocator, MEDS 
may only provide a very coarse-grained protection for the super-objects allocated with 
the underlying allocation routines. How to solve these problems is an area of ongoing 
research. 

2.8   MEDS Summary 

MEDS, the Memory Error Detection System, is a system to detect memory errors in 
binary executables. No source or object code is required to use the system. The sys-
tem operates by first running a static analysis pass, then optionally a profiling pass. 
Finally, a software dynamic translation-based system called mmStrata is used to de-
tect memory errors. Each of these systems work by applying the MEDS type system, 
composed in its most basic form of numeric and pointer types. Simple extensions al-
low for the offset type to reduce false positives, and the q-type in the profiler for fur-
ther reduce false positives. Section 3 gives compelling evidence to the efficacy of this 
approach. 

3   Experimental Results 

We separate our evaluation of MEDS into two broad categories. First is a security 
evaluation in which we use a selection of real benchmarks to test for true and false 
overwriting detections, as well as any errors that the MEDS system may have missed 
(Section 3.2). The second category evaluates the performance of the MEDS system on 
a variety of benchmarks (Section 3.3). Before that, however, we briefly describe the 
experimental setup (Section 3.1). 
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3.1   Experimental Setup 

Both exploit testing and benchmark timings were performed. All test programs were 
evaluated on an Opteron 148 CPU, running Linux Fedora Core 6, using the gcc 3.2.2 
compiler w/static linking, and -O3 -fomit-frame-pointer optimization flags. While 
MEDS is designed to enable detection of read or write memory errors, only memory 
overwrites were monitored in the configuration tested. 

The benchmark programs evaluated are shown in Fig. 6. The applications in the 
evaluation included standard benchmark suites with no expected vulnerabilities such 
as the SPEC CPU2000 benchmark suite [8]. Applications with known or seeded vul-
nerabilities, including the Apache web server, many of the relevant cases in the 
SAMATE static analysis test suite, the Wilander buffer overflow suite, and the BASS 
vulnerability suite, were also included in the evaluation [9, 10, 11]. In addition, com-
monly used applications and test benchmarks were included in the evaluation such as 
the binutils-2.18 utility suite and the vpo [12] regression test suite, which includes 
benchmarks such as fm-part (VLSI placement program), matrix multiply, 8-queens 
solver, sieve of Eratosthenes, wc, Whetstone, Dhrystone, a travelling salesperson 
problem solver, etc.  

 

Benchmark Suite Description

SPEC CPU 2000
ammp, art, bzip2, crafty, equake, gap, gcc, gzip, mcf, mesa, 
parser, perlbmk, twolf, vortex, vpr

Wilander buffer overflow suite buffer overflows on the stack, heap, and BSS

Benchmarks for Architectural Security 
Systems (BASS)

buffer overflows: 01_overflow_fp, 02_overflow_variable, 
04_overflow_shellcode_injection

SAMATE Reference Dataset test cases related to memory overwriting

Apache web server with manually seeded vulnerability

binutils nm, objdump, readelf, size, strings

VPO compiler test suite
ackerman, arraymerge, banner, bubblesort, cal, cb, dhrys-
tone, fm-part, grep, hello, iir, matmult, od, puzzle, queens, 
quicksort, shellsort, sieve, strip, subpuzzle, wc, whetstone 

nasm netwide x86 assembler
 

Fig. 6. Benchmarks evaluated 

In addition, several of the vpo test suite benchmarks were seeded and tested with 
four categories of vulnerabilities: buffer overflows, array out of bounds accesses, 
double free/dangling pointer references, and uninitialized pointer dereferences. 

3.2   Error Detection Evaluation 

The benchmarks listed above were run to evaluate detection of memory overwriting. 
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3.2.1   False Positives 
A warning generated by the MEDS system is considered a false positive if it is deter-
mined that a memory overwrite or underwrite has been detected by the system, but no 
overwrite or underwrite actually occurred. 

As seen in Fig. 7, for SPEC CPU2000, some false positives occurred when the  
profiling pass was not performed. For the set of applications with known or seeded 
vulnerabilities, mmStrata produced warnings only when memory overwriting was 
attempted, i.e. it generated no false positive reports. For the other applications tested, 
only apache and queens produced false positives, which were eliminated by profiling. 
No other tests yielded false positives, even without the profiling pass, as shown in 
Fig. 8. 

Benchmark Pre-Profile False
Positives?

Post-Profile False
Positives?

Required Offset 
Type Extension?

MEDS Slowdown
(ref input)

ammp No No No 24.4

art No No No 9.5

bzip2 Yes No No 44.8

crafty Yes No No 35.4

equake Yes No No 20.4

gap Yes No Yes 64.9

gcc No No No 61.9

gzip Yes No No 34.9

mcf No No No 15.0

mesa No No No 34.4

parser Yes No Yes 39.7

perlbmk Yes No No 51.0

twolf Yes No No 34.8

vortex No No Yes 52.0

vpr No No Yes 35.9

Geo. mean 32.6
 

Fig. 7. False positive and performance results for SPEC CPU 2000 

For all benchmarks which produced false positive reports prior to profiling, the 
false positive was eliminated by the profiling pass, due to profiler assistance in solv-
ing the problems described in Section 2.2.1. The profiling pass did not generate any 
new false positive reports, because the profiling algorithm is conservative. 

Several benchmarks from SPEC CPU 2000 (gap, parser, vortex, vpr)  
contained code which was generated as the result of the combination of strength re-
duction and induction variable elimination. After the introduction of the offset type to 
the shadow type system, false positives due to encountering this type of code were 
eliminated. 
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Benchmark Suite Pre-profiler 
False Positives?

Post-profiler 
False Positives?

Required Offset 
Type Extension?

Wilander No No No

BASS No No No

SAMATE No No No

Apache Yes No No

binutils No No No

VPO compiler test 
suite

queens: Yes 
Others: No

No No

nasm No No No
 

Fig. 8. False positive results for assorted benchmarks 

3.2.2   False Negatives 
False negatives are recorded when the MEDS system does not generate a warning 
report when a memory overwrite should be detected. To evaluate false negatives, we 
verified that all the memory overwriting occurrences in our benchmarks were detected 
by our system. We also tested several vpo regression tests seeded with the following 
four categories of vulnerabilities: buffer overflows, array out of bounds accesses, 
double free/dangling pointer references, and uninitialized pointer dereferences. Our 
tool detected every instance of the seeded vulnerabilities. No false negatives for 
coarse-grained memory overwrites were generated for our test applications. Some 
fine-grained false negatives occurred, but these are outside the scope of this paper. 

3.3   Performance 

Fig. 7 shows the performance of the MEDS system normalized to native execution for 
a variety of SPEC CPU2000 benchmarks. The best performing benchmark is 
179.art at only 9.5 times slower than native speed. The worst performing is 
254.gap at 65 times slower than native speed, while the geometric mean of the 
benchmarks is about 33 times slower than native execution. We realize that this level 
of run-time overhead is too high for many application domains. However we believe 
that it is very suitable for off-line testing and debugging. Furthermore, it may be use-
ful in secure environments for programs that do not have high throughput require-
ments, such as I/O bound applications, interactive applications or lightly loaded server 
programs. 

As our implementation has only had modest tuning effort, we are encouraged that 
MEDS performs as well as past techniques, even though it is a more comprehensive 
system with a more in-depth type system. The closest related work, Annelid based on 
Valgrind, reported a geometric mean slowdown of 36.7 times (for the SPEC bench-
marks they report), without protecting the stack, but with the additional overhead of 
protecting memory reads [13]. For the same benchmarks, MEDS shows 32.6 times 
slowdown. Continued overhead reduction is an area of ongoing research. 
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4   Related Work 

Over time, a wide variety of memory overwriting exploits have been invented, and a 
corresponding variety of software defenses have been developed. Some defenses are 
specific to particular subsets of all memory overwriting exploits, such as stack smash-
ing, format string, code injection, or buffer overflow exploits [14, 15, 16, 17, 18, 19, 
20]. Many memory overwriting defenses require source code or pre-linkage object 
code, unlike MEDS, making their use infeasible in many computing environments 
[20, 19, 17, 21, 22]. Rewriting software in a memory-safe language (e.g., Java, C#) 
would prevent memory overwriting exploits, but would require source code and great 
time expenditure. Some defenses are probabilistic, using randomization, and therefore 
subject to being defeated by brute force attacks [23]. Many defenses are designed 
only to protect control data, i.e. code addresses used in control flow, such as return 
addresses and function pointers [20, 24]. However, security-critical data can include 
non-control data [25]. MEDS protects against all memory overwrites, whether the 
target of the overwrite is control data or not, and regardless of whether the attack vec-
tor is a buffer overflow, format string exploit, integer overflow of a pointer, double-
free, etc. 

The most comparable prior work is the Annelid tool, which was based upon the Val-
grind SDT [13]. Annelid detects out of bounds reads and writes to global-static and heap 
memory objects. Lacking a profiler and static analyzer, it incurred too many false posi-
tives for stack objects, and the stack portion of Annelid was disabled before completion. 
Annelid also encountered the problems with false positives discussed in Section 2.2.1. 
The pointer identification problem was left unsolved, causing some false positives. The 
difference between pointers problem was also left unsolved, although the authors pro-
posed that a pointer offset type (the MEDS solution) could be implemented in the  
future. Annelid segments (equivalent to MEDS bounds-information objects) have an 
unsafe cleanup mechanism. The only sound solution proposed by the authors was a 
slow run-time garbage collection mechanism that would have increased overhead.  
Finally, Annelid makes use of some (not usually available) debug information in the 
executable, unlike MEDS. It appears that Annelid is not being maintained or used. 

5   Summary 

This paper has described MEDS, the Memory Error Detection System. MEDS detects 
common memory errors, such as buffer overflows, within binary executable programs: 
no source or object code is required. MEDS starts with a static analysis phase which 
analyzes functions and objects in the program binary. The static analyzer writes infor-
mative annotations into a file, which are read by an optional profiling step. The profiling 
step helps avoid several classes of false positives unsolved by previous work. Finally, 
MEDS instruments the program via software dynamic translation to detect memory 
errors. We show how extending the type system to include the offset-type eliminates a 
variety of common false positives. Performance of the system is 33 times slower than 
native execution for our SPEC CPU2000 benchmarks. This performance is suitable for 
off-line uses and I/O intensive or low throughput applications. 
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Abstract. With the increasingly important role of web applications in
online services and business systems, vulnerabilities such as SQL Injec-
tion have become serious security threats. Finding these vulnerabilities
by manual testing is a time-consuming and error-prone practice that
may result in some potential vulnerabilities being missed due to some
execution branches being missed. In this paper, we describe an automatic
security testing method to find vulnerabilities in web applications; this
method utilizes test data generation techniques for improving the code
coverage. Our security testing involves automatic attack request gener-
ation and automatic security checking using dynamic tainting technique
that detects dangerous contents originating from untrustworthy sources
in commands and outputs. Automatic constraint-based test data gener-
ation helps to create test data for executing program branches that may
have remained unexecuted in previous tests. The experimental results
indicate that our method is effective to find new vulnerabilities, and test
data generation may help to improve the effectiveness of detection.

Keywords: Web application vulnerabilities, security testing, dynamic
tainting, test data generation.

1 Introduction

Recent years have witnessed a significant increase in the number of vulnerabili-
ties in web applications. Vulnerabilities can be exploited by attackers to obtain
unauthorized access to data stored in back-end database systems or to illegally
execute malicious commands on host computers. Therefore there is an obvious
requirement for effective methods to find vulnerabilities in web applications.
Dynamic testing and static analysis are the two main approaches that are cur-
rently used for finding vulnerabilities in web applications. Both approaches have
certain advantages and disadvantages, and generally they should be used in a
complementary manner to improve the detection result.

In this study, we propose a new automatic security testing method for web
applications. Our method is inspired by advancement in the dynamic tainting
technique used for finding vulnerabilities and the dynamic test data generation

F. Massacci, S.T. Redwine Jr., and N. Zannone (Eds.): ESSoS 2009, LNCS 5429, pp. 180–184, 2009.
c© Springer-Verlag Berlin Heidelberg 2009



Idea: Automatic Security Testing for Web Applications 181

technique used for leveraging the code coverage of the test.Our proposed test is
completely automated except for one step - the testers have to specify one or
several entry points to the web applications in advance. Other entry points are
automatically discovered during the test. Attack requests are automatically gen-
erated using a small set of attack codes that are injected into request parameters
corresponding to each entry point. By using the dynamic tainting technique, our
method automatically tracks the taintedness of data that originates from un-
trustworthy sources such as inputs sent by requests at the character level. This
information is used to detect potentially dangerous tainted contents in com-
mands and outputs generated dynamically at runtime. One of the main contri-
butions of this work is the consideration of test data generation for improving
the code coverage of the test. Automatic constraint-based test data generation
helps to create test data for executing program branches that may have remained
unexecuted in previous tests. We have developed a tool called Volcano to imple-
ment our proposed method for the security testing of web applications written
in PHP to detect SQL Injection vulnerabilities. We focused on PHP because
of its widespread use; furthermore, a large number of vulnerabilities have been
reported in web applications written in PHP [1]. In our experimental evaluation,
we found a total of 40 vulnerabilities in 8 sample real-life web applications using
Volcano, of which 25 were new. The test data generation has helped to find 2
vulnerabilities.

2 Automatic Security Testing

Automatic Vulnerability Detection. Dynamic tainting technique has been
used in many studies [2,3] for effectively detecting if dangerous data goes into
sensitive sinks. Dangerous data may originate from untrustworthy sources such
as user inputs; for example, in SQL Injection attacks, such inputs could change
the structure of SQL queries in an application program to ones not of intended
by the developer, and these may result in corruption of the data in database or
leaking of data to end users (or attackers). Because input data of web application
programs are all strings, our method tracks the taintedness of the values of all
string variables at the character level. Input data from untrustworthy sources
such as GET, POST or Cookies parameter values, or data from database, are
marked as tainted. Taintedness is propagated across assignments and function
calls at the granularity of a character. As compared to tracking the taintedness
at the string level, tracking at the character level allows more flexibility to apply
alternative security checking for different vulnerabilities.

Automatic Security Checking. We create security policies that help to sep-
arate dangerous and benign commands and outputs generated by web appli-
cation programs. For the case of SQL Injection attacks, the security policy is
that tainted data must not be used as SQL keywords or meta characters in
SQL queries, otherwise, they could possibly change the intended structure of
the queries. Then, we can find SQL Injection vulnerabilities by simply looking
for tainted SQL keywords and meta characters in generated SQL query strings.
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Automatic Creation of Attack Requests. Our method requires testers to
first specify one or several entries for the target web application, such as the
URL of the top page. If there is a login page, the user name and password
are also required. After sending requests to that entries, other entry points are
automatically discovered by extracting static links and form submissions from
the response pages. Attack requests are created by injecting malicious strings
with the intent of triggering specific vulnerabilities existing in web applications.
For example, quotes, double quotes, and backslashes are used to perform SQL
injection attacks. If these tainted input characters are added to SQL queries as
meta characters, the test successfully detects an SQL Injection attack.

Automatic Test Data Generation. In this research, we focus only on charac-
ter string predicates for data generation because such predicates are very com-
mon in web applications. Other types will be considered in future studies. For
data generation, we used the algorithm described in [7]. For example, in order
to generate data for an input data contained in a variable str, such as predicate
str == “mod” becomes TRUE, the algorithm first maps each string to a unique
non-negative integer by the definition ξ(str) =

∑L−1
i=0 str[i] × wL−i−1, where L

is the length of the string str and w is set to 128. Then, the distance func-
tion is defined for computing the distance between two strings: dis(str1, str2) =
|
∑L1−1

i=0 str1[i] × wL−i−1 −
∑L2−1

i=0 str2[i] × wL−i−1|. The algorithm searches for
an appropriate input by gradually changing each character of input data so that
str finally has the value “mod”. Detail of the algorithm can be found in [7].

3 Implementation

We developed a tool called Volcano to implement our proposed method for
the security testing of web applications written in PHP to find SQL Injection
vulnerabilities.

Taintedness Tracking. The PHP interpreter is written in the C language, and
each variable is expressed by a structure called zval. We add a new structure
member char∗ taint to the structure zval in PHP 5.2.2 to track taintedness of
each character in a string variable. All functions related to string manipulations
and assignment operations have been modified for correct taintedness propaga-
tion. These modifications do not change the behavior of the original operations,
and thus, it is not necessary to rewrite the web applications. Because we tar-
get SQL Injection vulnerabilities, the function mysql query, which sends SQL
queries to database server, is considered as a potential vulnerable point. Every
string that is input to this function as a parameter is then checked using the
security checking function.

Security Checking. We implement an SQL query parser to parse dynamically
generated SQL queries. If any tainted meta character or keyword is found in the
SQL queries, the request is considered to be an SQL Injection attack.

Test Data Generation. We have modified the PHP interpreter to add a
small code in order to capture the execution information (data- and control-flow
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information). This information is expressed in the XML format, and it includes
the current execution point (file name and line number), runtime values of vari-
ables, results of predicates, and so on. This information helps to generate input
data for new requests to increase the code coverage and provides the tester with
information for fixing vulnerabilities after the test.

Compound Predicates. The structures of compound predicates are rebuilt by
using the obtained data- and control-flow information. The desired value of each
elemental predicate is computed based on the desired value of the compound
predicate that is required to cause the program to execute a conditional branch
that may have remained unexecuted in previous tests.

4 Experimental Results

We selected 8 sample applications from the well-known bug tracking site Bug-
Traq [6] as listed in Table 1. These have been written in PHP, and they have
the latest reported SQL Injection vulnerabilities. The result is compared with
the test result obtained using an existing tool called Paros [4], a well-known
vulnerability scanner. Paros detects vulnerabilities by simply searching for some
error messages, e.g. “not a valid MySQL”, in the response pages. In Table 1,
V uln.Points indicates the number of vulnerable mysql query functions present
in the program. V uln. indicates the number of vulnerabilities found by using
corresponding tool.

Volcano is quite effective in that it found 40 vulnerabilities in the 8 sample
applications as compared to only 4 found by Paros; furthermore, only 15 of
the 40 vulnerabilities had been reported previously in BugTraq. Among the 25
new vulnerabilities, the effects of some could only be identified within the web
server; these effects cannot be detected using Paros. Some of them have not been
reported in BugTraq because the tester may have manually reviewed the source
code or only attempted to find interesting vulnerabilities as opposed to the total
number of vulnerabilities.

Table 1. Result of security testing for finding SQL Injection vulnerabilities

Applications Lines Vuln. Volcano Paros BugTraq
of Points Total Vuln. False Total Vuln. False Reported

code warns positives warns positives Vuln.
en.faname 1817 10 7 7 0 0 0 0 2
shnews 3689 13 9 9 0 0 0 0 2
ajchat 3383 24 1 1 0 0 0 0 1
Neuronnews 1995 60 7 7 0 0 0 0 3
PHPEchoCMS 13557 1 1 1 0 1 1 0 1
taskfreak 22872 3 3 3 0 2 1 1 1
GestDown 1486 38 8 8 0 2 2 0 3
tutorialCMS 5475 87 4 4 0 2 0 2 2
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Effect of test data generation. When only character string predicates were
considered, test data generation helped find 2 in 9 vulnerabilities found in the
shnews application.

5 Related Works

Many methods such as Pixy [2] rely on static analysis for statically finding
vulnerabilities. Other methods such as Amnesia [5] combine static analysis and
dynamic model checking for detecting vulnerabilities at runtime. Although static
analysis provides complete code coverage, it often leads to imprecise results
because of its conservativeness. Penetration testing used in Paros [4] is a common
testing method that provides precise results; however, the code coverage is low.

6 Conclusion and Future Work

We proposed a new automatic security testing method for web applications. Ex-
cept for a small manual configuration in the initial stage, the test is completely
automated. The main idea is to automatically detect vulnerabilities within the
web server by using the dynamic tainting technique and to improve the code cov-
erage of the test by automatic test data generation. We developed a tool called
Volcano to implement our proposed method for the security testing of web appli-
cations written in PHP to find SQL Injection vulnerabilities. The experimental
results indicate that our method is effective to find known and even some un-
known vulnerabilities. In future work, we will consider alternative techniques for
improving the effectiveness of test data generation. Static analysis may possibly
be used to solve the problem of dependencies in compound predicates.
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Abstract. To offer successful products and services in the telecom busi-
ness requires to show that the specified security is implemented as ex-
pected. Functional security testing is suitable for this purpose as it
bridges the gap between software and security testing. In this paper
we describe the aspects of such a functional security testing approach.
Further we provide evidence for a practical application of our approach
and show the benefits we found.

1 Introduction

Our interconnected communication world implies an entity which facilitates this
communication by providing the necessary infrastructure and services. As a tele-
com provider we see it as our role to be this entity. In this role as facilitator we
see a need to deal with a number of requirements that are put upon us. Among
those we can find information security (further on called security) on a promi-
nent position. The challenge for us as a Telecom provider is to offer the “right”
kind of security and more important show that our systems really provide it.

To codify the right kind of security we rely on security requirements [1] [2] as
they address the actual needs instead of the coarse results provided by security
risk analysis. Security requirements have another clear advantage when it comes
to showing security as they provide a criteria that can be verified. Under the
assumption that it is both suitable and possible to craft security requirements
that have a certain degree of uniformity [2] we can also create security test cases
that provide assurance for those requirements. Such security test cases show
requirement realization and allow to conclude security assurance.

Security testing is therefore important for us. To rely so strongly on testing to
gain assurance origins from the fact that as a telecom provider we act in many
cases as a system integrator without access to the source code. Therefore other
assurance techniques like module tests, static analysis, design/code reviews or
formal verification are not suitable for us.

As a commercial organization we have naturally strong demands for a security
testing approach that is both efficient (e.g. short lead times, easy to integrate
into business practices . . . ) and effective (e.g. good security, performable in our
projects by normal staff - i.e non-security-experts. . . ). After investigating many
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existing approaches, which we discuss in the next chapter, we found the need
for what we call functional security testing to bridge the gap between software
and security testing. In this paper we describe the static (artifacts) and dynamic
(processes) aspects of our functional security testing approach. Subsequently we
present practical experiences we made. Last we offer our conclusions and suggest
further research.

2 Security Testing Today

To gain assurance that an information system is secure in its operative environ-
ment it is necessary to test its behavior. As most telecommunication systems
consist to a great deal of software it seems apparent to use software testing tech-
niques. However, this is only partially correct as security testing is different in
certain aspects. The most significant difference between software and security
testing [3], [4], [5], [6], [7] is that security testing has to assume that the oppo-
nent searches after vulnerabilities, in many cases actively trying to create them,
whereas normal testing works under the assumption of purpose oriented usage
by the user.

This implies that security testing has not only to verify the requirements work
but also to assure that not more than the requirements demand can be done.
This can be tricky as many security requirements are ambiguous and it is not
possible to enumerate all permutations of the requirement [6]. Consequently it
is not possible to give a suitable set of security test cases. We also find that
side effect behavior that is not part of the specification and under-fulfilment of
the specification [8] can imply security vulnerabilities. Therefore side effects and
under-fulfilled areas of the specification have to be identified and tested to assure
that they do not compromise security.

These differences imply that specific testing approaches, which complement
software testing, are necessary. [7] discusses penetration testing and risk based
testing as suitable approaches for this. Both testing methods dig deep into a cer-
tain aspects of a requirement. While penetration testing is basically a malicious
approach to exploit mistakes, side-effects and environmental conditions, risk-
based testing verifies analyzed risk and corresponding vulnerabilities by testing
critical parts where the vulnerability could occur. [3] suggested to use threat
based testing, going even earlier in the security risk identification chain, where
not the risks but the potential threats the system faces are used to craft the
tests. These approaches are complemented by attack patterns [9], [10]. This
testing method is based on “canned” (i.e. prefabricated) penetration tests with
a malicious intent. In comparison to penetration tests, attack patterns are not
that sophisticated and individually tailored to a system but much faster to per-
form. In contrast to risk-based testing it is more focused on breaking the system
under test than on evaluating a critical part of a requirement.

However, the above approaches leave a gap to software testing. They seem to
cover many of the security problems coming from malice. Unfortunately, quite
a number of security problems originate from implementation/design mistakes
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both in the normal and the security functionality and from vulnerability ex-
ploitation based on curiosity (i.e. usually not considered the highest risk) and
are therefore not fully covered. [7] gives the feeling that some of these issues
are tackled by software testing. [3], [8] seems to make a good case that software
testing alone is not capable to address these problems because they are not en-
tirely in its scope [11]. It seems therefore that we need an approach that helps
verifying the full scope, the correct functionality and potential side effects of the
security requirements to complement and fill the gap.

3 Bridging the Gap with Functional Security Testing

We have seen above that there seems to be a gap between normal functional
testing and requirements testing when it comes to security. We have to analyze
this gap further to motivate why we need a new testing approach and what
requirements we have towards it.

Risk based testing requires a “security” risk analysis (including the identifica-
tion of assets, threats, vulnerabilities and risks). However with a change towards
security requirements [12], [13], which have a broader scope, to rely solely on the
vulnerabilities and risks to identify test cases implies that not the full range is
covered. However, these broader scope will not be covered by normal tests either
as we said before when discussing the need for special security testing. To put
it as a requirement we find that as much as possible of the specified security
(relevant) functionality has to be covered. Or as [3] puts it “security testing is
about proving that the defensive mechanisms work correctly”.

A second concern emerges form the fact that the more holistic security re-
quirements suffer from the same ambiguity and side effect problem [8] mentions.
That means that the security requirements will have functionality (i.e. side ef-
fects and environmental dependencies) that are not covered in the specification
and which have to be tested. We find therefore that we need to investigate also
around the borders of the specification to make sure that the system does not
do more than it should.

A final criteria we consider important to delimit functional security testing
is to state that it should not be malicious in intent. Malicious intent in our
view almost naturally causes a stronger focus towards the environment. This
implies a danger that the domain specific aspects codified in the requirements
are possibly ignored. We therefore think that the malicious intent is far better
covered with attack patterns and penetration tests and would like to emphasize
the non-malicious character of functional security testing.

We therefore define “functional security testing aims to verify the security
requirements at significant functionality and around the boarders of the system
under test without a malicious intent during creation and execution of the tests”.

A dedicated approach to perform such functional security testing is described
in the next section. It is noteworthy that functional security testing is comple-
mentary to existing security testing approaches and does not aim to replace
them.
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4 Functional Security Testing Approach

Testing does not start after the implementation ends but already when the re-
quirements are defined. As [3] notes “security cannot be tested into a product”
but is a part of the overall security process. Instead security testing has to be
understood as the “health check” that says that the expectations in respect to
security are satisfied. A tight integration into the Product Security Life Cy-
cle, starting at specification and ending at product retirement, is therefore an
important goal.

From a practical perspective this integration requires that certain properties
have to be satisfied by the approach. First of all it must be performable by project
staff which usually are non-experts in respect to security. This implies clear
guidelines and tools that allow a pragmatic application. A second concession
to practice we deem necessary is that the impact on time effort, especially on
lead time, has to be small. This means that an easy solution which fits good
enough (i.e. low flexibility and low degree of freedom in respect to security) is
preferred over another solution that is more accurate but requires too many
security related decisions which require expertise.

The functional security testing process, shown in Fig. 1, is an instantiation of
a normal testing process [11]. However, minor modifications are made to address
the non-expert support issue for security testing. Most important to mention
is that security tests are selected from the a-priori available security test cases
stored in the test case database. This implies changes in the test design and the
test data generation activities. Secondly, the evaluation is enhanced to enable
system wide security assurance assessment.

Fig. 1. Functional Security Testing Approach

From a bird’s eye view we find the distinct steps of test planning, execution
and evaluation. The integration of the planning has to start with the requirement
phase and stretches into the design phase of the life cycle. During implementa-
tion, when enough details become available, the activities start focus more on
execution. This continues into the test phase which naturally has a clear focus
on execution. During deployment a gradual shift from execution towards eval-
uation is suggested. It is important to mention that as today’s life cycles are
basically iterative the test activities are recurring and the here outlined struc-
ture addresses one requirement at the time. After this coarse outline we describe
each activity in more detail.
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Test Planning
The test planning activity starts testing early in the product life cycle. It starts
by defining a vision which describes the sophistication of testing we investigate
the criticality of security for the business. Important to note is that this covers
not only resources protection but also business enabler considerations – as they
also determine the effect a failure in a security mechanism would have. Secondly,
we describe the expected skills of an attacker we want to protect against as this
directly influences the test ambition level. To support our non-expert goal we
provide three sophistication levels covering low (no great impacts on the business
and low attacker skills), medium (normal importance and interested attackers)
to high (critical if security fails and skilled attacker).

Subsequently we describe the preconditions toward our test environment. We
mainly consider necessary system accounts, network openings, tool landscape
(e.g. testing tools, observation tools, log viewers . . . ) and environmental data
which have to exist (i.e. functional data that are necessary for system operation).

The last step in planning is to select the test cases based on the require-
ments. Test cases are developed a-priori by security experts for each require-
ment and further used by non-security-expert staff in each project utilizing the
requirement. When developing tests it turns out that two different groups of
requirements, Generic requirements and Specific Requirements, exist. Generic
requirements represent security mechanisms which are common and widely used
in various systems. The requirement parameters are similar for all systems and
only the implementation differs. Due to that test cases for such requirements have
to be generally applicable regardless of the actual implementation. Therefore to
define test cases a-priori they must aim at top level functionality rather than
specific technical details. Specific requirements on the other hand are specified
by strict technical standards which provide clarification about implementation
details and avoid ambiguity in actual implementations. Hence it is possible for
a-priori defined test cases to take such details into account.

To find the relevant test cases the database is searched with the requirement
as starting point. As the linking between requirements and test cases is already
codified in the database this process is semi-automatic and requires almost no
security knowledge and only little time.

Test Execution
In many cases the generation of test data is seen as a part of test design. However,
due to our goal of defining test cases a-prior this is not entirely suitable. The
problem areas are the test cases which are based on Generic requirements. The
reason is that the actual test data for these tests have to be adapted to the given
environment. Hence a pure a-priori definition could result in weak or inadequate
test data (caused by slightly different implementations from different vendors).
Therefore the interpretation of the environmental dependencies must be left
to the executing person which violates our simplicity requirement a bit. We try
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to tackle this by defining test data types and indicate suitable ranges which
seems pragmatic enough to not hamper overly. Such test data types can reach
from regular expressions, in a format which must be easy to understand for non-
experts, to unstructured textual descriptions, which still have to create a clear
and unambiguous delineation of the expected data to avoid weak test data caused
by miss-interpretation. The situation is different for the test cases for Specific
Requirements. Standardization regulates so strongly here that it is possible to
specify also generally applicable test data in advance. Some minor adaptation is
still required but this seems to be without problem.

We defined from the beginning that the execution of the tests must be per-
formed by humans. An automated execution of tests is out of scope. The reasons
are the broad range of diverse requirements the approach has to cover and the
variety of system we find in the telecommunication ecosystem. Therefore, the
designed test cases contain instructions how to perform them. As testers are
used to this procedures this is not perceived as a problem. During the execution
of the tests the results have to be stored in the database. We found the use of
the database extremely useful as completeness and consistency checks can be
performed automatically which ensures sufficient data quality.

Test Evaluation
To gain the assurance we are seeking we have to perform an evaluation of the
test results for each requirement. The achieved test results documented in the
database are semi-automatically compared to expected results. Semi-automatic
means that although the system correlates the test plan with the test result a
human has to perform the decision if the expectation is meet by the test result.
As each test case , which includes the expected results, is linked to a requirement
it is then possible to conclude towards the fulfillment of the requirement.

5 Examples for Test Cases

The test cases constitute a cornerstone of our approach as they encapsulate all
security knowledge. They have to be available a-priori so that the tester can select
the appropriate ones based on the requirements she wants to test. Currently
our approach includes over 50 requirements which are linked to around 80 test
case specifications1 and over 150 atomic test cases2. Due to that we think that
we have achieved a holistic coverage of many security requirements normally
emerging in a telecommunication environment. Test case specifications are used
as aggregation layer for reusability reasons in the test case database between the
performable atomic test cases and requirements.

1 A test case specification represents an abstract test concept that is constructed from
atomic test cases.

2 An atomic test cases represent non-overlapping tests which can be performed. An
atomic test case can be associated with multiple test case specifications.
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We find that test cases are constructed bottom-up3 by analyzing the critical
functionality and eventual boundary issues of the requirement. This bottom
up treatment requires a solid understanding of security. However, the security
expertise is only needed during construction. During application the test cases
are already available and can be applied by non-experts as described in the
last chapter. Therefore usage is performed top-down which is more suitable for
non-experts that start out from requirements.

Due to space limitations we only show a generic and a specific test case. A
detailed treatment of these issues can be found in [14].

5.1 One Factor Authentication

As above mentioned the One Factor Authentication is a generic requirement.
This implies that the top level functionality is taken into account when preparing
test cases. The following listing gives an overview of the relevant functionality:
(a) Authentication functionality, (b) Secret change, (c) Input boundary, and (d)
Authentication robustness [9], [15], [3].

These parts represent critical areas of the requirement which have to be tested.
We therefore create an atomic test case for each of them. Authentication func-
tionality is concerned about the basic functionality of providing only correct
authenticated users access to the system. Secret change assures the correct func-
tionality of the secret change mechanisms. Thereby the test includes common
problems for such mechanisms. The Input boundary test targets on common
boundary problems in one factor authentication mechanisms. Authentication ro-
bustness assures that the requirement behaves as intended even when pushed to
areas slightly beyond it’s specification.

These atomic test cases are aggregated into test case specifications which are
linked to the requirement indicating the relevant security- and regression- lev-
els for these entities. Security levels define the depth a requirement is tested
with. Regression levels classify a test case specification according to its usage
in regression tests [16]. The way of aggregating the atomic test cases to test
case specifications depends on the need of how to test (defined by an organiza-
tion’s policies and guidelines concerning security). For this generic requirement
we find that test have to be available for one security level and two regression
levels. Therefore two test case specifications are created. One covers basic func-
tionality and the most critical tests. The second assures the correctness of the
implementation for more advanced areas and therefore contains the remaining
tests. This provides the opportunity to chose the relevant tests according to the
available resources and necessary degree of regression.

3 Naturally the bottom-up constructions requires completeness verification as it does
not necessarily come automatically. We therefore perform for each test cases a veri-
fication against the testing techniques useable for security described in [6] and doc-
ument this for later reference in the database.
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5.2 SSL/TLS

SSL/TLS is in contrast to the above explained a specific requirement. It is
defined by a technical specification which every implementation has to follow.
Due to this standardization it is possible to create tests which have a stronger
internal focus. As basis for the test cases the specification from [17] and com-
mon problems presented in [18] have been considered. Due to that the following
relevant functionality can be identified: (a) Transfer, (b) Algorithm, (c) Client
Handshake, (d) Server Handshake, and (e) Package Boundaries.

Transfer is about assuring the principal functionality of the requirement.
Hence it includes confidentiality and integrity aspects of the established com-
munication channel. The Algorithm test focus on the used ciphers by the im-
plementation and their compliance with the organization’s policy. The initial
handshake between the two involved parties in a SSL/TLS connection can be
seen as another critical part. Hence the correctness of this task is assured in the
Client Handshake and Server Handshake tests. The last significant functionality
of the requirement is Package Boundaries. As the length and content of some
packages is strictly prescribed by the specification, this test assures that these
limitations are handled correctly by the implementation.

The assumption for creating the test case specification is in this case deter-
mined by two diverse security levels and one regression level. Hence two test
case specifications are created. The one which can be used to gain assurance
for the lower security level includes not all of these tests, while the other one
aggregates all test cases to provide assurance for all identified functionality of
the requirement.

6 Practical Experiences

To test the practical applicability of the functional security testing approach
a small project called “My Family 2.0 – Calendar” was chosen. This offering
aims to bind entire families to the provider by offering interesting price models
and additional functionality. In our case this is a calendar application where the
entire family has shared calendars via mobile phone.

We started out by creating the test plan. The ambition level was easy set as
the calendar data directly suggest an average to high ambition. To verify our ap-
proach we conducted a normal test planning and our approach with two different
testers. For our approach we selected the relevant test cases from the database
by iterating over the requirements. A critical issue we found was the missing
graphical interface4. Due to that it was necessary to perform SQL statements to
extract the needed data. When the tester extracted the relevant data from the
database he identified eight TestCaseSpecifications in total. Six of these specifi-
cations matched directly to the given requirements. The remaining two had some
shortcomings as some aspects of the requirements were not considered in detail.
4 We have now a graphical interface available which eliminated this problem in follow

up tests.
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However, due to the use of the test case specifications the tester mentioned the
positive effect of discovering missing or ambiguous parts in the system’s spec-
ification. Altogether 35 atomic test cases where identified with our approach.
The verification endeavor with traditional testing found 15 test cases for the
same problem – all of which also our approach covered. We attribute this to
the completeness checks we could perform due to the structured representation
in the database. We also found significant differences in the time effort. With
our approach we needed two hours for a first draft of the test plan and another
hour for finalizing. In contrast the verification endeavor needed six hours for
this task. We expect that time saving around this size are to expect also in
future.

During test execution we could not find any systematic differences between the
approaches as they basically relied on the same structures and people. Naturally
more test cases implied an increase in test time but delivered far better assurance
which we consider a worthwhile trade-off.

In respect to the security test evaluation we have no comparison as this was
not performed earlier. From the result perspective we find a positive impact of
the evaluation on assurance. A finding we expected due to the explicit mentioning
of this activity in the common criteria.

To summarize we can say that we could test security more thoroughly with a
decrease in planing time. We consider this very promising results.

7 Conclusion

In this article we set out to present functional security testing as a complimen-
tary security testing technique that helps us as a telecommunication provider
to show to our customers that our systems are in compliance with our stated
security requirements. Earlier we had problems to assure the full scope of our
security requirements as the existing techniques could not take non-risk origi-
nate requirements into account. With our new approach we are confident that
we can do this as it bridges the gap between normal and security testing.

We presented our test process which aims to support non-security-expert
tester. This is an important feature to make testing successful in an environment
where constantly many new products and services are developed. If security test-
ing would not be performable by the non-experts to a satisfactory degree it would
be practically impossible to gain security assurance as the security staff would
never manage the sheer amount of tests. A second advantage we see is that the
security staff can now focus an crafting new test cases which are then reused by
a broad public. Altogether we also find that the execution and lead time during
test planning is reduced significantly and so more time on the actual testing can
be spent. A fact we associate ultimately with improved security assurance.

Although we have already made some practical experiences the here presented
approach is currently in the early phases of usage. We find it currently satisfac-
tory for the non-malicious part of security requirement assurance. In the long
run we hope to also include some more aggressive security testing by means of
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attack patterns. We also work constantly with adding more test cases and better
guidelines to allow a more precise selection of test cases (i.e. test cases better
matched to the requirement under test).
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Abstract. To understand the effect of code complexity on static analy-
sis, thirty-five format string vulnerabilities were studied. We analyzed
two code samples for each vulnerability, one containing the vulnerability
and one in which the vulnerability was fixed. We examined the effect of
code complexity on the quality of static analysis results, including suc-
cessful detection and false positive rates. Static analysis detected 63% of
the format string vulnerabilities, with detection rates decreasing with in-
creasing code complexity. When the tool failed to detect a bug, it was for
one of two reasons: the absence of security rules specifying the vulnera-
ble function or the presence of a bug in the static analysis tool. Complex
code is more likely to contain complicated code constructs and obscure
format string functions, resulting in lower detection rates.

Keywords: Static analysis, code complexity.

1 Introduction

As an increasing number of vital operations are carried out by software, the need
to produce secure software grows. Because of the complexity of software and the
rapidly changing nature of vulnerabilities, it is impractical to identify vulner-
abilities through developer code reviews alone. To help address this problem,
developers have been increasingly using static analysis tools to identify security
vulnerabilities.

We conducted an experiment that measured detection and false positive rates
of static analysis tools using a set of thirty-five format string vulnerabilities from
the National Vulnerability Database[6]. Two code samples were analyzed for each
vulnerability, one containing the vulnerability and one in which the vulnerability
had been fixed. These vulnerabilities were analyzed to determine the impact of
code complexity on the error rates of static analysis tools.

Several comparative evaluations of static analysis tools have been published
[9,10,3]. These studies used two techniques: microbenchmarks, which are small
programs containing a single security flaw[3], and samples extracted from known
security flaws found in open source software[10]. While Kratkiewicz[3] catego-
rized each test case according to local code complexity categories, such as alias-
ing depth or type of control flow, the samples are too small to demonstrate the
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complexity found in complete programs. Zitser[10] extracted small samples con-
taining the vulnerabilities from open source software because the tools evaluated
in the study could not successfully analyze the complete source code. This study
differs from the ones mentioned above by analyzing complete open source appli-
cations, allowing us to study static analysis in the conditions under which it is
normally used.

2 Test Procedures

Thirty-five format string vulnerabilities in open source Linux software written in
C or C++ were selected randomly from the National Vulnerability Database. For
a test case to be evaluated, source code for both the vulnerable and fixed versions
of the software had to be available. The software must also be able to be compiled
with the GNU C compiler on Red Hat Enterprise Linux 4. Test cases that did not
meet these criteria were replaced with another test case selected randomly.

For each vulnerability, both the version of the software with the reported
vulnerability and a later version of the software where the vulnerability was re-
ported to be fixed were evaluated. Several software packages had multiple entries
in the NVD for format string vulnerabilities. Only the first sample selected for
such a package was used, so no software was evaluated twice.

Software was compiled using either gcc 3.4.6 or 3.2.3 on Red Hat Enterprise
Linux 4. Some software had to be patched in order to compile with these versions
of gcc. The patches fixed differences in include files or C language variants,
such as older versions of gcc permitting the presence of an empty case at the
end of a switch statement[1]. No patch altered lines of code where the selected
vulnerabilities existed or where they were fixed.

We used Fortify Software’s Source Code Analyzer 4.5.0. Older open source
static analysis tools, such as flawfinder and ITS4, were not selected because they
rely on simple lexical analysis techniques that produce many false positives[10].
While numerous modern tools exist, the freely available tools were not suitable
for this study, as they were not able to analyze larger pieces of software, did not
support common variants of C, or required extensive configuration specific to
each piece of software[2].

If the flaw was identified in the vulnerable version of software, the result was
recorded as a successful detection. If the flaw was not found, a false negative was
recorded. If the flaw continued to be detected in the patched software, a false
positive was recorded. If no vulnerability was found in the patched version, the
analysis was marked as correct.

3 Results

Two complexity measures were computed for each application. The first metric
was Source Lines of Code (SLOC), which is the number of lines of code excluding
comments or blank lines. We measured SLOC using SLOCCount[8]. The sec-
ond metric was McCabe’s cyclomatic complexity[4]. The tool used to measure
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Class Lines of Code Samples Detections Complexity Samples Detections
Very Small < 5000 9 7 < 1000 10 7
Small 5000-25000 9 7 1000-5000 10 8
Medium 25,000-50,000 7 4 5000-10,000 5 3
Large 50,000-100,000 6 2 10,000-25,000 6 2
Very Large > 100, 000 4 0 > 25, 000 4 0

Fig. 1. Size and Complexity Class

cyclomatic complexity was PMCCABE[7]. We divided the applications into five
classes by size and complexity values as described in Fig. 1.

Of the 35 vulnerabilities examined, 22 (63%) were detected by the static
analysis tool. Fig. 2 shows that detection rates of format string vulnerabilities
decreased with increasing code complexity (p = 0.02). While there was no sub-
stantial difference in the quality of static analysis results between the very small
and small categories, the quality of results declined noticeably as complexity in-
creased beyond the small category, declining to zero for the very large category,
which included software larger than 100,000 lines of code.

We found two causes of failed detections of format string vulnerabilities. Four
of the thirteen (31%) failed detections resulted from the first cause, format string
functions that were not in the rule set of SCA. One of the format string func-
tions that was not detected was the ap vsnprintf() function from the Apache
Portable Runtime. It is impossible for a tool to track all potential format string
functions. However, these mistakes could be fixed by the developer adding rules
to detect the format string functions that are used in the developer’s application.

The second cause was a bug in how Source Code Analyzer counts arguments
that are passed into a function using the C language’s varargs mechanism. In
these cases, the application contains a variadic function that wraps the call to the
dangerous format string function. Nine of the thirteen (69%) failed detections
resulted from this cause. This bug has been reported to Fortify.

Neither of these causes has a necessary relationship to code size or complex-
ity. However, larger projects are more likely to use their own specialized functions
for input and output instead of directly using functions from the language’s stan-
dard library. This means that larger projects are more likely to call format string
functions through wrappers. Large software projects also tend to include a larger
number of developers, which typically provides a wide range of knowledge. This
knowledge can lead to use of a broader subset of a language’s features than would
be used in smaller projects, resulting in heavier usage of the varargs feature.

Divided into five classes, there was no significant difference (p < .01) between
the results for lines of code and those for cyclomatic complexity.

Discrimination[5], a measure of how often an analyzer passes the fixed test
case when it also passes the matching vulnerable test case, is shown in Fig. 3.
This metric provides an important check on the results of a static analysis tool,
as a tool can achieve a high detection rate through overeager reporting of bugs,
which also produces many false positive results. Discrimination ensures that the
tool accurately detected both the vulnerability and its fix. The discrimination
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Fig. 2. Detections by Complexity Class

Fig. 3. Discrimination by Complexity Class

graph closely resembles the complexity graph above, as Source Code Analyzer
returned only two false positives during the analysis of the 35 fixed samples. Like
detection rate, discrimination rate decreases with complexity (p = 0.02).

In order to determine how far these results can be generalized, we need to
measure the effect of code complexity using different types of vulnerabilities and
software written in other languages. Analyzing software written in a language
such as Java would also enable us to use a broader range of open source static
analysis tools.

4 Conclusion

Thirty-five format string vulnerabilities were analyzed to determine the limita-
tions of the usefulness of static analysis tools. We examined the effect of code
complexity, measured using lines of code and cyclomatic complexity, on the
quality of static analysis results. Our results show that detection rates of format
bugs decreased with increasing code complexity. There were two reasons why the
tool failed to detect vulnerabilities: use of format string functions absent from
the tool’s rule set and a bug in processing parameters submitted to variadic
functions.
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